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EX PO © INDUSTRIAL CONTROL LAB EXERCISE 2.0

YUHAO LI YIDING YIFAN ZHU

BACKGROUND

* Industrial control systems see increased application in industry
and 1n research projects

* Provide students with a better hands-on understanding of the
behavior of industrial control systems.

* Develop labs that place bound students can do remotely

VALUE PROPOSITION

Due to factors that can’t be overcome, some students may not be
able to do experiments in the laboratory themselves, and self-

purchasing industrial control systems equipment 1s too expensive.

Therefore, our 1deal solution 1s to developed experiments student
can perform through remote access or computer simulation.

OBJECTIVE

Create and implement remote labs related to ECE 444/544 and
write the mstructions for TA and a copy for students. Provide
suggestions on remote access tools

REQUIREMENT

* Remote-control desktop software

* SEL equipment (849, 421, RTAC, etc.) accessible over network

* The computer 1n the engineering laboratory (with SEL
AcSELerator RTAC, KoCos ARTES 460 test set, and other
software, and can be connected to the Raspberry P1)
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Project Development

a.Learning of ECE 444/544 lab materials and lab materials from prior
team

b. Develop basic understanding of network simulation and determine
which are suited to remote access and which to network emulation

c. Choose appropriate software to accomplish tasks

NETWORK EMULATION
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193 16.953403858 192.168.183.128 192.168.183.2 DNS 98 Standard query @xb79d A daisy.ubuntwu.com.local..

194 16.953688480 152.168.183.128 192 .168.183.2 DNS 98 Standard query 9xdd25 AAAA daisy.ubuntu.com.lo..

195 17.234718242 fe80::1429:9TFfFfT: Te2.. fTre2::16 ICMPwvwE 92 Multicast Listener Report Message w2

196 17 .234748565 fe80::1429:9FfFf: fe2.. TFO2::2 ICMPwvE 72 Router Solicitation from 16:29:97:26:16:03

197 AT .242523861 Te860::1429:9FfTT:Te2.. TTB2::16 TICHMPwG 92 Multicast Listener Report Message w2

198 A7 .336573842 fTeB80::1429:9FfFfF:fFe2.. FfO2::Tb MDNS 189 Standard query 0xB888 PTR _ipps._tcp.local, "Q..

199 17 .342735381 TeBO0::1429:9TTT:Te2.. TTB2::Th MDNS 177 Standard query response x8008 PTR _workstatio..

2009 17 .347020911 TeB80::1429:9T7ffT:Te2.. fTe2::Tb MDNS 323 Standard query 9x0888 ANY ubuntu [16:29:9T:26: ..

201 AT . 478760286 Te80::863:2dfFF:TeBl.. Tre2::16 ICMPwvE 92 Multicast Listener Report Message wv2

202 17 .478764955 Tfef8::863:2drfr:TeB®l1l. fre2::16 ICHMPwvE 92 Multicast Listener Report Message w2

203 17 .4787647168 feB80::863:2dffrf:TebBl. fro2::2 ICHMPwvE T2 Router Sclicitatiom from 8a:63:2d:81:65:5T

284 17 . 4T7TBT65668 feB80::863:2dff:TeBl.. Fro2::2 ICHMPwE 72 Router Solicitatiom from 8a:683:2d:81:65:5F
205 17 .479115745 TeB80::863:2dTff:Te@l. frfre2::2 OpenFl1.. 156 Type: OFPT_PACKET_IN

» Frame 1: 344 bytes on wire (2752 bits), 344 bytes captured (2752 bits) on interfTace 8

» Linux cooked capture

» Ethernet II, Src: CrayComm_11:39:96 (80:909:80:11:39:96), Dst: 45:10:81:48:00:80 (45:19:901:48:88:00)
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@ # Data (data.data). 314 bytes Packets: 709 - Displayed: 709 (100.0%) Profile: Default

REMOTE ACCESS
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& Remote Desktop Connection T o
Eemute Eigktnp I. Connect to Uidaho VPN
»* onnection . .
II. Logon to destination
Computer; 19'2-1'55-351 :[ bl COmpLIter
Lisername:;  Allremaote
¥ou will be asked for credentials when you connect. III- Run remOte deSktOp On the

SCADA lab computer

*  Show Oplions Connact Help

Challenges

* We don’t have a comprehensive
understanding of the ECE444/544
course.

* For the experiments designed by
previous team, the available i1mages
can’t provide us with sufficient
information, especially the connection
of the equipment.

 Due to time zone difference, a lot of

time was spent on communication and
connections unnecessarily.

Risk management

Compared to the software like
TeamViewer and Any desk, remote-
control desktop 1s much safer. But 1t 1s
better to check 1f the virus protection,
VPN and firewall are running.
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