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ABSTRACT

Dedicated Short Range Communication (DSRC) is used for wireless communica-
tion in the 5.9 GHz band that is assigned for Intelligent Transportation Systems
(ITS). It allows vehicles to communicate with other vehicles (V2V) and with the
infrastructure (V2I) to aid in traffic management and to reduce or avoid collisions,
thereby increasing road safety. DSRC enables the establishment of Vehicular Ad-
Hoc Network (VANET), which is designed for very quick message exchanges used
for critical safety applications and services.

In the context of connected vehicles, the focus of safety applications has mainly
been on collision avoidance of motor vehicles, and little attention has been given to
the safety of other participants, like bicycles. This research presents safety applica-
tions for diverse participants in connected vehicles. First a bicycle safety application
is introduced that aims to reduce the so-called right hook conflict, a common colli-
sion scenario where a right-turning vehicle causes a crash with an adjacent bicycle.
The information exchanged during periodic beacon messages, called Basic Safety
Messages (BSMs), emitted by vehicles is used by the safety application to alert
drivers of potential collisions with bicycles. The goal is to achieve this without
introducing addition message overhead or deviating from existing standards.

Wireless vehicle-to-vehicle communication is vulnerable to malicious jamming
attacks not only for motorized vehicles, but also for any VANET participants, such
as bicycles. This has potential impact on the reliability of a bicycle safety application
since this application also depends on a timely reception of BSMs, that are sent
periodically every 10oms. The bicycle safety application uses an algorithm that has
the capability to mitigate against such attacks, as well as message loss due to natural
phenomena. The algorithm was analyzed in terms of accuracy and safety application
reliability. Its effectiveness was evaluated based on real-world field experiments
using commercial equipment installed in the vehicles and bicycle.

The research so far considered a mobility model characterized by relatively fast

moving vehicles, e.g., motorized vehicles traveling at the speed limit or fast moving
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bicycles. Now, the traffic participants are expanded to include visually impaired
persons and wheelchair users. These two new traffic participants introduce unique
properties that require an investigation of Safety Applications for slow moving
traffic participants. These properties are relatively low speed and the potential to
turn over very short distances. We will describe scenarios using visually impaired
people and wheelchair users to investigate accuracy and timeliness of OBUs heading
information based on real-world field experiments.

Finally VANET safety applications for scooters are investigated, which consider
their unique mobility model, characterized by possible radical changes in heading
over short distance at speed higher than that of pedestrians, but possibly lower than
motorized vehicles. Furthermore, scooters are likely to behave rather unpredictable.
They may drive close to or between vehicles, in-between lanes, or between moving
traffic and parked vehicles. As this could have implications on GPS coordinate
accuracy the reliability of GPS information related to the mounting point of GPS

antennas on scooters in different scenarios is investigated.
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CHAPTER 1

INTRODUCTION

One of the essential goals of Intelligent Transportation Systems (ITS) is to increase
safety and reduce collisions. A report by the National Highway Traffic Safety Ad-
ministration (NHTSA) showed that 6.1 million collisions were reported in 2014 [1].
Lately, in the context of connected vehicles, Safety Applications (SA) were intro-
duced that rely on communication between vehicles and with the infrastructure,
such as traffic lights in an intersection. These safety applications are expected to
reduce road collisions by up to 82% and eventually will save thousands of lives in
the United States [2]. In the past SA were mainly discussed in the context of vehicle-
to-vehicle (V2V) and vehicle-to-infrastructure (V2I), however, little consideration has
been given to other traffic participants like bicycles and their special needs. A
particular common source of bicycle collisions is the so-called Right Hook, where
a turning vehicle crashes with a bicycle to its right, while performing the turn. The
study in [3] showed that vehicles were almost unaware of the adjacent bicycle when
performing the right turn.

This research introduces a bicycle safety application that uses the same basic com-
munication capabilities as vehicles, thus allowing vehicle-to-bicycle communication.
We simply assume that bicycles are vehicles capable of V2V and V2l communication.

The main two technologies that facilitate communications are Dedicated Short
Range Communication (DSRC) [2], which was assigned by the Federal Commu-
nications Commission (FCC) in 1999 to be used for vehicular communication [4],
and cellular vehicle-to-everything (C-V2X), which has been driven by the Third
Generation Partnership Project (3GPP) [5].

Whereas in general cellular networks communication includes base stations, C-
V2X communication can be directly between vehicles in a Device-to-Device (D2D)
fashion [6]. In this paper we will focus on DSRC, however, the general issues

discussed are expected to have similar implication is C-V2X as well.



This research does not consider line-of-sight sensor technology such as radar or

lidar, but rather focuses on non-line-of-sight communication based on DSRC.

1.1 PRELIMINARY BACKGROUND INFORMATION

The communicating nodes in V2V and Vz2I implement a Vehicular Ad Hoc Network
(VANET). VANETs are similar to Mobile Ad Hoc Networks (MANET), but they
consider short message exchanges and a fast changing network topology. Commu-
nication is assumed to be based on DSRC, which operates in a dedicated bandwidth
of 75 MHz at 5.9 GHz [9]. One of the seven DSRC channels, i.e., Channel 172, is
assigned to safety applications. It is used to broadcast the Basic Safety Message
(BSM), which is the most important beacon message broadcast by each vehicle every
10ooms [2]. Each BSM contains information related to the sender’s Global Positioning
System (GPS) position, and additional information like position accuracy, speed,
heading, steering wheel angle, transmission and break status. This information is
used by the safety applications executing in each vehiclel’s OBU.

In [16] safety applications and their associated crash scenarios are identified.
We will describe SA from the viewpoint of a Host Vehicle (HV), which receives
BSMs from Remote Vehicles (RV). When specific event information extracted from a
received BSM of an RV suggests a critical situation, the driver of the HV is issued an

alert.

1.2 RESEARCH MOTIVATION AND OBJECTIVES

The focus of the first part of the dissertation is on the reliability of the Bicycle
Safety Application for the so-called the Right Hook Conflict, where a truck driver is
planning to make a right turn and a bicyclist to the truck’s right-side is overlooked,
resulting in a collision. Moreover, this dissertation will present a detection mech-
anism to allow a vehicle within a VANET to detect a bicycle within a very short

distance to avoid a possible collision.



Since VANET is vulnerable to DoS attacks, where a malicious node jams the
communication for the DSRC safety applications, the dissertation will address the
potential vulnerability of safety applications as the result of such attack. Then a solu-
tion is given to mitigate the attack, which otherwise can lead the safety application
to fail, potentially resulting in injury or loss of life.

The proposed safety applications were implemented using commercial equip-
ment, installed in the vehicle and bicycle, and the effectiveness was evaluated based

on real-world field experiments.

1.3 SUMMARY OF CONTRIBUTIONS

The main contributions of the dissertation are as follows:

e A Safety Application for Bicycles is proposed for connected vehicles. The bi-
cycle safety application aims to reduce the so-called right hook conflict, which
is the collision scenario where a right-turning vehicle causes a crash with an
adjacent bicycle. The information exchanged during normal beacon messages
of vehicles is used by the application to alert drivers of potential collisions with
bicycles without introducing addition message overhead or deviating from

current standards.

* A VANET Bicycle Safety Application considering Malicious Environments is
proposed, with special focus on jamming attacks. A bicycle safety application
algorithm is presented that is capable of mitigating against such attacks, as
well as message loss due to natural phenomena. The algorithm was analyzed

in terms of accuracy and application reliability.

* As a third and final contribution, safety applications for different VANET par-
ticipants that have unique mobility models were investigated. Mainly, micro-
mobility models such as applicable for visually impaired persons and wheelchair
users were considered. In the absence of gyros, the safety application calculates
the heading from the information given by the OBUs. In addition, E-scooters

were studied as they share certain properties of the micro-mobility model used



for pedestrians and wheelchairs. Lastly, an algorithm is introduced to mitigate

traffic collisions for different VANET participants.

1.4 DISSERTATION OUTLINE

The rest of the dissertation will be organized as follows: Chapter 2 will cover
the relevant background information. VANET Safety Applications for Bicycles is
discussed in detail in Chapter 3. The Reliability of VANET Bicycle Safety Ap-
plications in non-malicious and malicious environments is presented in detail in
Chapter 4 and Chapter 5 respectively. Safety Applications for VANETs with Diverse
Traffic Participants are introduced in Chapter 6. Lastly, conclusions are presented in

Chapter 7.



CHAPTER 2

BACKGROUND

2.1 INTELLIGENT TRANSPORTATION SYSTEMS

A key objective of Intelligent Transportation Systems is to increase safety and reduce
collisions. One of the most recent considerations for collision reduction are safety
applications (SA) in the context of connected vehicles. Figure 2.1 is an example of

fatal crash data. The SAs are implemented in a device called On Board Unit (OBU),

Body Type Number Percent
Motorcycles 5421 10.4
Motorcycle 5,049 9.7
Moped 136 0.3
Three Wheel Motorcycle or Moped 45 0.1
Off-Road Motorcycle (Two Wheel) 56 0.1
Other Motoreycle/Minibike 114 0.2
Unknown Motoreycle 21 *

F1GURE 2.1: Vehicles Involved in Fatal Crashes, [modified from] [1]

which are mounted in the vehicles. OBUs are responsible for communications
between vehicles (V2V), Vehicle-to-Infrastructure (V2I), Vehicle-to-Pedestrian (V2P)
and Vehicle-to-Bicycle (V2B). In addition, the OBUs can operate with the vehicle’s
CAN-BUS to have more information about the vehicular system [7, 8]. Road Side
Units (RSU) on the other hand are fixed units installed in the infrastructure, e.g.,
intersection or along a highway. They are responsible for V2I communication, or
other RSUs and back-end servers for ITS to process data [7]. The communication
architecture in VANET enables traffic participants to use V2V, V2I, V2P and V2B,
collectively also called V2X, to distribute status information to surrounding vehicles
by using OBUs and RSUs as illustrated in Figure 2.2. The safety applications use the

information to predict and alert the driver to potential hazards.



i Vehicle's resources

<—> Vehicle-to-vehicle communications (V2V
Vehicle-to-everything | <€—> Vehicle-to-roadside communications (V2R)
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<>

F1GURE 2.2: V2V, V2R, V2I, V2P and V2B Communications, [8]

2.1.1 DSRC, IEEE 802.11P and WAVE Protocol

The Federal Communications Commission (FCC) together with the US Department
of Transportation (USDoT) assigned 75MHz of dedicated bandwidth at 5.9GHz to
be used for DSRC communication in 1999 [9]. The DSRC spectrum is shown in
Figure 2.3. Within this spectrum of 5.850-5.925GHz, six service channels are denoted
by CH172, CH174, CH176, CH180, CH182, and CH184, in addition with a control
channel CH178 [21]. Channels can be combined to allow a larger bandwidth of 20
MHz, e.g., CH174 with CH176 and CH180 with CH182.

The WAVE in VANET is used for low latency communication to deliver a high bit-
rate speed among OBUs. These units can communicate under DSRC with different
protocol types depending on the application. For example, the protocol WAVE is
used for safety applications while TCP, UDP, and IPv6 are used for a non safety

application as shown in Figure 2.4.
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F1GuRre 2.3: DSRC Spectrum, [2]

The IEEE 802.11p protocol is an enhanced version of IEEE 802.11 used to serve
WAVE communications. Furthermore, the 802.11p protocol is used in DSRC Medium
Access Control layer (MAC). In addition, the WAVE protocol has Enhanced Dis-
tributed Channel Access (EDCA) implementation [23, 24].

The IEEE 802.11p protocol uses some features of the previous IEEE 802.11a and
IEEE 802.11e versions. For example, the IEEE 802.11a uses the OFDM modulation
technique, which is beneficial for VANET applications. Also, the quality of service
that IEEE 8o2.11e offers for message priority is implemented in IEEE 8o02.11p for
VANET applications [19].

The IEEE 802.11p standard spans two layers, the physical layer and the MAC
layer of the DSRC protocol. The 1609 protocol series are used as follows; The 1609.4
is used for channel switching. For example, the communications in DSRC may occur
in the control channel or a service channel depending on the type of the application.
The second standard of 1609 series is 1609.3. It is used for services while the 1609.2
standard is used for security purposes. In the application layer of the DSRC stack,
the SEA J2735 standard is used for Basic safety message structure [7] as shown in
Figure 2.5 More about IEEE 208.11p performance can be found in [25].

In this research, the most important channel that we are going to focus on is the
safety channel CH172, which has a band of 10MHz, and is assigned to safety appli-
cations for vehicle to vehicle communication. In line with the standard, the CH172

will also be used in the proposed Diverse Traffic Participants safety application.
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IEEE 802.11p
PHY layer

FIGURE 2.4: DSRC Architecture, [7]

2.1.2 Basic Safety Message

The most important message related to safety applications is the Basic Safety Mes-
sage (BSM) shown in Figure 2.6. It is a beacon message broadcast by each vehicle
every 10oms [2]. According to standard SAE J2735, the BSM has a mandatory part 1,
and an optional part 2. The mandatory part consist of fourteen fields as described in
[22]: MessagelD is a one byte fields used to indicate the message type, so the receiver
knows how to interpret the remaining bytes. MsgCount is a one byte fields, which
is a sequence number of successive BSMs sent by a specific vehicle. TemporaryID is
a four byte field, which is a temporary id of a sender. DSecond is a two byte field
that encodes the current time.Latitude and Longitude are four byte each, and hold
the geographic latitude and longitude. Elevation is a two byte field used to indicate
the geographic position above or below sea level. PositionalAccuracy is a four byte
field used to indicate the position error along different axis. TransmissionAndSpeed
is a two byte field indicating the transmission’s gear and the speed in meters per
second. Heading is a two byte field showing the current heading of the vehicle’s
motion. SteeringwheelAngle is a one byte field indicating the angle of the steering

wheel. AccelerationSet4Way is a four byte field providing longitudinal, lateral, and
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F1Gure 2.5: DSRC Layered Architecture, [16]

vertical acceleration, in addition to the yaw rate. BrakeSystemStatus is a two byte
tield used to indicate information about the current brake system status, such as
brake usage, or anti-lock brake status. Lastly, VehicleSize is a three byte field used to
provide the vehicle length and width.

The optional BSM part 2 is used to provide additional information for specific
applications. The most significant BSM fields used in this research are the GPS
position fields, the speed and steering wheel angle. Other fields can be used to filter
out vehicles not relevant to the safety application, e.g., using Heading to filter out

vehicles in opposite direction on a divided multi-lane highway.

2.1.3 DSRC Safety Applications

In general there are many applications in VANET, which consist of safety applica-
tions and non-safety applications discussed in [19]. This research focuses on safety
applications in VANET since they are more critical than none-safety applications. In
a report by the USDoT and the Crash Avoidance Metrics Partnership on behave of
the Vehicle Safety Communications 2 Consortium [16] several crash scenarios and
safety applications were identified. The goal of the safety applications is collision
prevention and hazard avoidance. The safety applications use information from the
periodically exchanged BSMs, such as GPS coordinates or vehicle status information,

to issue alerts to drivers in case of hazards. Safety applications will be described
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BasicSafetyMessageVerbose ::= SEQUENCE ({
-- Part I, sent at all times

msgID DSRCmsgID, -— App ID valus, 1 byte
msgcnt MsgCount, -- 1 byte

id TemporarylD, -— 4 bytes

secMark DSecond, -- 2 bytes

-- pos PositionLocal3D,

lat Latitude, -— 4 bytes

long Longitude, -— 4 bytes

elev Elevation, -- 2 bytes

accuracy PositionalAccuracy, -— 4 bytes

-= motion Motion,

speed TransmissionAndSpeed, -- 2 bytes
heading Heading, -- 2 bytes
angle SteeringWheelAngle, -- 1 bytes
accelsSet AccelerationSetdwWway, -- 7 bytes

-- control Contrel,

brakes BrakeSystemStatus, -- 2 bytes
-- basic VehicleBasic,

size VehicleSize, -- 3 bytes
-- Part II, sent as required

-- Part II,

safetyExt VehicleSafetyExtension OPTIONAL,
status VehicleStatus QPTICNAL,

... == # LOCAL_CONTENT
}
FIGURE 2.6: Basic Safety Message, [22]

from the viewpoint of a Host Vehicle (HV), which receives beacon messages from
Remote Vehicles (RV). When specific event information received in the BSM from an
RV suggests a critical situation, the driver of the HV is issued an alert. The report,
[16], identified seven safety applications.

Emergency Electronic Brake Lights (EEBL) shown in Figure 2.7 refers to the
situation where a vehicle is subjected to a potential rear-end collision. When a
vehicle brakes hard, the so-called hard-braking event is broadcasted in its BSMs.
When an HV receives such event from the RV’s BSM, it can issue an alert to the
driver. This is particularly helpful when the driver’s line of sight to the initiating RV

is obstructed.
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FIGURE 2.7: Emergency Electronic Brake Lights (EEBL)

Forward Collision Warning (FCW) shown in Figure 2.8 is similar, in that it warns
the driver of the HV of a potential rear-end-collision with a vehicle in the same lane

and direction of travel.

- FCW
I //< << Brake

=) he BSM ;\ RV

F1GUuRrE 2.8: Forward Collision Warning (FCW)

Blind Spot Warning+Lane Change Warning (BSW+LCW) shown in Figure 2.9
addresses situations related to lane changes, when vehicles are hidden in the blind

spot.

BSW
sew  THED) /
BSM)) )7/ )

F1GURE 2.9: Blind Spot Warning+Lane Change Warning (BSW+LCW)

Do Not Pass Warning (DNPW) shown in Figure 2.10 warns the driver of the HV
during a passing maneuver attempt that it is unsafe, due to an oncoming vehicle in
the passing zone.

Intersection Movement Assist (IMA) shown in Figure 2.11 warns the driver of the
HV that it is not safe to enter an intersection due to a potential crash with an RV in
an intersection.

Lastly, Control Loss Warning (CLW) allows to warn a driver in response to a

control loss event broadcast from an RV that has lost control.
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FIGURE 2.11: Intersection Movement Assist (IMA)

In the aforementioned safety applications bicycles play only a peripheral, limited
role. For example, bicycles often drive at lower speeds, they may occupy limited
space in the right lane, are often overlooked by the drivers of vehicles, and the riders
are much more vulnerable and susceptible to injuries in an collision, e.g., a right
hook collision.

Approaching Emergency Vehicle Application is also an essential application in
VANET to give a high traffic priority for the emergency vehicle to pass safely through

alerting other vehicles of its approach [20]

2.1.4 EDCA Channel Access Rules

The media access control (MAC) in VANET uses IEEE 802.11p, an amendment of
IEEE 802.11. It plays a big role to form the communicating between the On-Board
Unit (OBU) and Road Side Unit (RSU) in VANET. The channel access in VANET,
shown in Figure 2.12, is formed by the help of the MAC protocol coordinated
channel access. The IEEE 802.11p uses the same mechanism implementation that

IEEE 802.11 uses, which is the Distributed Coordination Function (DCF) to facilitate
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the contention of multiple access request for a channel through the help of Carrier
Sense Multiple Access with Collision Avoidance(CSMA /CA). Figure 2.12 illustrates
the access mechanism. Assume a node in a network, e.g., a bicycle equipped with a
Locomate Me, wants to transmit a packet to a truck’s OBU. First it will check if the
channel is idle for a time known as Distributed Inter-Frame Space (DIFS) before any
transmission and if channel is busy the access is deferred and if the channel is idle a

back-off time is selected before any transmission to avoid a packet collision [23].

Immediate access when medium

is free >= DIFS <27 I Contention Window
) DIFS PIFS "
i ] SIFs (Ta T ko L
| BusyMedium ««— |/ | Backoff-Window /|| Next Frame
Slat time
Defer Access Select Backoff time and decrement
M as long as medium is idle

FIGURE 2.12: Basic Access Method, [23]

2.1.5 Arada Systems Locomate OBU and Locomate ME

Arada Systems offers OBUs and RSUs, which are available in our laboratory as
shown in Figure 2.13. These unites can be used on vehicles and road infrastructures
to enable communication between the nodes to form what is known as Vehicular
Ad Hoc Network (VANET). The block digram of the OBU from the Arada’s user
guide manual [49] is shown in Figure 2.14. As indicated in the Arada’s user guide
manual, the LocoMate uses a MIPS processor running at 68o0MHz. It should be
noted that in this research we focus on the Arada Locomate classic OBU and the
Arada portable Locomate ME as shown in Figures 2.15 to conduct experiments for

all of the presented data. The data was extracted from the Basic Safety Messages.

2.1.6 Possible Attacks in VANET

VANET is prone to different possible network attacks since the communication

between vehicles is wireless.
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FIGURE 2.13: Arada Locomate OBU and RSU

One possible attack in VANET is called Sybil Attack. Here a malicious node
sends BSMs referring to different non-existing nodes at different physical locations.
Each of these spoofed nodes may be difficult to detect, as they may even use stolen
or mobile OBUs located in the attackers vehicle. Sybil Attack can affect traffic in
different ways. For example, letting other vehicles think the road is congested to
cause them to change routes. A more dangerous scenarios would project a Sybil
vehicle in the middle of dense traffic, reporting fake events, like the hard braking
event, potentially causing rear-end collisions [11, 12].

GPS spoofing is another known attack in VANET. A special device transmits
false GPS information by overpowering the original GPS signal. As a result, the
victim’s OBU can be injected with falsified information, which in turn may cause
safety applications to fail [18, 12].

In this research we consider one of the Denial of Service (DoS) attacks known
as jamming attack. Jamming can disturb any wireless communication and since
VANET uses IEEE 802.11p, VANET is subjected to such an attack. Moreover, jam-
ming has an affect on the receiver’s signal-to-noise ratio (SNR) as stated: "disrup-

tion of existing wireless communications by decreasing the signal-to-noise ratio at
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FIGURE 2.14: Block-diagram-of-Arada-LocoMate-OBU, [49]

F1GURE 2.15: Arada Locomate OBU and Locomate ME, [10]

receiver sides through the transmission of interfering wireless signals" [13]. As
a result, a receiver might not receive a BSM or might receive an outdated BSM.
The consequence may be late decisions, not allowing a driver to react to avoid a
collision [15, 14]. The technique in channel jamming uses a high power rate to
paralyze or interfere with communication among VANET participants and might
cause the OBUs at the end to drop packets [17, 14]. There are different jamming
models, ranging from simple jamming to intelligent jamming [14, 35]. These jam-
ming models includes different sub-categories of jammers such as a constant jammer,
deceptive jammer, random jammer and reactive jammer. In this research we consider

a constant Jammer, which does not follow the rule of the MAC protocol by emitting
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constant random bits to prevent other nodes from accessing the medium, thereby

preventing other VANET nodes from transmitting packets.
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CHAPTER 3

BicYcLE SAFETY APPLICATIONS IN VANET

A very common source of bicycle collisions is the aforementioned Right Hook [3].
In this scenario a vehicle turns right into an adjacent bicyclist. Consider Figure 3.1,
which shows the scenario leading to the right hook situation depicted in Figure 3.2.
The bicycle is traveling in the right lane, e.g., a bicycle lane. Assume that the truck in
the left lane has the intention of turning right. Several areas are of interest. The right
hook conflict zone, RHC Zone, is the area where potential right hook collisions may
occur. To avoid such collision, a driver needs to be alerted to the potential collision
before it is too late to react. Let Tyeuc+ denote a reaction time. The reaction time of a
bicyclist is approximately 1 second [28], however the combined perception and brake
reaction time is 2.5 seconds [29]. The reaction time of a truck driver, described as
the driver’s time initial steering, which is the duration of time until the driver starts
steering to avoid an collision, is about 1.7 seconds. This was based on field tests and
simulation results in [30]. The bicycle safety application (BSA) needs to alert drivers
about a potential collision, based on BSM information acquired in the decision area,

before it is too late to react. Thus, the alert has to be given before ;4.

Decision Area T react RHC Zone

T
N |
(ms( . *

-

ms

i

1 react

FI1GURE 3.1: Scenario leading up to potential Right Hook Conflict

In the RHC Zone timing is critical, as distances between the bicycle and the truck
may be short. In fact, the bicycle and truck may be next to each other, as shown in

Figure 3.2. This will leave little time for both drivers to react.
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Decision Area Treact  RHC Zone

t react

FiGUuRre 3.2: Right Hook Conflict

In the discussion of the safety applications in Subsection 2.1.3, it was clear which
vehicle was the HV and which was the RV. For example, in the EEBL safety applica-
tion it was the vehicle following the hard-braking vehicle that needed to be alerted,
in order to avoid a potential rear-end collision with the hard-braking vehicle. In
the context of the BSA, both the cyclist and the truck driver have the potential to
react in order to avoid collision. We will describe the BSA from the viewpoint of
the truck for right-hand driving roads. For left-hand driving roads the logic has
to be reversed due to the mirrored geometry. Since vehicle behavior in the RHC
zone, and especially time is very critical, tracking a right turn of the truck based
on GPS information alone may be too slow. It takes multiple BSM’s to be able to
detect the turn based on the differences between consecutive BSMs to detect a right
turn trajectory. Furthermore, the accuracy of GPS coordinates depends heavily on
the number of satellites locked with the OBU. Rather than considering differences in
GPS coordinates, it may be better to use the steering wheel angle to detect the turn.
This information can be provided from the vehicle via its CAN bus, to be used in

the BSM’s Steeringwheel Angle field.

3.1 SAFETY APPLICATIONS RELIABILITY

In the general field of dependability, reliability R(t) is the probability that the system
functions up to specifications during the entire time interval [0, {] [26]. In the context

of safety applications, this means that at least one BSM indicating an event generated
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from the RV is received by the HV, to be able to generate an alert before it is too late

to react.

BSM-x | reaction time | event
/ / /// \// / /

ol 6T ([ b
T T tim;

t_react t_event

F1GURE 3.3: BSM Propagation and Timing

Consider Figure 3.3, where the RV broadcasts BSMs every 10oms indicating an
event starting at t.y¢n¢. The HV needs to receive at least one BSM to warn the driver
timely, before t,¢4ct. The safety application fails only if no BSM is received by the HV
in time. This is the case when all x BSMs, i.e., BSMj, ..., BSM,, were lost. Receiving
a BSM at or after t,.4¢+ will not help, as the driver will not have enough time to react
to the event.

Let Q(t) = 1 — R(t) be the safety application unreliability. Under the assumption
that BSM packet delivery is independent of that of another BSM, the probability that

all x messages are lost is

Q(t) = H Qi(t:) (3.1)

where Q;(t;) is the probability that BSM; was not received by the HV, and ¢; is the
time it should have been received. In [27] Q; was computed based on packet error

rates and packet delivery ratio.

3.2 BSA DETECTION MECHANISM

The positions of participating nodes in VANET are determined by GPS coordinates,
broadcast in the BSMs. The distance between two vehicles is therefore determined
by the relative distance of two sets of coordinates. Let Lat(B), Long(B), Lat(T),
and Long(T) be the geographical coordinates for the bicycle and truck respectively.
The differences in longitudes and latitude between the two are denoted by Ap,q(7p)

and Aj (7). Multiple methods for determining distances between coordinates have
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been used, e.g., Law of Cosine, the Polar Coordinate Flat-Earth formula, and the
haversine formula. Since the bicycle (RV) and the truck (HV) may be very close, a
method capable of calculating accurately even for small distances is desirable. An
accuracy comparison of the aforementioned methods is shown in Figure 3.4. For a
given angular differences from the GPS data, the corresponding distances in meters
are calculated. As can be seen, haversine has the most accurate results, especially for
short distances. The computational error in very small angular differences was also
described in [31], where the authors suggested to use haversine for such situations.
The differences are in the order of decimeters in the worst case. It is this accuracy

that was experienced in the experiments described in Section 4.1 Figure 4.6 below.

o
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Calculated distance (m)
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0 20 40 60 80 100

lawOfCosine haversine polar

F1GURE 3.4: Calculated results for different methods The x-axis is the distance in
multiples of degree 0.000001, which corresponds to 1.11cm.

Since the calculations are using polar coordinates and the coordinate points from
the OBUs are in geographical degree form, one needs to convert the coordinates

from degree to radian.

The Haversine Formula in Equation 5.2 [32] is used to calculate the distance drp

between the truck and the bicycle as

A AL, 1/2
dTB = 27 eqrh Sin_l{Sinz (LOL(TB)> + cos(Lat(B)) cos(Lat(T)) sin’ <—L ;(TB)> }

2

(3-2)
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where 7,44, is the earth’s radius in meters. To find the bicycle’s stopping distance S
[in meters] under consideration of the combined perception and brake reaction time,

the Minimum Stopping Sight Distance Equation from [33] is used:

V2 1%4
5= (254(fiG) + ﬂ) (3:3)

where V is the velocity [in km/h], f is the coefficient of friction (which is 0.32 for

dry condition [33]), and 1.4 is the distance of the bicyclist’s eye above the pavement.
G is the grade.

Later in Section 4.0.1 and 5.2, the distance drp from Equation 3.2 is compared
with stopping distance S from Equation 3.3. Only if S < drp is not met will the
truck driver be alerted. Note: in our implementation we increased the S value by

10% to be on the conservative side.
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CHAPTER 4

ON THE RELIABILITY OF VANET SAFETY APPLICATIONS FOR

BicycLEs

This chapter focuses on the reliability of bicycle Safety application for the so-called
right-hook-conflict, a common collision scenario where a right-turning vehicle causes
a crash with an adjacent bicycle. The proposed detection mechanism improves the
resilience of the safety application in non-malicious environments. The proposed ap-
proach uses the haversine method, which showed an accuracy of sub-meter distance.

This was proven by real world field test.

4.0.1  Bicycle Safety Application Algorithm for Truck

The algorithm of the BSA, as implemented in the truck’s OBU, is shown in Figure 4.1.
When a BSM is received from a bicycle that has not been seen before, it is registered.
Then a time stamp is recorded. To reduce the number of false alerts to the truck
driver a mechanism is needed to enable alerts within the BSA only when it is relevant.
In our implementation we assume the truck’s blinker has to be engaged. At this time
the truck starts including a right-blinker-flag indicating the intention to turn in its
BSM, e.g., in its optional BSM Part 2. This can be used by the bicycle to start its BSA.
Next, the bicycle’s coordinates and speed are extracted from the BSM to calculate
the distance between the bicycle and the truck, as well as the bicycle’s Minimum
Stopping Sight Distance S. If S < drp it is safe to the truck to turn. However, if
S > drp the truck driver needs to be alerted of a possible collision with the bicycle.

A less effective alternative to using the blinker as a means to indicate that the
truck turns could be the steering wheel angle. This should be available in the truck
and it is a BSM field. However, timing is much more critical in this option, as it
implies that the turn is already in progress. Whether it is useful to include both,
blinker and the steering wheel angle, is not the scope of this paper.

The algorithm in Figure 4.1 registers bicycles, but there is no explicit mechanism

to unregister them. To avoid keeping track of bicycles that are out of range, we
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FIGURE 4.1: BSA Algorithm executed in truck’s OBU

execute a periodic cleanup thread. Specifically, the recorded time stamp Tj,y of
each registered bicycle is compared to the current time. If the values differ by
more than some threshold T}y, the bicycle is considered no more relevant, and it is
unregistered. In our application T;,;,x was set to 10 seconds, which for consecutive

BSM omissions would account for 100 missed BSMs.
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4.0.2  Bicycle Safety Application Algorithm for Bicycle

The BSA algorithm executing on the OBU of the bicycle is simpler. It is engaged
when a BSM with a right-blinker-flag set is received. Now, just as in the truck’s BSA,

drp and S are computed and an alert is issued if S > drp.

4.1 FIELD EXPERIMENTS AND RESULTS
4.1.1 A note on experiments and assumptions about data presented

The results presented here were not based on simulations, but on real field tests
using off-the-shelf equipment. When using a simulator it is straight forward to
simulate a large number of scenarios. When conducting real field tests, the efforts
associated with every single test for a scenario are rather high. A typical test requires
personnel and equipment. In some cases this included a vehicle with a driver and
an extra person to operate the vehicle’s OBU, in addition to a bicycle driver or
anther equipped vehicle, and a person to control a jammer acting as an attacker.
The setup time for a single iteration of an experiment could take hours. Moreover,
experiments were often affected by delays due to weather conditions, often requiring
postponement by days and weeks. Asking volunteers to help repeatedly during
all this time was a real test of friendship. This is very different from setting the
number of experiments using a variable in a simulator. As a result, the number
of scenarios conducted in each experiment was in the order of tens rather than
hundreds. Whereas often metrics like average, medium, or standard deviation are
of interest, we were looking for worst-case or best-case scenarios. In many cases
however the results were simply "typical”, meaning cases differed, but no consistent
pattern could be extracted. When this occurred the data from representative cases
were used. In other cases we could conclude outcomes with only few test scenarios
based on similar observations during years of extensive field testing. Thus, given
the amount of effort, only a small number of field tests was conducted. For example,
certain results were coherent with the outcomes from similar experiments conducted

for other research projects.
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4.1.2  Experiment setup and results

The BSA was implemented using an ARADA LocoMate Classic OBU for the vehicle
and an ARADA LocoMate ME, which is a battery powered small OBU, mounted
on the bicycle. Experiments were conducted in open space and in close proximity,
and in-between buildings of the university campus. Both OBUs used the standard
transmission rate of 10 BSMs per second and a transmission power of 23 dBm, using

Safety Channel CH172. A summary of the field test parameters is given in Table 4.1.

TABLE 4.1: Field Experiment configuration Parameters

Truck OBU Model Arada Systems LocoMate Classic
Bicycle OBU Model Arada Systems LocoMate Mobile ME
Test range Open space road, and building block
Speed open space Varying between 1-7 m/s
Speed between building block Approximately 3 m/s fixed
None Fixed and Fixed distance between OBUs | 4 meters
BSM generation 10 BSM/s
Channel Safety Channel 172
Transmitter power 23 dBm
Data rate 3Mbps
drg [M] — Distance MinStopDistan ce Bike Speed Truck Speed Vg [m/s]
S[m] 15 Vi[m/s]
E” m‘\\ e T
g 20 < /' ]
g \\//

0 0
1 20 40 60 80 100 120 140 160

F1GURE 4.2: Experiment distance between vehicle and bicycle. The x-axis indicates
BSMs.

Figure 4.2 shows the result of an experiment conducted in an open space where
a bicycle driving a head of a vehicle. The mounted OBUs on the vehicle and the
bicycle can be seen in Figure 4.3. The experiment shown in Figure 4.2 span over a
time period of about 17 seconds. At first, the distance between the vehicle and the

bicycle was about 28 meters and as the vehicle’s speed increased (yellow plot) from o
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to 6 m/s seen on BSM 35, the distance between the two vehicles decreases. At BSMg;7,
the distance was approximately 17 meters where the minimum stopping distance S
(orange plot) also increased as the bicycle’s speed increased where S > drg. Thereby,
an alert was issued for the vehicle driver. At BSMyq9, the distance increased over the
minimum stopping distance S where the alert went off which indicate a safe even for
the vehicle to make a right turn. Next, we wanted to examine the accuracy for the
calculated distance given by the two OBUs. Therefor, to find out, the GPS reliability
must be examined. Hence, the two unites were installed at a fixed distance as shown

in Figure 4.7.

FIGURE 4.3: OBUs are mounted on the bicycle and vehicle

The GPS antennas of the vehicle and bicycle were spaced at a distance of 4 meters,
i.e., the vehicle and the bicycle were driving next to each other at an exact distance
of 4qm. Figure 4.4 shows the results of a typical experiment conducted in open

space. The plots shown in the figure span over a time period of about 9 seconds,
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during which over ninety BSMs were received by each OBU. The blue plot shows

the calculated distance between both antennas, drp, using Equation 5.2.

drg [M]

S[m] ——Distance —MinStopDistance BikeSpeed Vg [m/s]
25
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FIGURE 4.4: Experiment with 4m fixed distance between vehicle and bicycle
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FI1GURE 4.5: Error due to GPS inaccuracies

As can be seen, the calculated distances are slightly larger than the actual distance
of 4m, as GPS inaccuracies of up to 2m were observed.

The exact distance errors produced due to GPS inaccuracy can be seen in Fig-
ure 4.5 for each BSM in Figure 4.4. This error was calculated as drg minus the actual
distance, which was precisely know during the experiment.

As the vehicle and bicycle increased their speeds (grey plot) from o to 6 m/s, the
minimum stopping distance S (orange plot) also increased. The driver alert is issued
when S > drp, which occurred starting with the BSM37 in the figure.

Whereas the GPS inaccuracies of the field test described above was rather stable
around 2m. It should be noted that this GPS inaccuracies for such given scenario

is for the worst representative case for open space experiment. Other field tests
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F1GURE 4.6: Error due to GPS inaccuracies, stationary test

0

showed much better accuracy. Figure 4.6 is such an example, where mostly sub-
meter accuracy was observed when the vehicle and bicycle were stationary.

To test the BSA in extreme situations a test was conducted on the University of
Idaho campus location shown in Figure 4.9. As in the previous experiments the

distance between the OBU antennas was fixed at 4m as shown in Figure 4.7

F1GURE 4.7: OBUs are fixed by 4 meters

The accuracy of drp from the starting point all around the circular path indicated
is given in Figure 4.8. For the first 4s of the southbound test area, i.e., BSM; through
BSMyg the accuracy was in the sub-meter range. However, once the GPS antennas

entered the constricted area between buildings, before and after turning west into
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FIGURE 4.8: Error due to GPS inaccuracies, block drive

the narrow area between buildings, the accuracy was greatly reduced. Even after
turning north, on S Line St., errors within 5m were achieved only starting with
BSM5;5. We attributed this behavior, experienced in many test runs, to the time
required by the OBUs to acquire reliable GPS data once space opened up, e.g., going
east-bound on W 6th St., back to the starting point.

In most field tests positive errors were observed, i.e, the calculated distance minus
the actual measured distance resulted in a positive number. Only in rare cases was
the error negative, which, given our short antenna distance of 4m, comes to no
surprise. The most significant impact of the error is that it affects drg, and thus the
alert criteria, i.e., when S > drp. The errors have no impact on S, which is based on
parameters such as bicycle speed and reaction time. This means that in areas with

low GPS accuracy, e.g., the narrow corridor in Figure 4.9, the probability of false

FIGURE 4.9: Ul campus test area
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negatives is higher. Here the term false negative implies that an alert is not issued,
when in fact it should have been. High false negatives should be seen in the context
of the physical space where they occur. One may argue that a bicyclist riding in a
narrow constricted area is assumed to be more aware of potential right hook conflicts.
Thus, a false negative, i.e., a missing alert when in fact the alert criteria would be
met given the physical distances, could be of less consequence given the drivers are
paying more attentions.

False positives, i.e., the safety application issued an alert when in fact the situa-
tion does not require it, may be less of an issue. This is because only in rare cases
did we have errors that were negative, i.e., when drp — 4m < 0. In the vast majority
of cases drp —4m > 0. Thus, an error of more than 4m was much more likely than
an error of less than 4m.

The experiment shown in Figure 4.9 was for the worst case scenario observed.
Another representative experiment shows the best case for the same scenario with
the same configuration parameters shown in Figure 4.10. Here the highest GPS
error in narrow area between the buildings is about 10 meters unlike the previous
experiment shown in Figure 4.8 where the highest GPS error was approximately 24

meters.

assiamial

1 100 200 300 400 500 600 700 800 900
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FIGURE 4.10: Error due to GPS inaccuracies, block drive, best case

4.2 CONCLUSIONS

A bicycle safety application was introduced that uses Basic Safety Messages of
vehicle-to-vehicle communication in connected vehicles. The BSMs provided infor-
mation like speed and geographic locations, which was then used to alert drivers of

possible right hook crash scenarios. The safety application has different algorithms
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for vehicles and bicycles, however, both issue alerts when the minimum stopping
sight distance of the bicycle is greater than or equal to the distance between them.
However, since this distance is calculated from the GPS coordinates broadcast in the
BSMs, it is affected by GPS inaccuracies. Field tests showed that in the absence of
large buildings effective right hook alerts could be issued. Only when the safety
application operated in very narrow confined areas was the GPS inaccuracy large

enough to greatly reduce its effectiveness.
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CHAPTER 5

RELIABILITY OF VANET BICYCLE SAFETY APPLICATIONS IN

MALICIOUS ENVIRONMENTS

The loss of a BSM can be due to benign reasons like environmental signal degrada-
tion, or the so-called shadowing effect. However, we additionally assume malicious
act as the source of message omissions. One way to attack wireless communication
is by using jamming. Different types of jammers, ranging from constant jammers to
intelligent jammers, were address in [35], and a hybrid jammer, immune to Packet-
Delivery-Ratio (PDR) detection mechanisms, was shown in [36]. This research does
not restrict itself to any specific jammer type, but simply assumes that message loss

due to jamming will occur.

5.1 BICYCLE SAFETY APPLICATION

The aforementioned Right Hook [3] is shown in Figure 5.1. In this scenario the

Decision Area T react RHC Zone
] (e -
—— :00 : r / E
-y - (‘%ﬁ?(“aﬂ x
1 react I
Positions before RHC RHC

FiGure 5.1: Typical Right Hook Conflict

bicycle is traveling in the right lane, e.g., a bicycle lane. Assume the truck in the left
lane has the intention of turning right. The right hook conflict zone, RHC Zone, is
the area where potential right hook collisions may occur. To avoid such collision, a
driver needs to receive an alert to the potential collision before time t,¢ct. Given the
reaction time Tj,4c¢, any alert after t,.,+ comes too late. As summarized in [37], the
reaction time of a bicyclist is approximately 1 second [28], the combined perception

and brake reaction time is 2.5 seconds [29], and the reaction time of a truck driver,
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the driver’s time to initial steering, is about 1.7 seconds [30]. In the RHC Zone
timing is critical due to the fact that distances between the bicycle and the truck may

be extremely short, as both may even be right next to each other.

5.1.1 Bicycle Safety Appliaction Prediction Algorithm

The bicycle safety application uses a prediction algorithm that is capable of mitigat-
ing against jamming attacks. The description to follow will be from the viewpoint
of the truck.

When BSMs from a bicycle, known to the truck from previous BSMs, are not
received in a timely manner, the position of the bicycle needs to be estimated. This
projection will be based on Dead Reckoning [38], which calculates the estimated
position of the bicycle based on the last known position. This requires information
like the speed and the last recorded coordinates, available from the last received
BSM, and computed last recorded bearing. The time elapsed since the last received
BSM and the bearing are computed locally.

Let Lat(B), Long(B) and Lat(T), Long(T) denote the geographical coordinates for
the bicycle and truck respectively, and Ap 078y Arar(TB) OF Arong(T) Arar(pT) their
respective differences in longitude and latitude. When it is necessary to indicate
whether coordinates are in degree or radian, a d or r will be added in parenthesis,
e.g., Lat(B[d]) indicates the latitude of a bicycle in degree, and Lat(T[r]) latitude of
a truck in radian.

Since the calculations are using polar equations and the coordinate points from
the OBUs are in geographical degree form, one needs to convert from degree to
radian to get the polar coordinates. The Bearing (Azimuth) [39] starts from north
clockwise 0° — 360°. It is denoted by Brp(y and is determined using the truck and

bike coordinates as shown in Equation 5.1, which was derived from [44]

sin(Arong(rp)) cos(Lat(B)) } (5.1)

,BTB[d} = tan_l{COS(Lat(T)) sin(Lat(B)> -

with 7y = sin(Lat(T)) cos(Lat(B)) cos(Aong(TB))-
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Next, the Haversine Formula of [32] is used to calculate the distance, drg, be-

tween the truck and the bike:

drp =

ALong(TB) Aparrey \ V2
21’emhsin_1{sin2 Tg + cos(Lat(B)) cos(Lat(T)) sin’ 5 }

(5.2)

where 7,4, is the earth’s radius in meters. Let Cr(t) be the clock value of the truck
at real time ¢ [in ms]. Furthermore, let Cr(t,..(p)) be the recorded time of the truck’s
clock when the last BSM of the bike was received. Based on the bicycle’s velocity
vp from its last BSM, the truck can estimate the bike’s distance, d%, traveled in any
direction since the last BSM was recorded. If the speed of the truck vr is less than or
equal to the average approaching right-turn speed, i.e., there is no deceleration, dj

is calculated using

d = vB [Cr(t) — Cr(tye(p))] (5.3)

One needs to find the time the truck will take to reach a speed less than or
equal to that of an average truck about to make a right turn. Based on [41] vgr was
determined as 10 m/s. We use the maximum truck deceleration, denoted by a, 1
which is 0.8m/5s? [42]. The difference in speed between the truck and the average
truck’s speed on approaching to right-turn, Ao, is Avr = v — URT.

How much will the bicycle have moved by the time the truck will have reached
its right-turn-approaching speed? The truck’s estimated time to reach this turning
speed is TroReachTurnspeed = AUT/ a7 !, The time the bicycles is moving unobserved by
the truck (due to jamming) is the time that has passed since the truck received the

bicycle’s last BSM, CT(trec( B)), plus TrRreachTurnspeed- Thus the bicycle will move for a

duration of

TBikeMoving = [CT(t) - CT(trec(B))] + 1 (5-4)
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and its projected distance covered is

dIB = UB TBikeMovz’ng (5.5)

To find the bike’s angular distance ratio, g, under consideration of the earth curva-
ture, d; is divided by the earth radius [in km], ap = 6?%. The equations from [44]

are used to find the new estimated latitude and longitude of the bicycle:

EstLat(B[r]) = sin_l{ sin(Lat(T)) cos(ap) + cos(Lat(T)) sin(ap) cos(Brp) } (5.6)

B _ sin(Brp) sine(ap) cos(Lat(T))
EstLong(Br]) = Long(T) + tan 1{(:05(0615’)TE sin(LatB(T)) sin(Lat(B)) } 57)

The latitude and longitude of the truck are calculated analogously, except its
time base is TroreacnTurnspeed Tather than Tpiemoving: The Minimum Stopping Sight

Distance from [33] is used to find the bike’s stopping distance as

V2 v
S= ma(fic) 14 (5:8)
where V is its velocity [in km/h], f is the coefficient of friction (which is 0.32 for
dry condition), 1.4 is the distance of the bicyclist’s eye above the pavement, and G is
the grade. Note: since a flat road is assumed, G can be neglected. Now, drp from

Equation 5.2 is compared with S from Equation 5.8. A driver alert should be issued

if $ > dr.

5.1.2 Basic BSA Algorithm for Malicious Environments

The bicycle safety application that implements dead reckoning is shown in Figure 5.2.
It overcomes the limitations in the algorithm described in [37], which was only
suitable for a benign environment. Now we consider DoS attacks, such as jamming.

The shaded area to the right shows the algorithm’s behavior if a BSM is received. It is
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FIGURE 5.2: BSA Flowchart from the viewpoint of one bicycle
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similar to the benign-case algorithm in [37]. If a BSM from a new bicycle is receive,
this bike is registered. Next the OBU’s time of BSM reception, t;,s, is recorded.
This time serves as a reference for bicycle BSM omissions, e.g., due to jamming or
shadowing. It is used for dead reckoning when messages are not received. If the
trucks blinker is set, indicating the intention to turn right, a blinker flag is included in
its BSMs, which is used by the bicycle safety application. Next the distance between
the two vehicles, drp, and the minimum stopping distance S are calculated. If S is
less than drpg, then it is safe to turn. Otherwise an alert needs to be issued.

The case when no BSM was received is shown in the left area of Figure 5.2.
An omission is detected if no BSM is received within the BSM inter-arrival time of
approximately 1ooms. Omission counter b,,s;.; keeps track of the number of con-
secutively missed BSMs. A predetermined by, specifies the threshold of omissions
before the bicycle should be unregistered. This avoids tracking bicycles that are no
longer relevant, e.g., they are out of range or the units have been shut down. When
a BSM is received from a bicycle, the counter b4 is reset.

In [43] it was argued that BSM’s older than 50oms, 5 BSM intervals, should be
considered outdated. We assume that if the number of missed BSM’s has not reached
this threshold o, i.e., if bjs50y < 0 = 5, then the omissions do not pose immediate
threats. Otherwise, we assume a DoS is ongoing. Given the knowledge of the
bicycle’s last position and velocity, as well as the time that has expired since then,
the bicycle’s coordinates can be estimated as shown in Subsection 5.1.1. This initiates
the transition to the part of the algorithm that determines if the bicycle’s position
could pose a danger in the RHC-zone, i.e., if S > drp, in which case an alert should

be issued.

5.1.3 Experimental Results

The algorithm of Figure 5.2 was implemented using an ARADA LocoMate Classic
OBU for the truck, and an ARADA LocoMate ME, a battery powered small OBU
mounted on the bicycle. Experiments were conducted using a data rate of 3Mbps, 23
dBm transmitter power, and 10oms BSM spacing, in open space and close proximity

of OBUs. A summary of the field test parameters is given in Table 5.1.
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TaBLE 5.1: Field Experiment configuration Parameters

Truck OBU Model | Arada Systems LocoMate Classic
Bicycle OBU Model | Arada Systems LocoMate Mobile ME
Test range Open space road

Speed open space | 7m/s

BSM generation 10 BSM/s

Channel Safety Channel 172
Transmitter power | 23 dBm
Data rate 3Mbps
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F1GURE 5.3: GPS error with 4m fixed distance between vehicle and bicycle. Truck
speed is less than turning speed.

Many experiments were conducted with the truck’s speed approaching the right
turn less and more than the turning speed of vrr = 10 m/s from [41]. Due to
space limitations we only present one typical experiment conducted in open space,
as per discussion in Subsection 4.1.1. Figure 5.3 shows GPS errors, which is the
calculated distance between both antennas, drp, using Equation 5.2 minus the actual
known OBU distance. The GPS antennas of the vehicle and bicycle were spaced at
a distance of 4 meters, i.e., the vehicle and the bicycle were driving next to each
other at that exact distance. The x-axis represents BSM time slots, here referred to as
BSM indices. Jamming started at 29, i.e., after 2.9s. The prediction algorithm started
when b,,;sseq reached o. A sub-meter GPS error was observed most of the time. Only
several seconds after jamming started did the error slightly grow, as expected due
to dead reckoning errors.

Figure 5.4 shows the calculated distance between OBUs, and the minimum stop-
ping distance from Equation 5.8, as it relates to the bicycle speed, which in this case
was equal to the truck’s speed. The blue graph shows the distance calculated by

the algorithm up to jamming, and dead reckoning after its detection. The yellow
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F1GURE 5.4: Graphs for speed less than turning speed.

line indicates what would happen without the algorithm, in which case the safety
application would fail when the calculated OBU distance is falsely interpreted to be
greater than the minimum stopping distance. This is the case when the two graphs
cross, as marked by the circle. Thus, without the algorithm a jammer could cause
the safety application to fail, potentially giving an attacker the power to cause an

collision.

5.2 CONCLUSIONS

This research presented a bicycle safety application to address right hook conflicts.
The underlying algorithm can overcome the impact of BSM omissions, as the result
of natural phenomena or malicious act, by applying dead reckoning. Using com-
mercial OBUs, it was demonstrated that jamming attacks could be mitigated by the
proposed algorithm, thereby avoiding potential dangerous scenarios where attackers
could produce collisions. Field experiments in open space showed that sub-meter

GPS accuracy was achieved.
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CHAPTER 6

APPLICATIONS FOR VANETS WITH DIVERSE TRAFFIC

PARTICIPANTS

6.1 CONSIDERING PEOPLE WITH DISABILITIES

So far only motorized vehicles and bicycles have been considered. Now we extend
the traffic participants to include visually impaired persons and wheelchair users.

The research that has been described up to this point considered a mobility model
characterized by relatively fast moving vehicles, e.g., motorized vehicles traveling at
the speed limit or fast moving bicycles. However, the two new traffic participants
require an investigation of Safety Applications for slow moving traffic participants.
For example, wheelchair users or visually impaired people who intend to cross a
street will move at much lower speed. Both have one property in common in that
they may change their heading over very short distances, e.g., a person may turn
on the spot. This is very different from motorized vehicles, which have a much
larger turning radius. We will describe scenarios using visually impaired people
and wheelchair users. The terms heading, trajectory, and bearing will be used
interchangeably to describe the direction of movement.

The motivation behind this research is from the number of incidents reported.
According to a NHTSA of July 2015 [46] there were an average of 28 wheelchair
users who died in traffic every year from 2007-2013. In a later report [47] it was esti-
mated that in 2017 a pedestrian crash causing death occurred every 88 minutes and
according to [48] 75% of the pedestrian crashes happened in the dark. To emphasize
the latter, it should be noted that VANET safety applications are especially suitable
for such scenarios of low visibility or no line of sight.

Figure 6.1 and Figure 6.2 illustrate two interesting scenarios. Figure 6.1 shows
a vehicle and a visually impaired person with trajectories that could result in a
collision. Whereas a vehicle is assumed to have a fairly stable trajectory, the visually

impaired person could change his/her trajectory on the spot. This opens the ques-
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F1GURE 6.1: Detection of visually impaired person crossing the street at foggy night

tion as to how sensitive the OBUs are to changes in trajectory, especially changes

—
B

FIGURE 6.2: Graph for wheelchair and visually impaired person on crossing a
street

over extreme short distances.

A scenario that initially does not suggest potential collisions is shown in Fig-
ure 6.2. Both, the vehicle and the wheelchair user are moving in the same direction,
in this case both are north-bound. Their line of sight is blocked by a large building so
that the driver of the vehicle cannot see the wheelchair. The vehicle is approaching
a turn, which will result in a change of bearing, ultimately resulting in intersecting

trajectories.
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6.1.1  Establish that errors will be small for long distances

In our previous work, we have considered close distance cases, e.g., a bicycle moving
within a close distance to a vehicle [37, 45]. In this research we wanted to examine
the reliability of the safety application for a large distance to see how reliable are the
OBUs to provide parameters for a low mobility application such as a wheelchair. The
experiment configuration parameters are shown in Table 6.1, and the result of this
experiment is shown in Figure 6.3 where the calculated distance of two stationary
OBUs apart from each other by 30 meters. To zoom into the GPS error for the
calculated distance and to find the diviation from the actual distance, which is 30
meters fixed, Figure 6.4 shows a relatively small GPS error, which in the worst case

was about 2.5 meters.

TABLE 6.1: Field Experiment configuration Parameters

Truck OBU Model | Arada Systems LocoMate Classic
Bicycle OBU Model | Arada Systems LocoMate Mobile ME
Test range Residential area (Levick Street)
Speed Stationary
BSM generation 10 BSM/s
Channel Safety Channel 172
Transmitter power | 23 dBm
Data rate 3Mbps
30
. 25
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FIGURE 6.3: Calculated distance when two stationary OBUs were placed 30 meters
apart
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FIGURE 6.4: Graph for GPS error of two stationary OBUs at 30 meter distance

6.1.2 Investigation of accuracy and timeliness of OBU heading information

Next, we wanted to examine the OBUs to see if there is a built-in mechanism to
detect the trajectory change on the spot. Our findings were that Arada OBUs do
not have a mechanism to detect changes in heading on the spot. For example, there
is no gyro like in most contemporary smart phones. Hence, an investigation is
needed to find out how accurately and timely the OBUs can supply useful values
for headings. Several experiments were conducted: First, the OBU was initially
calibrated to indicate the west-bond heading with a sudden change, on the spot,
to east-bound, e.g. a person turns from west to moves east. Our goal for this
experiment was to find how long it takes (at what distance) to detect the correct
new heading, which now is east. The result of two typical experiments will be
shown next. The configuration parameters used for the experiments are shown in

Table 6.2. A sophisticated GPS device, the GeoExplorer 3 from Trimble shown in

TABLE 6.2: Field Experiment configuration Parameters

Truck OBU Model | Arada Systems LocoMate Classic
Bicycle OBU Model | Arada Systems LocoMate Mobile ME

GPS device GeoExplorer 3 Trimble
Test range Kibbie Dome area
Speed 1m/s

BSM generation 10 BSM/s

Channel Safety Channel 172

Transmitter power | 23 dBm
Data rate 3Mbps
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Figure 6.5, was used as a reference to find the actual heading in degree.

FIGURE 6.5: Trimble GPS device GeoExplorer 3

The result of the first experiment is shown in Table 6.3, where each row indicates
the heading information of a BSM. In this experiment, which lasted 1 second, hence
10 BSMs given the 100ms spacing, the OBU could not detect the correct heading over
10 received BSMs for a moving distance of 2 feet. Specifically, 10 BSM messages were
sent, but all of them had the initial heading, the one before the turn. The results of
another experiment is shown in Table 6.4. Here the OBU could detect the change of
the heading as reflected in the gth BSM, but with an error of +6 degrees.

In general, it was observed that it took about one meter for reliable heading
information. These are only our observations from using the MobileMe units in a
sequence of tests, two of which have been shown above, and we claim no responsi-

bility for general accuracy of this result. It would require further test to establish the
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TaBLE 6.3: Observed heading for field experiment over 2 feet

BSM Pedestrian OBU GPS Heading || Actual Heading | Deviation
BSM1 | 275 90 +185
BSM2 | 275 90 +185
BSM3 | 275 90 +185
BSMy | 275 90 +185
BSMs5 | 275 90 +185
BSM6 | 275 90 +185
BSMy | 275 90 +185
BSMS8 | 275 90 +185
BSMg | 275 90 +185
BSM1o | 275 90 +185

TABLE 6.4: Observed heading for field experiment over 3 feet

BSM Pedestrian OBU GPS Heading || Actual Heading | Deviation
BSM1 | 274 90 +184
BSM2 | 274 90 +184
BSM3 | 274 90 +184
BSMy4 | 274 90 +184
BSM5 | 274 90 +184
BSM6 | 274 90 +184
BSM7y | 274 90 +184
BSMS8 | 274 90 +184
BSMg | 96 90 +6
BSM1o | 96 90 +6

accuracy of the distance, as well as how it may differ between OBUs from different

vendors.

6.1.3 Disability Safety App

The safety application for people with disabilities, e.g., visually impaired person or
wheelchair users, aims to reduce traffic accidents through alerting vehicle derives of
potential crashes. These VANET participants have micro-mobility and they can turn
over very short distance. The effectiveness of the proposed algorithm for a safety
application for these traffic participants can be describe using the scenario seen in
Figure 6.1 and Figure 6.2. We will simply relate to a "participant”, P, when we talk

about the visually impaired person/wheelchair user.
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In Figure 6.2 assuming it is dark or foggy so that both VANET participants have
restricted vision. There is therefore a higher risk that this scenario may lead to a
potential collision. The SA will examine the heading of both participants to see if
there will be a heading conflict within a specified radius indicated by the algorithm.
In Figure 6.2 the vehicle is driving north with no line-of-sight, due to the large
building, with a wheelchair user that is also moving north. Here, the vehicle will
turn, eventually heading east, so that the headings of both participants will intersect

potentially leading to a crash.
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F1iGuRre 6.6: FlowChart for safety application for people with disabilities

The algorithm for the SA is shown in Figure 6.6. First, after receiving BSM from a
participant P calculate the distance dyp between the two VANET participants using

question 5.2. It should be noted that only those within the vicinity, of distance D,
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are of interest. Thus D is the distance threshold, which was set at 3om in the field
tests. Next, participants in the vicinity are registered. The reason for registration
is to remember P in case of BSM omissions, e.g., due to OBU malfunction, natural
phenomena like shadowing, or jamming. One needs to investigate if the vehicle and
P are on potential collision course. For this purpose a Trajectory Criticality Metric
(TCM) and a Trajectory Criticality Threshold (TCT) are introduced. The TCM is a
function that can have multiple variables and returns a numeric value indicating
how likely there could be an intersection of the participant’s trajectory in area of

concern, e.g., a pedestrian crossing. Examples of TCM variables are:
1) Heading difference, which is the angle between two headings.
2) Speed and rate of change of the angle.

In our implementation option 1) was used. Specifically, the TCM used is the
relative trajectory intersection angle of the two headings. The TCT was set to 20
degrees. The area of interest, i.e., of potential collision area, is the pedestrian
crossing. This is similar to the RHC-zone in Section 3. If a collision is possible,
the minimum stopping distance of the vehicle is calculated using Equation 6.1. If
this stopping distance is greater than or equal to dyp an alert is issued.

The registration of P in the algorithm is used to predict the location of P in case of
a DoS attack. In our previous work in Section 5, we considered a jamming scenario
for the bicycle safety application for malicious environments. When a number of
BSMs were lost, e.g., due to jamming, the bicycle position had to be estimated. For
slow moving participants this is relatively simple, since the position during a brief
jamming period is expected to be rather stable compared to that of a fast moving
vehicle. For example, during a 1s jamming period a person is expected to move
approximately 1m. This was very different in the case of bicycles, where speeds were
much faster, e.g., 5-10 m/s. Hence, the algorithm in Fig 6.6 uses the last recorded

BSM information to be used in case of BSM omissions.
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6.2 ELECTRIC SCOOTER SAFETY APPLICATION

One of the latest addition to the traffic landscape is the electric scooter (E-scooter),
such as shown in Figure 6.7. E-scooter share programs are expected to grow fast [50].
An E-scooter has a micro-mobility model that does not yet follow regulated infras-
tructure rules, and there is no established global standard yet on how to manage
such mobility model. Moreover, the mobility model of E-scooters is quite different
from other participants. Scooters may drive close to, or between vehicles, in-between
two lanes or between moving traffic and parked vehicles. As stated in [51], "We
believe that a lack of infrastructure dedicated to E-scooters increased the difficulty
in regulating their operation". Therefor, it makes it hard for motorized vehicles to
cope. The result is that "news reports of e-scooter crashes and fatalities have started
to accumulate” [52]. Hence, we introduce a VANET safety application for E-scooter

to increase traffic safety and to mitigate collisions.

F1GURre 6.7: Electric scooters

What is the similarity between the behavior of scooters and the visually impaired
or wheelchair users? One defining behavior is the possible radical change in heading
over short distances at faster speed than for example pedestrians. But scooter drivers

are also known to change between the pedestrian and vehicle infrastructure. They
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may ride on a side walk, a bicycle lane or the road, and they may change rapidly
between them, potentially behaving rather unpredictable and sporadic.

Two typical scenarios involving E-scooters are discussed. Figure 6.8 depicts an
E-scooter traveling north, with no line of sight to a vehicle moving toward east. This

situation could result in a possible collision.

F1GURE 6.8: North-bound scooter traveling at low speed. Potential collision with
eastbound vehicle

Similarly, Figure 6.9 illustrates a command crash scenario where an E-scooter is
traveling west-bound, believing that the vehicle driver is aware of him /her approach-
ing from the right side. However, the driver’s attention is focusing on the left since
the street is one way. This type of scenario can result in a crash since the driver’s
attention is being focused in the direction of vehicle traffic flow, possibly failing to
also focus on the right-hand side when exiting the narrow street.

As referred to above, scooters are likely to travel close to other participants, e.g.,
during lane splitting. To investigate this rather unique mobility model we examined
the uniqueness of E-scooters with GPS accuracy in confined areas. Due to the
closeness of the vehicles in the lanes GPS accuracy could be affected by phenomena
like signal fading, scattering, reflection, or shadowing.

The first experiment conducted attempted to shed light on the impact of the

antenna mounting point on the scooter in a scenario such as shown in Figure 6.10.
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Direction of driver's attention

FIGURE 6.9: West-bound scooter traveling in one-way street. Potential collision
with north-bound vehicle

This setup emulates a scooter driving between vehicles in adjacent lanes, such as

would occur during lane splitting.

FIGURE 6.10: Low-mounted Locomate ME blocked in between two vehicles

Two experiments were conducted, one with a low mounted GPS antenna at 0.39m
height, and another with a higher mounted setup at 1.3m. The complete list of

parameters used in the field tests is shown in Table 6.5.
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TABLE 6.5: Lane Splitting Field Experiment configuration parameters

Truck OBU Model Arada Systems LocoMate Classic
Bicycle OBU Model Arada Systems LocoMate Mobile ME
Test range Kibbie Dome area

Speed stationary

Height of Locomate ME OBU’s

antenna from ground 0.39m and 1.3 m

Distance between OBUs” antennas | 0.97m

BSM generation 10 BSM/s

Channel Safety Channel 172

Transmitter power 23 dBm

Data rate 3Mbps

6.2.1 Low mounted antenna

This experiment examined the GPS accuracy when an OBU antenna is mounted low,
as shown in Figure 6.10. When talking about low or high mounted OBUs we actually
refer to the GPS antenna, as the actual mounting of the OBU hardware is irrelevant.
It is the position of the antenna that matters. The height from the ground to the
top of the Locomate ME OBU’s antenna was 0.39m, and the distance between the
two OBU’s GPS antennas was 0.97m. The findings of a representative experiment
(see Subsection 4.1.1 for explanation about experiments) is shown in Figure 6.11.
The calculated distance was about 3 meters, whereas in reality the actual distance

between the two OBUs was about 1m.
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F1iGuRe 6.11: Calculated distance of stationary OBUs low mounted 0.97m apart
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The GPS error of the same experiment is shown in Figure 6.12. The GPS error is

the calculated distance minus the actual distance, as measured during the setup of

1 10 20 30 40 50 60

BSMs

the experiment.

¥
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o

F1GURE 6.12: GPS error for low mounted stationary OBU o0.97 apart

Another representative result for the calculated distance of a low-mounted OBU
is show in Figure 6.14. Here the experiment has a longer run than the previous one

to find if there is any difference. The findings result has the approximately error as

shown in Figure 6.14.
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FIGURE 6.13: Calculated distance of stationary low-mounted OBUs, mounted
0.97m apart for long run

The results shown are representative for a larger number of test. As seen in the
two figures, the GPS errors were about approximately 2 meters. This implies if the
OBU antenna is mounted-low in an E-scooter, the GPS error will be around 2 meters.

This prompted an investigation into the accuracy of high-mounted OBU antennas.
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FIGURE 6.14: GPS error for low-mounted stationary OBU, 0.97 apart, long run

6.2.2 High mounted antenna

To investigate the GPS accuracy when the OBU antenna is mounted higher an
experiment was contacted as shown in Figure 6.15. The height of the antenna from
the ground to the top of the Locomate ME OBU’s antenna was 1.3m, and the distance
between the two OBU’s GPS antennas was 0.97m. As before, the experiment was
conducted between two parked cars, exaggerating somewhat a car splitting scenario.

The results from two representative tests are shown next. The findings of the first

FIGURE 6.15: Locomate ME blocked in between two vehicles

experiment is shown in Figure 6.16. The experiment showed sub-meter accuracy,
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and the GPS error Figure 6.17 were mostly negative. Again, the GPS error is the

calculated distance minus the actual measured distance.
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FIGURE 6.16: Calculated distance of high mounted stationary OBUs o0.97 apart.
Height was 1.3m
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F1GURE 6.17: GPS error of high mounted stationary OBUs 0.97 apart. Height was
1.3m

A second experiment was conducted for a high-mounted OBU to see if a longer
run will show noticeable differences than the previous high-mounted OBU exper-
iment. A representative outcome for this scenario was selected to be shown in
Figure 6.18, and the corresponding GPS error is shown in Figure 6.19.

The results for the high-mounted OBU showed sub-meter GPS accuracy. We
therefore suggest that the OBU’s GPS antenna should to be high-mounted on E-
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FIGURE 6.18: Calculated distance of high mounted stationary OBUs o0.97 apart.
Height was 1.3m
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FIGURE 6.19: GPS error of high mounted stationary OBUs 0.97 apart. Height was
1.3m

scooter to have more reliable GPS accuracy compared with low-mounted GPS an-

tenna.

6.2.3 Car - Scooter crash scenario

In this section two representative experiments related to E-scooter safety applications
are discussed. These two tests were conducted in reference to the scenario shown
in Figure 6.8. Specifically, we assume an E-scooter is first traveling west-bound
and then suddenly changes its heading over a short distance to the north, resulting
in the exact scenario shown in the figure. The experiment was conducted at the

University of Idaho in the Kibbie Dome area, with the configuration parameters

shown in Table 6.6.
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TABLE 6.6: Field Experiment configuration Parameters

Truck OBU Model | Arada Systems LocoMate Classic
Bicycle OBU Model | Arada Systems LocoMate Mobile ME
Test range Kibbie Dome area

Speed 6-13 m/s

BSM generation 10 BSM/s

Channel Safety Channel 172

Transmitter power | 23 dBm

Data rate 3Mbps

Three math equations are used for the safety application. First, the Haversine
formula from Equation 3.2 is used to find the distance between the diverse traffic
participants. Second, the bearing formula from Equation 5.1 is used to find the head-
ing. Lastly, to find the vehicle’s stopping sight distance Vs with a combined brake
reaction time, the Vehicle Minimum Stopping Sight Distance Equation6.1 from [34]

is used.

V2
Vs = 0278V + oo 6.1)

where V is the velocity [in km/h], t = reaction time 2.5 in second and f is the
coefficient of friction, which is 0.21 for dry condition [34], and G is the grade.

The result of the first experiment where the E-scooter moves at low speed is show
in Figure 6.20. In this experiment, the distance between the vehicle and the E-scooter
was about 8o meters; the heading for a vehicle was east, and the E-scooter heading
was north. As the vehicle’s speed increases the distance between the two participant
decreases. An alarm is issued when the vehicle Minimum Stopping Distance is
greater than the distance between the two vehicles. In the figure this can be seen at
BSM 69, where the Truck_MSD (yellow) and Distance (blue) plots intersect.

Next, we wanted to conduct a more realistic experiment where the time is mini-
mal and the speed of the E-scooter is faster. The time for the experiment was about
2 seconds. Initially, the distance was 20 meters, the east-bound vehicle’s speed was
8 m/s , and the north-bound scooter’s speed was 13 m/s. The result of a typical

experiment is show in Figure 6.21. An alarm is issued at BSM 4, as the vehicle’s
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FIGURE 6.20: Experiment result of North-bound scooter traveling at low speed.

Potential collision with eastbound vehicle. X-axis is the index of the BSM

Minimum Stopping Distance was greater than the distance between the motorized

vehicle and the scooter.
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F1GURE 6.21: Experiment result of North-bound scooter traveling at high speed.
Potential collision with eastbound vehicle

6.3 CONCLUSIONS

In conclusion, the safety application was introduced to mitigate traffic collision for
different VANET participants such as visually impaired person, wheelchair users
and E-scooters that have a unique mobility model characterized as micro-mobility
model. We investigated how reliable are the OBUs to produce accuracy for large
range calculated distances. The experiment results showed small GPS errors for

large calculated distances from sub-meter of accuracy to at most 2.5 meters. Next,
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we examined Arada OBUs to see how reliable their heading information is while
changing directions over very small distances, e.g., on the spot. The OBUs did not
provide a mechanism to determine the heading in such situation. Therefore, we
conducted experiments to find out how much distance it will take an OBU to move
to produce a reliable heading accuracy. It turns out that the OBUs need at least 3
feet, about 1 meter, to produce a reliable trajectory. This is important as E-scooter
behavior could possibly have radical changes in heading over short distances at
faster speed, unlike other VANET traffic participant such as a wheelchair or visually
impaired person. In addition, E-Scooter users are known to change between different
infrastructures such as the pedestrian infrastructure or vehicle infrastructure with a
hasty speed. The are also know for lane splitting and to be moving between lanes
and parked vehicles, which has an effect on GPS accuracy. Hence, the mounting
point of the GPS antennas was investigates, i.e., low-mounted and height-mounted
antennas, to see if the height of the GPS antenna on the E-scooter would have
an impact on the GPS accuracy. The experiments conducted showed that high
mounted antennas had a better accuracy than those mounted low. The proposed
algorithm will get triggered when the distance between the vehicle and other VANET
participant, e.g., an E-scooter, is less than or equal to 30 meters, in order to eliminate
false positive alerts. The algorithm checks if there is a possible trajectory intersection
between the two VANET participants. If the calculated vehicle minimum stopping
distance is greater than or equal to the calculated distance between the two traffic
participants an alert will be issued. All results presented were based on real field

test using commercial equipment.
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CHAPTER 7

CoONCLUSIONS AND FUTURE WORK

The main focus of this research was on the reliability of VANET safety applications
involving bicycles and different VANET participants such as wheelchair users, vi-
sually impaired persons, and E-scooters. The proposed solutions included counter
measures for communication disruptions in VANET safety applications aiming to re-
duce road collisions, considering benign and malicious environments. The proposed
strategies were tested in the field using commercial communication equipment and
the efficiency and reliability issues for the proposed methods were analyzed. The
introduced algorithms didn’t require any extra hardware or message overhead. Fur-
thermore, none of the solutions required any changes to existing standards.

As a first contribution, a bicycle safety application was introduced that uses
Basic Safety Messages emitted by every VANET node. The bicycle safety appli-
cation extracts information from BSMs such as speed and geographic locations to
alert vehicle driver of possible right hook collision scenarios. The bicycle safety
application has different algorithms for vehicles and bicycles, yet, both issue alerts
when the minimum stopping sight distance of the bicycle is greater than or equal
to the distance between them. This calculated distance uses coordinates provided
periodically by BSMs, but it can be effected by GPS inaccuracies. During extensive
tield experiments we could observe that in the absence of large buildings the safety
application could issue a reliable right hook alert. Whereas in a constricted areas,
e.g., between two large buildings, the safety application will be effected by the GPS
inaccuracy, and as a result the effectiveness of the safety application was reduced.

As a second contribution, an algorithm for a bicycle safety application was pro-
posed to address the right hook conflicts that can overcome the impact of BSM
omissions as the result of natural phenomena or malicious attack. The algorithm
uses dead reckoning during the time spanned by the omissions. The solutions were
tested using commercial OBUs in experiments conducted in open space. The results

showed that sub-meter GPS accuracy could be achieved, even during jamming at-
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tacks. This suggests that the algorithm can mitigate the impact of jamming attacks
and avoid possible crash scenarios.

As a third and final contribution, safety applications for VANET participants
that have different mobility models were investigated. Specifically, micro-mobility
models such as applicable for visually impaired persons, wheelchair users and E-
scooters were considered. First, the ability of OBUs to calculate accurate distances
for vehicles at larger separation was investigated. The findings showed that dis-
tances were accurately computed with only small GPS errors, mostly ranging from
sub-meter accuracy to a maximum of 2.5 meters. Second, the OBUs capability of
recognizing trajectory changes over very short distances, such as turning on the
spot, was investigated. In the absence of gyros, bearing had to be calculated from
OBU data, which required an examination of how much travel an OBU required to
provide reliable bearing information. Field tests showed that the OBUs needed at
least 3 feet to be able to produce an accurate heading. Next, E-scooter were studied
as they share certain properties of the micro-mobility model used for pedestrians
and wheelchairs. Specifically, E-scooters can make radical changes in bearing over
very short distances at relatively high speed compared to that of visually impaired
persons or wheelchairs. Furthermore, E-scooters do not necessarily follow a static
infrastructure like pedestrians or vehicles, e.g., they may drive between lanes of
moving or stationary vehicles, which can affect GPS accuracy. Field tests to de-
termine GPS inaccuracy showed that the mounting point of the antennas of the
E-scooters had great impact. The result confirmed that high-mounted GPS antennas
produce more reliable GPS accuracy compared to that of low-mounted antennas.
The proposed algorithm starts when the calculated distance between VANET nodes
is less than or equal to 3om. In that case the algorithm examines if there was a
potential conflict in heading, in which case an alert is issued to the driver if the

minimum stopping distance is less than or equal to the calculated distance.
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7.1 FUTURE WORK

The technology used in research work was mainly focusing on DSRC communica-
tions, which operates on this dedicated spectrum. Since DSRC is a radio communica-
tion it is very suitable for non-line-of-sight scenarios. It will be interesting to see how
the safety application technologies presented here can be integrated with sensory
like cameras, LIDAR and radar, in autonomous vehicles. These classic sensor tech-
nologies will not be able to cope with scenarios such as shown in Figure 6.2. With the
synergies of different layers of combined technologies such as DSRC, cameras, and
LIDAR, the advantages of line-of-sight, such as the standard sensors in autonomous
vehicles, and non-line-of-sight, such as DSRS, can be exploited to increase reliability
of safety applications, Lastly, it will be necessary to explore safety applications
that use 5G device-to-device (D2D) technology, rather than DSRC. Whereas most
fundamental issues will be the same, as both are wireless technologies, the attack

vectors are expected to have variations for 5G and DSRC.
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APPENDIX A

ARADA LocoMATE CrAassic OBU AND LocoMATE ME

COMMANDS

A. 1 ARADA LOCOMATE OBU COMMANDS FOR THE DEFAULT
BUILT-IN APPLICATION

The Arada OBUs come with a built-in application named getwbsstxrxencdec for Loco-
mate ME and Locomate Classic OBU. This application enables both OBUs to transmit
and receive BSMs. The getwbsstxrxencdec has a configurable feature to provide
different BSM information. This configuration can be enabled through different
given parameters. An example of these parameters to to run the default application:
getwbsstxrxencdec —s 172 —t BSM —o TXRX — X TXRXLOG —r 6.0 —j24 —
d 100

Option -s flag indicate a service channel followed by the channel number e.g. 172
used for safety application. Option -t flag indicate BSM message. Option -o flag
indicate transmission mode. OptionTXRX flag indicate transmission and reception.
Option -X flage is used for logging BSMs. e.g. TXRXLOG is used to log BSMs for
transmission and reception. Option -r flag is used for the data rate. Option -j flag
is used to indicate the transmission power. Option -d flag is used indicates packet
delay in ms e.g. 100 ms is the default delay. Tables A.1, A.2 and A.3 shows the

Arada locomate application parameters and values.

TaBLE A.1: Common options [49]

Parameter | Description

-m Mac Address [Xx:XX:XX:XX:XX:XX]
-S Service Channel

-b TxPkt Channel

-w Service Type [Provider/User]

continued ...



... continued

Parameter | Description

-t Message Type [BSM/ PVD/ RSA/ ICA/ SPAT/ MAP/
TIM]

-e Security Type [Plain/Sign/Encrypt]

-D Certificate Attach Interval in millisec should be in
multiple of packet delay

-1 Output log filename, (specify path ending with / for
pcap format)

-P Prefex of certificate files)

-0 Tx/Rx Options [TXRX/ NOTX/ NORXALL/ NORX/
TXRXUDP/ NOTXRX]

-X Logging Options [TXRXLOG/ TXLOG/ RXLOG/
NOLOG]

-g sign certificate type [certificate/di-
gest_224/digest_256/certificate_chain]

-p BSM Part II Packet interval (n BSM Part I messages)

-v Path history number [2 represents BSM-PH-2, 5 repre-
sents BSM-PH-5]

-k Vehicle_Type (value as per DE_VehicleType)

-y psid value (any decimal value)

-d packet delay in millisec

-q User Priority 0/1/2/3/4/5/6/7

S| txpower in dBm

-M Model Deployment Device ID

-T Temporary ID control (1 = random, o = fixed upper two
bytes)

-S Safety Supplement (wsmp-s) <o:disable / 1:enable>

-L Vehicle Length in cm

continued ...
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... continued

Parameter | Description

-W Vehicle Width in cm

-r data rate 0.0, 3.0, 4.5, 6.0, 9.0, 12.0, 18.0, 24.0, 27.0, 36.0,
48.0,54.0mbps

-n no argument, and selects no gps device available

-f Type xml or csv for logging in XML or CSV format. Type
pcaphdr for only pcap header logging and pcap for full
packet logging

-F frameType for TIM Packet o-unknown(default) 1-
advisory 2-roadSignage 3-commercialSignage

-A Active Message Status

-B Port Address for RSU receive from UDP Server

-R Repeat rate for WSA frame (Number of WSA per 5
seconds) Repeatrate is included in WSA-Header only if
enabled from /proc/wsa_repeatrate_enable

-G Repeat rate for TA frame (Number of TA per 5 seconds)
TA is available only if TA channel [-c option] is given

-1 IP service Enable 1= enable o = disable

-O Timeout for receiving udp data = 10 seconds

70



TAaBLE A.2: Provider options [49]

Parameter | Description
-Z Service Priority
-a Service Channel Access [1:Alternating, o:Continuous]
-C Specify Channel Number to Transmit TA
-i TA Channel Interval [1:cch int, 2:sch int]
TAaBLE A.3: User options [49]
Parameter | Description
-u User Request Type [1:auto, 2:unconditional(not wait for
WSA from provider), 3:none]
-X Extended Access <o:alternate /1:continuous>

A.2 ARADA CLASSIC LOCOMATE OBU JAMMER COMMAND

Instructions to start the jammer:

Start_tx99 ~f 5860 “m 1 “r 6000 “p 18 “c 0

Option -f flag indicates the frequency of the jammer for the saftey channel, CH172.

71

Option -m flag indicates the service channel access mode. Option - flag indicates

the data rate. Option -p flage indicates the transmission power. Option -c flage is

used to indicates data mode and single carrier.

The command to stop the jammer application is: stop_tx99
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RECEIVER CODE
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B.

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25

1 BSM RECEPTION
L1sTING B.1: Safety Application Sample code

/ *

*

¥ This code is Modified from: Shertf Hussein's Dissertation
transmitter and receiver code.

* Computer Sceince Department/University of Idaho.

¥ This code 1s the Receiving thread for the Diverse Traffic
Participants

* Safety Application.

¥ Thts wverstion 1s a sample code and not a complete implimintation
code.

¥ This wverstion 1s used to show e.g. the functions

¥ that are being used for such safetyp application,

¥ The Diverse Traffic Participants safety application

¥ relies on the BSM information such as

¥ speed, longitude and latitude.

¥ These information are used in this

*¥ Safety application.

*

*/

/* Function declaration */

/¥

¥ The function is used to check if a bicycle

¥ exists within the safety application record

*/

void IsNewBike () ;
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31
32
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34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62

/ *

¥ The function is used to check the number of
*¥ missing BSMs from a registered bicycle

*/

void CheckMissingBSM(bool);

/¥

¥ The function <s used to print BSM <information
¥ also 1t checks <f the number of missing BSMS
*¥ are greater than a certain threshold

*/

void PrintAndCheckForJamming (int) ;

/ *

¥ The functuion calculates the Minimum Stopping
¥ Distance for a bicycle

*/

double MinimumStoppingDistance (double, double);

/ *

¥ The functuion calculates the Minimum Stopping

¥ Distance for a wvehticle

*/

double MinimumStoppingDistance_Vehicle (double, double);

/ *

*¥ The function takes longitutes and latitudes

*¥ received by the On-board-unites of a wvehicle

¥ and a bicycle and calculates the distances

¥ between the two untites in meter

*/

double DistanceTo (double, double, double, double);

/ *
* The function talke the longitudes and latitudes

¥ of a wvehicle, bicycle or wheelchatr to calculate
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* the bearing
*/
double BearingTo (double, double, double, double);

/*

¥ The function takes the known longitude, latitude

¥ time, wveloctity and bearing to calculate the new estimated
¥ longitude and latitude.

*/

void NewPosition(double, double, int, double, double, int);

/* Safety Application global Variables */

#define NumOfVanetParticipants 2;

int Time_ms = 0;

0;

int mySpeed
int CyclistTimeToReact = 1;

double DvriverTimeToReact = 1.66;

uint64_t TimeStamp = O;

double bike_speed = 0;

uint8_t PrintForJamming = false;

double truckLat = 0;

double truckLng = 0;

double newlat = 0;

double newlng = 0;

int bike = 0;

int True = 1;

int received = 0;

int To_Switch_Between_Current_01d_BSM = 0;
int i = 0;

int index = 0;

/ *
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100| * The data structure for the Safety Application
101| * to hold related BSM information for bicycle,
102| ¥ wvehicle, wheelchair and E-scooter.

103| */

104
105/ struct Node A{

106 uint64_t time;

107 double latitude;

108 double longitude;

109 double latitudel;

110 double longitudel;

111 double latitude2;

112 double longitude2;

113 double Truck_latitudel;

114 double Truck_longitudel;

115 double Truck_latitude2;

116 double Truck_longitude?2;

117 double speed; /# used for a fized distance when unites are
mounted on the same wvehicle*/

118 double Bike_speed;

119 double WheelChair_Speed;

120 double bearing;

121 double bearing_0f_WheelChair;

122 double bearing_ 0f_Truck;

123 double E-scooter_speed;

124| };

125
126
127/ 8truct Node VanetParticipants[NumOfVanetParticipants];
128
129| while (1) {
130
131
132 /* while receiving BSM*/
133
134 if (Received)
135 {
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138
139
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141
142
143
144
145
146
147
148
149
150
151
152
153
154
155
156

157
158
159
160
161
162
163
164
165
166
167
168
169
170

171

/* Record my speed */
mySpeed = (double)wsmgps.speed;

int templatitude = O0;
int templongitude = O0;
short tempspeed = 0;
double speed;

/* Record the received latitude */

templatitude = recived_templatitude;

/* Record the recetived longitude */

templongitude = recived_templongitude;

/* Record the recetved speed */

tempspeed = received_tempspeed;

/*recording a timestamp */
VanetParticipants[index].time = ((tv.tv_sec + (uint64_t)tv.

tv_usec / 1000000.0) * 1000);

/* Record GPS information */
VanetParticipants[index].latitude = (double)templatitude;
VanetParticipants[index].longitude = (double)templongitude;

VanetParticipants[index].speed = (double)wsmgps.speed;

/* recording the Bike speed */

VanetParticipants[index].Bike_speed = (double) tempspeed;

/*recording WheelChatr Speed*/

VanetParticipants[index].WheelChair_Speed = (double)tempspeed;

/*recording E-scooter Speed*/

VanetParticipants[index].E-scooter_speed = (double)tempspeed;
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/* Recored the last received time */

VNTLastPktSec[index] = tv.tv_sec;

VNTLastPktuSec[index] = tv.tv_usec;

/ *
* Updating the VNT tabdble

* for the first packet only

*/

VNTLastPktSec[Vindex] = tv.tv_sec;

VNTLastPktuSec [Vindex] =
VNTPktReceived[Vindex]++;

}

else {

CheckMissingBSM(false) ;

}
}

tv.tv_usec;

L1777 777777777777777777777777777777

/¥

*¥ Fanction definition for IsNewBike

*¥ to check if a bycicle exists in

¥ our record

*/

int IsNewBike () {

int i = 0;
for (i = 0; i < VNTCounter;
{

if (VehicleID == VNTI[il)

i++)
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211
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214
215
216
217
218
219
220
221
222
223
224
225
226
227
228
229
230
231
232
233
234
235
236
237
238
239
240
241
242
243
244
245

//

/¥

¥

*

¥

*/

vo

{

printf ("BIke ID is registered\n");

1177777777777 7777777777777777777777

CheckMissingBSM Fanction definition
the function check the numbers of missing

BSMs for a registered bycicle

id CheckMissingBSM(bool isReceived)

int i = 0;

if (isReceived) A{

for (i = 0; i < VNTCounter; i++)
{
PrintAndCheckForJamming (i) ;
}
}
int ii = 0;

if (VNTCounter > 0)
{

/* Record the current time x/

CurrentPktSec = tv.tv_sec;

CurrentPktuSec = tv.tv_usec;
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279

for (ii = 0; ii < VNTCounter; ii++)

{

79

/% Find the time differance between now and the last received

BSM x/

TimeDiffSec = CurrentPktSec - VNTLastPktSec[iil;

TimeDiffuSec = CurrentPktuSec - VNTLastPktuSecl[iil];

if ((TimeDiffSec * 1000000 + TimeDiffuSec) >(100000 +
VNTMissingBSMs [i]l] * 100000))

/* Increment the counter for the number of missed BSMs */

VNTMissingBSMs [ii]++;
PrintAndCheckForJamming (ii);
if (VNTMissingBSMs[ii] >= 5)
{

printf ("<Number of Missing BSM from Bike 0X’%08X is %03d>\
n", VNT[ii], VNTMissingBSMs[ii]);

PrintForJamming = true;

}
if (VNTMissingBSMs[ii] > 80)
{

DeleteBicycle(ii);




280
281
282
283
284
285
286
287
288
289
290
291
292
293
204
295
296
297
298
299
300

301

302
303
304
305
306
307
308
309
310
311
312
313
314

/*

¥ The function 1s used to print BSM <nformation

¥ also @t checks if the number of missing BSHS

¥ are greater than a certain threshold to calculate
¥ the estimated position the function calls other

¥ functuions the Minimum Stopping Distance function
¥ for the bicycle, the Minimum Stopping Distance

¥ function for the wvehicle, the Distancelo function
¥ to calculate the distance between the two VANET nodes,
* the NewPosition function to find the new estimated
¥ coordinates and the BearingTo function

*/

void PrintAndCheckForJamming(int vntCounterIndex) {

/% Get the GPS coordinates of myself (on-board-unit O0BU) */

trucklLat = wsmgps.latitude, truckLng = wsmgps.longitude;

int i = vntCounterIndex;

printf ("\nTimeStamp: seconds = 1llu, microseconds = %06d> \n",
uint64_t)tv.tv_sec, (uint32_t)tv.tv_usec);

TimeStamp = ((tv.tv_sec + (uint64_t)tv.tv_usec / 1000000.0) =*
1000) ;

/% Print out the last recorded bike latitude information */

fflush(stdin) ;
printf ("\nTimeStamp: ms: = %1llu \n", TimeStamp);
printf ("Bike Latitude: ");

printf (" %f", VanetParticipants[i].latitude);

/% Print out the last recorded bike longitdue information */
fflush(stdin) ;
printf ("\nBike Longitude: ");

printf (" %f", VanetParticipants[i].longitude);

(

8o
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/* Print out the current 0BU latitude <nformation */
fflush(stdin);
printf ("\nTruck Latitude: ");

printf (" %f", truckLat);

/% Print out the current 0OBU longitude information */
fflush(stdin);

printf ("\nTruck Longitude: ");

printf (" %f", truckLng);

/% Print out the current 0OBU speed information #*/
fflush(stdin) ;
printf ("\nTruck Speed: ")

printf (" %f", wsmgps.speed);

/% Print out the recorded wheelchair speed information */
fflush(stdin);
printf ("\nWheelChair Speed: "y

printf (" %f", VanetParticipants[i].WheelChair_Speed);

/% Print out the last recorded bike speed */
fflush(stdin) ;
printf ("\nBike Speed: ")

printf ("%f ", VanetParticipants[index].Bike_speed);

/* Print out the last recorded E-scooter speed */

fflush(stdin);

printf ("\nE-scooter Speed: ")
printf ("%f ", VanetParticipants[index].E-scooter_speed);
/ *

* While BSM message 1s received calculate
¥ the bearing and record it

*/

if (Received) {
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double b;

b = BearingTo(VanetParticipants[i].latitude, VanetParticipantsl[
i].longitude, truckLat, truckLng);

printf ("\n%f The calculated bearing: ", b);

VanetParticipants[i].bearing = b;

/* Print out the last calculated bearing in case of BSM omission
*/
if (Received) {

printf ("\n%f", VanetParticipants[i].bearing);

* If the number of BSM omissions meets the threashold

¥ which indacates a possible jamming

¥ call NewPosition function to estimate the new coordinates
* the latitude and longitude to find the new estimated

* distance between the two VANET mnodes

*/

if (VNTMissingBSMs[i] >= 5 && wsmgps.speed < 10) {
printf ("\nPossible Jamming Detected or TX GPS signal loss.
Going into position estimation mode to prevent possible
collision\n") ;

printf ("\nCalculating The Estimated Coordinates Position");

uint64_t currentTimeInMillisecond = ((tv.tv_sec + (uint64_t)tv.
tv_usec / 1000000.0) * 1000);
int64_t millisecondTimeDiffBetweenLastMsgAndNow =

currentTimeInMillisecond - VanetParticipants[i].time;

printf ("\n millisecondTimeDiffBetweenLastMsgAndNow = %1llu and

currentTimeInMillisecond = %1lu",
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millisecondTimeDiffBetweenLastMsgAndNow,

currentTimeInMillisecond);

NewPosition(VanetParticipants[i].latitude, VanetParticipants[i
].longitude, millisecondTimeDiffBetweenLastMsgAndNow,
VanetParticipants[i].speed*3.6, VanetParticipants[i].bearing,

bike) ;

if (VNTMissingBSMs[i] > 5 && wsmgps.speed > 10) {
printf ("\nPossible Jamming Detected or TX GPS signal loss.
Going into position estimation mode to prevent possible
collision\n");
printf ("\nCalculating The Estimated Coordinates Position");
double averageDeceleration = 0.80;

double speedDiffToTurnSpeed = (wsmgps.speed - 10.0);

uint64_t currentTimeInMillisecond2 = ((tv.tv_sec + (uint64_t)tv
.tv_usec / 1000000.0) * 1000);//
———————————————————————————————————— Timestamp

uint64_t millisecondTimeDiffBetweenLastMsgAndNow2 =

currentTimeInMillisecond2 - VanetParticipants[i].time;

int timeToReachTurnSpeedBike = (
millisecondTimeDiffBetweenLastMsgAndNow2 + ((
speedDiffToTurnSpeed / averageDeceleration) * 1000)); //how
many ms to turn

int timeToReachTurnSpeedTruck = ((speedDiffToTurnSpeed /

averageDeceleration) * 1000) ;

printf ("\n truckLat = %f truckLng = %f VNTbsmCoords [i].
bearing =%f", truckLat, truckLng, VanetParticipants[i].

bearing) ;

NewPosition (truckLat, truckLng, timeToReachTurnSpeedTruck, (10)

*3.6, VanetParticipants[i].bearing, truck);
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printf ("\n VNTbsmCoords[i].latitude = %f VNTbsmCoords[i].
longitude = %f VNTbsmCoords[i].speed*3.6 =Jf VNTbsmCoordsl[
i].bearing =%f bike=}%d", VanetParticipants[i].latitude,
VanetParticipants[i].longitude, VanetParticipants[i].speed
*3.6, VanetParticipants[i].bearing, bike);

printf ("\n");

NewPosition(VanetParticipants[i].latitude, VanetParticipants[i
J.longitude, timeToReachTurnSpeedBike, (VanetParticipants[i
].speed*3.6)*0.75,

VanetParticipants[i].bearing, bike);

/¥

¥ d ©s the wvariable used to store

¥ the distance between the two VANET nodes
*/

double d = 0;

/¥
* If BSM 2s received record the bicycle

¥ or a wheelchair coordinates

*

*/

if (Received == True) {
newlat = VanetParticipants[i].latitude;
newlng = VanetParticipants[i].longitude;
/*

* To calculate the bearing of the wvehicle and

¥ the wheelchair, the To_Switch_Between_Current_0ld_BSNH
* variable is used, so when 1its wvalue is equal to 1

* the coordinates of the first BSM packed are recorded

* and when its value 7s 2 for the consecutive BSH

* coordinates of the second BSM packed are recorded
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*/

/* calculate the distance between the two VANET nodes a wvehicle
and (a bicycle, a wheelchair or a scooter) */

d = DistanceTo(newlat, newLng, truckLat, truckLng);

To_Switch_Between_Current_01d_BSM = (
To_Switch_Between_Current_01d_BSM % 2) + 1;

if (To_Switch_Between_Current_01d_BSM == 1) {

/* For the WheelChair */

VanetParticipants[i].latitudel = VanetParticipants[i].
latitude;

VanetParticipants[i].longitudel = VanetParticipants[i].
longitude;

/* For the wehicle */
VanetParticipants[i].Truck_latitudel = wsmgps.latitude;

VanetParticipants[i].Truck_longitudel = wsmgps.longitude;

if ((VanetParticipants[i].latitude2 == VanetParticipants[i].
latitudel) && (VanetParticipants[i].longitude2 =

VanetParticipants[i].longitudel)) {

NewPosition(VanetParticipants[i].latitude?2,
VanetParticipants[i].longitude2, 100, VanetParticipants|[
Vindex].Bike_speed * 3.6, b, bike);

VanetParticipants[i].latitude2 = newlat;

VanetParticipants[i].longitude2 = newlng;
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if ((VanetParticipants[i].Truck_latitudel ==
VanetParticipants[i].Truck_latitude2) && (
VanetParticipants[i].Truck_longitudel == VanetParticipants

[i].Truck_longitude2)) {

NewPosition(VanetParticipants[i].Truck_latitude?2,
VanetParticipants[i].Truck_longitude2, 100, wsmgps.speed
* 3.6, b, truck);

VanetParticipants[i].Truck_latitude2 = truckLat;

VanetParticipants[i].Truck_longitude2 = truckLng;

}
if (((VanetParticipants[i].latitude2 == VanetParticipants[i].
latitudel) && (VanetParticipants[i].longitude2 =
VanetParticipants[i].longitudel)) || (VanetParticipants[i
].Truck_latitudel == VanetParticipants[i].Truck_latitude?2)
&& (VanetParticipants[i].Truck_longitudel ==
VanetParticipants[i].Truck_longitude2)) {
d = DistanceTo(newlat, newlLng, truckLat, truckLng);
printf ("\n\n New Estimated Distance Between the Truck and
the WheelChair Position");
fflush(stdin);
printf ("\n%f", d4);
}

/* Find the bearing for the wheelchair */

VanetParticipants[i].bearing_0f_WheelChair = BearingTo(
VanetParticipants[i].latitudel, VanetParticipants[i].
longitudel, VanetParticipants[i].latitude2,

VanetParticipants[i].longitude2);
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printf ("\n%f bearing O0f_WheelChair", VanetParticipants[i].
bearing _0f_WheelChair);

/% Find the bearing for the wvehicle */

VanetParticipants[i].bearing_0f_Truck = BearingTo(
VanetParticipants[i].Truck_latitudel, VanetParticipants[i
].Truck_longitudel, VanetParticipants[i].Truck_latitude2,
VanetParticipants[i].Truck_longitude2);

printf ("\n%f bearing_0f_Truck", VanetParticipants[i].
bearing_0f_Truck);

printf ("\n");

/* 30 is the radius of detection to eliminate false positive

for the saftey application */

if (d <= 30) {

if ((VanetParticipants[i].bearing_0f_WheelChair >= 80 &&
VanetParticipants[i].bearing 0f_WheelChair <= 100) &&
(VanetParticipants[i].bearing_ 0f_Truck >= 350 ||

VanetParticipants[i].bearing_0f_Truck <= 10)) {

printf ("\n\n VEHICLE DIRECTION TO THE NORTH DANGER =>
WATHC POSSIBLE INTERSECTION WITH A WHEELCHAIR MOVING
TOWARD THE EAST DIRECTION! \n\n");

if ((VanetParticipants[i].bearing_Of_WheelChair >= 350 ||
VanetParticipants[i].bearing_0f_WheelChair <= 10) &&
(VanetParticipants[i].bearing_ 0f_Truck >= 80 &&

VanetParticipants[i].bearing_ O0f_Truck <= 100)) {

printf ("\n\n VEHICLE DIRECTION TO THE EAST DANGER =>
WATHC POSSIBLE INTERSECTION WITH A WHEELCHAIR MOVING
TOWARD THE NORTH DIRECTION! \n\n");
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if ((VanetParticipants[i].bearing_O0f_WheelChair <= 280 &&
VanetParticipants[i].bearing 0f_WheelChair >= 260) &&
(VanetParticipants[i].bearing_ 0f_Truck >= 350 ||

VanetParticipants[i].bearing_0f_Truck <= 10)) {

printf ("\n\n VEHICLE DIRECTION TO THE NORTH DANGER =>
WATHC POSSIBLE INTERSECTION WITH A WHEELCHAIR MOVING
TOWARD THE WEST DIRECTION! \n\n");

if ((VanetParticipants[i].bearing 0f_WheelChair >= 170 &&
VanetParticipants[i].bearing_0f_WheelChair <= 190) &&
(VanetParticipants[i].bearing_0f_Truck >= 80 &&
VanetParticipants[i].bearing_0f_Truck <= 100) ||
(VanetParticipants[i].bearing_0f_Truck <= 280 &&

VanetParticipants[i].bearing_0f_Truck >= 260)) {

printf ("\n\n DANGER => WATHC POSSIBLE INTERSECTION WITH A
WHEELCHAIR MOVING TOWARD THE SOUTH DIRECTION! \n\n");

// Works for turning right or left

if ((VanetParticipants[i].bearing_Of_WheelChair >= 350 ||
VanetParticipants[i].bearing_0f_WheelChair <= 10) &&
(VanetParticipants[i].bearing_ 0f_Truck >= 350 ||

VanetParticipants[i].bearing_0f_Truck <= 10)) {

printf ("\n\n VEHICLE DIRECTION TO THE NORTH DANGER =>
WATCH CAREFULLY FOR THE WHEELCHAIR WHILE TURNING! \n\n
")
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// Works for turning right or left

if ((VanetParticipants[i].bearing_ 0f_WheelChair >= 170 &&
VanetParticipants[i].bearing_ 0f_WheelChair <= 190) &&
(VanetParticipants[i].bearing_0f_Truck >= 170 &&

VanetParticipants[i].bearing_0f_Truck <= 190)) {

printf ("\n\n VEHICLE DIRECTION TO THE SOUTH DANGER =>
WATCH CAREFULLY FOR THE WHEELCHAIR WHILE TURNING! \n\n
ll);

if (To_Switch_Between_Current_01d_BSM == 2) {

/* For the wehicle */

VanetParticipants[i].Truck_latitude2 = wsmgps.latitude;

VanetParticipants[i].Truck_longitude2 = wsmgps.longitude;

/* For the WheelChair */

VanetParticipants[i].latitude2 = VanetParticipants[i].
latitude;
VanetParticipants[i].longitude2 = VanetParticipants[i].

longitude;
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if ((VanetParticipants[i].latitude2 == VanetParticipants[i].
latitudel) && (VanetParticipants[i].longitude2 =

VanetParticipants[i].longitudel)) {

NewPosition(VanetParticipants[i].latitude?2,
VanetParticipants[i].longitude2, 100, VanetParticipantsl[
Vindex].Bike_speed * 3.6, b, bike);

VanetParticipants[i].latitudel = newLat;

VanetParticipants[i].longitudel = newlng;

if ((VanetParticipants[i].Truck_latitudel ==
VanetParticipants[i].Truck_latitude2) && (
VanetParticipants[i].Truck_longitudel == VanetParticipants

[i].Truck_longitude2)) {

NewPosition(VanetParticipants[i].Truck_latitude?2,
VanetParticipants[i].Truck_longitude2, 100, wsmgps.speed
* 3.6, b, truck);

VanetParticipants[i].Truck_latitudel = truckLat;

VanetParticipants[i].Truck_longitudel = truckLng;

if (((VanetParticipants[i].latitude2 == VanetParticipants[i].
latitudel) && (VanetParticipants[i].longitude2 =
VanetParticipants[i].longitudel)) || (VanetParticipants[i
].Truck_latitudel == VanetParticipants[i].Truck_latitude?2)
&% (VanetParticipants[i].Truck_longitudel ==

VanetParticipants[i].Truck_longitude2)) {

d = DistanceTo(newlat, newlLng, truckLat, truckLng);




583 printf ("\n\n New Estimated Distance Between the Truck and
the WheelChair Position");

584 fflush(stdin);

585 printf ("\n%f", 4);

586
587 }
588
589
590
591 /* Find the bearing for the wheelchair */
592
593 VanetParticipants[i].bearing_0f_WheelChair = BearingTo(
VanetParticipants[i].latitude2, VanetParticipants[i].
longitude2, VanetParticipants[i].latitudel,
VanetParticipants[i].longitudel);

594 printf ("\n%f bearing O0f_WheelChair", VanetParticipants[i].
bearing_0f_WheelChair);

595

596 /* Find the bearing for the vehicle */

597

598 VanetParticipants[i].bearing_0f_Truck = BearingTo(
VanetParticipants[i].Truck_latitude2, VanetParticipants[i
].Truck_longitude2, VanetParticipants[i].Truck_latitudel,
VanetParticipants[i].Truck_longitudel);

599 printf ("\n%f bearing_0f_Truck", VanetParticipants[i].
bearing_0f _Truck);

600 printf ("\n");

601

602 /* 30 is the radius of detection to eliminate false positive
for the saftey application */

603

604 if (d <= 30) {

605

606 if ((VanetParticipants[i].bearing_0f_WheelChair >= 80 &&

VanetParticipants[i].bearing_0f_WheelChair <= 100) &&
607 (VanetParticipants[i].bearing_0f_Truck >= 350 &&

VanetParticipants[i].bearing_0f_Truck <= 10)) {
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627
628
629

630

631

printf ("\n\n VEHICLE DIRECTION TO THE NORTH DANGER =>
WATHC POSSIBLE INTERSECTION WITH A WHEELCHAIR MOVING
TOWARD THE EAST DIRECTION! \n\n");

if ((VanetParticipants[i].bearing_Of_WheelChair <= 280 &&
VanetParticipants[i].bearing_0f_WheelChair >= 260) &&
(VanetParticipants[i].bearing_0f_Truck >= 350 ||

VanetParticipants[i].bearing_0f_Truck <= 10)) {

printf ("\n\n VEHICLE DIRECTION TO THE NORTH DANGER =>
WATHC POSSIBLE INTERSECTION WITH A WHEELCHAIR MOVING
TOWARD THE WEST DIRECTION! \n\n");

if ((VanetParticipants[i].bearing_ 0f_WheelChair >= 170 &&
VanetParticipants[i].bearing_ 0f_WheelChair <= 190) &&
(VanetParticipants[i].bearing_0f_Truck >= 80 &&
VanetParticipants[i].bearing_0f_Truck <= 100) ||
(VanetParticipants[i].bearing_0f_Truck <= 280 &&

VanetParticipants[i].bearing_O0f_Truck >= 260)) {

printf ("\n\n DANGER => WATHC POSSIBLE INTERSECTION WITH A
WHEELCHAIR MOVING TOWARD THE SOUTH DIRECTION! \n\n");

// Works for turning right or left

if ((VanetParticipants[i].bearing 0f_WheelChair >= 350 &&
VanetParticipants[i].bearing 0f_WheelChair <= 10) &&
(VanetParticipants[i].bearing_ 0f_Truck >= 350 ||

VanetParticipants[i].bearing_0f_Truck <= 10)) {
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639
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641
642
643
644

645
646

647

648
649

650
651
652
653
654
655
656
657
658

printf ("\n\n VEHICLE DIRECTION TO THE NORTH DANGER =>

WATCH CAREFULLY FOR THE WHEELCHAIR WHILE TURNING! \n\n

")

if ((VanetParticipants[i].bearing_Of_WheelChair >= 350 ||
VanetParticipants[i].bearing_O0f_WheelChair <= 10) &&
(VanetParticipants[i].bearing_ 0f_Truck >= 80 &&

VanetParticipants[i].bearing_ O0f_Truck <= 100)) {

printf ("\n\n VEHICLE DIRECTION TO THE EAST DANGER =>
WATHC POSSIBLE INTERSECTION WITH A WHEELCHAIR MOVING
TOWARD THE NORTH DIRECTION! \n\n");

// Works for turning right or left

if ((VanetParticipants[i].bearing_Of_WheelChair >= 170 &&
VanetParticipants[i].bearing_0f_WheelChair <= 190) &&
(VanetParticipants[i].bearing_0f_Truck >= 170 &&

VanetParticipants[i].bearing_ O0f_Truck <= 190)) {

printf ("\n\n VEHICLE DIRECTION TO THE SOUTH DANGER =>

WATCH CAREFULLY FOR THE WHEELCHAIR WHILE TURNING! \n\n

")
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/% Print out the latitudes and logitudes of the wvehicle and (a

bicycle or a wheelchair) */

printf ("\n newlLat = %f newlng = %f truckLat = J%f truckLng =%f
", newlat, newlLng, truckLat, truckLng);

printf ("\n\n Estimated Distance Between the Truck and the
WheelChair Position");

fflush(stdin) ;
printf ("\n%f", 4);

/¥

* The MinimumStoppingDistance function takes two arguments

* the speed of the bicycle in kilometre and the coefficient
friction

¥ for the dry condition road for a bicycle

* the minStopDist is used in case of a fized distance between
the

* (BUs that are mounted on the same wvehicle

*

*/

double minStopDist = MinimumStoppingDistance(wsmgps.speed * 3.6,
0.32);

* The MinimumStoppingDistance function takes two arguments

* the speed of the bicycle in kilometre and the coefficient
friction

¥ for the dry condition road for a bicycle

* the minStopDist2 4is used for mnormal case where the distance
between the

¥ (0BUs are not fized

*

*/

double minStopDist2 = MinimumStoppingDistance(VanetParticipantsl[

i].Bike_speed * 3.6, 0.32);
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721

/¥

* MinimumStoppingDistance_Vehicle function takes two arguments

¥ the speed of the wvehicle in kilometre and the the coefficient
friction

¥ for the dry condition road for a wvehicle

*/

double minStopDist3 = MinimumStoppingDistance_Vehicle (wsmgps.
speed * 3.6, 0.7);

minStopDist = minStopDist * 1.1;

minStopDist2 = minStopDist2 * 1.1;

printf ("\n\n Min Stopping Distance: ");

printf ("\n%f", minStopDist);

/*¥---Used for fized distance----- */

/*¥---KHhen the two 0UBs are mounted on the same vehicle*/
if (minStopDist < d) {

printf ("\n\n Safe to turn! \n\n");
}

else {

printf ("\n\n DANGER => DO NOT TURN! \n\n");

printf ("\n\n Not-fixed Min Stopping Distance: ");

printf ("\n%f", minStopDist2);
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734
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736
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742
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745
746
747
748
749
750
751
752
753
754
755
756
757
758

if (minStopDist2 < d) {
printf ("\n\n Not-fixed Safe to turn! \n\n");
}

else {

printf ("\n\n Not-fixed DANGER => DO NOT TURN! \n\n");

printf ("\n\n Vehicle Min Stopping Distance: ");

printf ("\n%f", minStopDist3);

VA MSD for the Vehicle----- */

if (minStopDist3 < d) {

printf ("\n\n Vehicle Safe to turn! \n\n");

}

else {

printf ("\n\n Vehicle DANGER => DO NOT TURN! \n\n");

}
L1777 7777777777777777777777777/7777777777777

double pi = 3.14159265359;
double FarthRadiusInKilometers = 6378.0;

/ *
*¥ the coordinates are given by the 0BUs in degree
¥ So coordinates need to be converted to radians

*/
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770
771
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776

777
778
779
780
781
782
783
784
785
786
787
788
789
790

791
792

double DegreeToRadian(double angle) { returmn pi * angle / 180.0; }
double RadianToDegree (double angle) { return 180.0 * angle / pi; }
/ *
¥ The function receives the longitudes and latitudes
¥ of the wvehicle, the bicycle and the wheelchair to find
*¥ the bearing
*/
double BearingTo (double lat, double 1lng, double latitude, double
longitude)
{
double latl = DegreeToRadian(latitude);
double lat2 = DegreeToRadian(lat);
double dLon = DegreeToRadian(lng) - DegreeToRadian(longitude);
double y = sin(dLon) * cos(lat2);
double x = cos(latl) * sin(lat2) - sin(latl) * cos(lat2) * cos(
dLon) ;
double brng = atan2(y, x);
return fmod ((RadianToDegree(brng) + 360.0), 360.0);
} /* end BearingTo */

/ *

* The function receives the known longitude, latitude

¥ time, wvelocity, bearing and the type of the wvehicle

¥ to calculate the new estimated longitude and latitude.

*/

void NewPosition(double lat, double 1lng, int timeMs, double

velocityKm, double bearingDegrees, int type) A

double bearingRad = (bearingDegrees * pi) / 180;
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794
795
796
797
798
799
800

8o1

802

803
804
805
806
8o7
808
809
810
811
812
813
814
815
816
817
818
819
820
821
822
823
824
825
826

double kmDistance = velocityKm * ((timeMs / 1000.0) / 3600.0);
double distRatio = (kmDistance) / (EarthRadiusInKilometers);
double distRatioSine = sin(distRatio);

double distRatioCosine = cos(distRatio);

double startLatRad

DegreeToRadian (lat);

double startLonRad

DegreeToRadian (1lng);

double startlLatCos = cos(startLatRad);

double startLatSin = sin(startLatRad) ;

double endLatRads = asin((startlLatSin * distRatioCosine) + (
startLatCos * distRatioSine * cos(bearingRad)));

double endLonRads = startLonRad + atan2(sin(bearingRad) *
distRatioSine * startLatCos, distRatioCosine - startLatSin *

sin(endLatRads)) ;

if (type == 1) {

truckLat = RadianToDegree (endLatRads);

truckLng = RadianToDegree (endLonRads);
fflush(stdin) ;

printf ("\n truckLat = %f truckLng = %f ", truckLat, truckLng);

fflush(stdin) ;

}
else {
newlLat = RadianToDegree(endLatRads);
newlng = RadianToDegree (endLonRads) ;
fflush(stdin) ;
printf ("\n newlLat = %f newlng = %f", newlat, newlLng);
fflush(stdin) ;
}
}
/ *

* The function receives the longitutes and latitudes

¥ given by the On-board-unites of wvehicles.
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* These VANET participants can be a bicycle, a motorized wvehicle,

¥ a wheelchatr or E-scooter.

¥ The recetved tnformation is passed to be calculated to find the

distance
* between the two unites in meter

*/

double DistanceTo (double lat, double 1lng, double latitude,

longitude)

double R = EarthRadiusInKilometers * 1000;

double

double dLat = DegreeToRadian(lat) - DegreeToRadian(latitude);

double dLon = DegreeToRadian(lng) - DegreeToRadian(longitude);

double a = sin(dLat / 2) * sin(dLat / 2) + cos(DegreeToRadian (

latitude)) * cos(DegreeToRadian(lat)) * sin(dLon / 2)
dLon / 2);

double c = 2 * atan2(sqrt(a), sqrt(l - a));

double distance = c * R;

return distance;

*¥ The minimum stopping distance function for a bicycle.

¥ This function takes two arguments,

* sin(

¥ the speed of the bicycle in kilometre and the coefficient

friction
¥ for the dry condition road for a bicycle

*/

double MinimumStoppingDistance (double velocityKm, double

frictionCooeficient) {

/¥

* Here in the commented section, the minimum stopping distance

s modified with

* to tnclude a reaction time used for some experements
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¥ to find out if there 2s any differeces between the

* standard minimum stopping distance used in this section.

* return (((pow(velocitykm, 2) / (254.0*(frictionCooeficient)))
* + (velocitykm / 1.4)) + (velocitykm * (2.5 / 3600)));

*

*/

/% Minimum stopping distance */

return (((pow(velocityKm, 2) / (254.0*x(frictionCooeficient))) + (
velocityKm / 1.4)));

¥ The motorized wvehticle mininumum stopping
¥ distance function.

¥ The function receives two arguments

¥ the speed of the wehticle in kilometre

¥ and the the coefficient friction

¥ for the dry condition Toad for a wvehicle

*/

double MinimumStoppingDistance_Vehicle (double velocityKm, double

frictionCooeficient) {

int G = 0; /* assumed flat road for G */
double t_react = 1.66;
return ((0.278 * t_react * velocityKm) + pow(velocityKm, 2) /

(254 * (frictionCooeficient + G)));
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