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Abstract

In this thesis, point-to-point VSC HVDC transmission system and multiterminal
VSC HVDC transmission system simulation models are developed in an electromag-
netic transients program. This thesis explains the controls for the system and the
calculations necessary to build a simulation model for each type of system.

This thesis also discusses potential cyber-attack detection strategies and develops
potential responses to detected cyber-attacks on multiterminal VSC HVDC transmi-
sison systems. The cyber-attacks that are discussed are combinations of spoofed AC
voltage, AC current, AC real power, DC power, and DC voltage measurements. The
detection of these spoofed signals is achieved by comparing calculations using other
measured signals for the system.

A possible alternative method for detecting types of cyber-attacks that were per-
formed is also discussed. This method involves using the saturation of the modulating
functions of the controllers and unexpected values for the measurement signals from
the system. Possible control actions to take when an attack is detected are also

introduced and discussed.
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CHAPTER 1

Introduction

While most power transmission lines are AC, there are applications where it is cost
effective to use DC. These lines are called High Voltage Direct Current (HVDC) lines
for transmission applications. These lines are able to transmit power longer distances
or connect AC systems that are out of synchronization. HVDC controls are able to
quickly regulate power. They give the benefit of being able to supply a commanded
amount of power, unlike AC transmission lines which depend upon the voltage magni-
tudes and phase angle differences between surrounding buses. While HVDC systems
have benefits, they operate based off of measurements and communication which can
be vulnerable to cyber-attacks. This thesis will discuss the design of the simula-
tion models, develop and test methods to detect the cyber-attacks on multiterminal

HVDC transmission systems, along with potential responses to cyber-attacks.

1.1 Background Information

The vast majority of transmission lines in the world are AC transmission lines
[1]. The main reason for this is the transformer. Transformers are devices used to
change the voltage and current levels by a turns ratio. If the voltage is stepped up
(increased by the turns ratio), then the current would be stepped down (decreased
by the turns ratio). An ideal transformer has equal real and reactive power on both
sides. While ideal transformers do not exist in real life, the power losses resulting
from the transformer are small when compared to power transmission losses when
voltages are not stepped up to high levels for transmission. As previously stated,
when the voltage is stepped up, the current is stepped down, which results in lower

transmission power losses because power losses follow (1.1).



P=|I*R (1.1)

Due to the fact that transformers require a time varying magnetic field, almost
all transmission lines are AC. In order for DC transmission lines to be efficient, a
transformer is first used to step the AC voltage up. The AC is then converted to DC
using a power converter and transmitted along the dc line and converted back to ac
at the other end.

There are two main types of DC to AC converters used for high voltage power
transmission. One uses thyristor based line commutated current source converters
(LCC) and the other is based on self commutated voltage source converters, which
is called VSC HVDC transmission. This research will focus on the latter converter
technology.

One of the applications of HVDC transmission is that it can be used to transmit
power over longer distances. HVDC transmission lines are able to transmit more
power over longer distances than AC lines because the electric and magnetic fields for
DC lines only need to be charged once while AC lines charge twice every cycle. The
charging current for these lines increase as line length increases. The charging current
can be so large for underground cables, for example, that it is almost at the current
limit of the line, which severely limits the amount of power that can be transferred.
For DC lines, a capacitance behaves as an open circuit in steady-state. This allows a
DC line to operate in steady-state without a charging current once the line is charged
to operational level, allowing the DC line to transmit current up to the thermal
rating of the line. Long overhead AC transmission lines can have voltage stability
issues and require dynamic reactive compensation. Dynamic reactive compensators
can be expensive and HVDC becomes more cost effective than the dynamic reactive
compensators after about 600-800 km [2].

Another reason that HVDC lines are able to transfer more power is DC lines



don’t have skin effect like AC lines. The higher the frequency, the more skin effect
there is, and since DC lines have a frequency of zero, the current is evenly distributed
throughout the entire cable [3]. So for a given cable thickness, DC lines would be able
to transfer somewhat more power with lower losses than would be the case for a 60
Hz cable. DC transmission lines also only transmit real power while AC transmission
lines transmit real and reactive power. So for the same real power transmitted, DC
transmission lines would need smaller cables. DC lines also need less right of way
because they require two cables as opposed to the three required for AC systems.
Since AC systems consist of three phases, at least three conductors are needed, while
DC transmission lines only need two. Since DC transmission needs two conductors
and AC transmission needs three, DC transmission systems require less right of way.
This makes them less expensive, while more power is also able to be transferred on

fewer number of cables due to a combination of the effects discussed here.

1.2 HVDC Technology Applications

HVDC technology can be used in many different situations, where it is cost

effective. The main applications of this technology are:

e “long distance, large-scale power transfer;
e subsea and long-distance [underground] cable-power transmission;
e interconnecting asynchronous AC systems or systems with different frequencies;

e controllable power transfer between different nodes in an electricity market or

markets;
e AC grid stability support, ancillary service provision and resilience to blackouts;

e Connecting isolated systems like offshore windfarms or oil platforms.” [2]



As previously stated, HVDC transmission can be used when longer lines are
needed, which is approximately longer than 40-70 km for underwater cables and
600-800 km for overhead lines [4]. Underwater cables have a larger capacitance and
less inductance than overhead AC cables, making the distance that AC power can
be transmitted without compensation very limited. DC is competitive over AC for
undersea cables when the cable length is between 40-70 km and longer [2]. At this
distance the cost of the HVDC converters can be justified since the cost for compen-
sation for AC cables is very expensive. An example of this is a 580 km HVDC cable
between Norway and the Netherlands [2].

For overhead lines the distance where the cost of the converter is justified is much
longer. There are many cases where a shorter HVDC line can be justified for cases
such as right of way limitations, stability issues, and for connection of asynchronous
systems, to name a few.

Overhead lines have a smaller capacitance and more inductance than underground
or underwater lines making the charging current smaller and the distance where DC
lines are typically used are between 600-800 km or longer [2]. A good example of this
type of HVDC line is a “1360 km, 3.1 GW, +/- 500 kV Pacific DC intertie along the

west coast of the United States” [2].

1.3 Voltage Sourced Converters

VSCs represent a class of topologies for AC to DC power conversion. The type
of VSC that was modeled in the electromagnetic transients program for the HVDC
systems simulated in this thesis was a two-level VSC, which is shown in Figure 1.1 [5].
The basic results developed here will apply for other VSC topologies too, such as the
modular multilevel converter (MMC) and the neutral point clamped converter (NPC)
[4]. The MMC is a converter where each transitor in the two level VSC shown in

Figure 1.1 is replaced with a large number of single phase converter modules connected
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Figure 1.1: Two Level VSC

in series with the voltage divided between the series modules, reducing switching
losses. This type of converter is often used when a single switch cannot handle the
voltage or current requirements [4]. The NPC is a three level converter where each
cell shown in Figure 1.1 is a group of switches simpler than in the MMC, and the DC
voltage is divided across two capacitors that have a 0 V potential difference between
them, which results in each cell only needing to be rated for half of the DC voltage
[5].

A VSC supports bidirectional power flow between the AC and DC systems. The
direction of power flow on the DC side is controlled by reversing direction of the
DC current while maintaining the polarity of the DC voltage [5]. This is achieved
by modulating functions that control the operation of the switches. A pulse-width
modulation (PWM) scheme is used in a two-level VSC, but the modulation function
can also control the timing of switching in a MMC as well.

The simulation cases in this thesis use state-space averaged models for the VSC
because the results of interest for this project are steady-state results and cases with

slow dynamic responses. The state space averaged model is shown in Figure 1.2 [5].



Averaged VSC Model
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Figure 1.2: Averaged Model of VSC

The averaged model exhibits the same steady-state behavior and low frequency
dynamic response that the switching model would produce. The averaged model
does not produce the high frequency components that are in the actual converter
and represented in the switching model. In addition, the averaged model does not
implement the details of the PWM. Instead, the AC and DC outputs of the converter

are low frequency dynamic functions of the modulating signals [4].

1.4 Cyber-Attacks on Power Systems

While there has not been much research into the detection of cyber-attacks on
HVDC systems, there has been research done on cyber-attacks of AC systems through
the supervisory control and data acquisition (SCADA) system [6] [7]. A paper titled
SCADA-specific Intrusion Detection/Prevention Systems: A Survey and Taxonomy
provides an introduction and discusses abnormalities in signals received [8]. A specific

class of intrusion method discussed in the paper is called “anomaly detection.” This



method discusses using anomalies in the observed data to detect if something unusual
is happening on the system in order to detect an attack [8]. This thesis uses detection
methods very similar to the detection methods introduced in [8].

The second chapter in this thesis will focus on the construction of a simplified
simulation model for point-to-point VSC HVDC transmission systems. The design of
the system and normal operation with be discussed. The third chapter will discuss
multiterminal VSC HVDC transmission systems. The model used for this system
will be introduced as well as results for normal operation for the system. The fourth
chapter will discuss the detection of cyber-attacks on the multiterminal VSC HVDC
transmission system introduced in Chapter 3. The fifth chapter will show preliminary
results for applying the detection methods of Chapter 4 to a CIGRE benchmark DC
system. Chapter 6 introduces detection methods based on monitoring control signals.
That chapter will discuss how the modulating signals and other measurement signals
can be used to detect attacks. Chapter 7 will introduce potential responses to the
detection of a cyber-attack. It is important to note that the environment in which
the simulations are performed has no significant measurement noise. In a practical

system noise will provide additional challenges for detecting cyber-attacks.



CHAPTER 2
Development and Testing of a Point-to-Point VSC HVDC

Transmission Model

2.1 Control of Point-to-Point VSC Transmission System

The end goal for this project is to test schemes to detect and mitigate against
cyber-attacks on multiterminal VSC HVDC transmission systems. As a step toward
achieving that goal, a point-to-point VSC HVDC transmission system is developed
to help solidify modeling and control concepts.

A point-to-point VSC HVDC transmission system has two VSCs connected by
a HVDC line. A diagram of a point-to-point VSC HVDC transmission system con-
necting two AC grids is shown in Figure 2.1. A DC circuit model using a state space
averaged model appropriate for this simulation model for the system is shown in Fig-

ure 2.2. For this simulation model, the capacitors have been set at an initial charge

of Vigerey = 4500 V.

P1, 01 P2, Q2
Vacs 1+ + 1 Vacz
AC Ract  Laci T T Lacz  Racz
AC Average = v = Average ac
! —  Model oer Vooz Model
I = = I

Prefl, Qrefl

Figure 2.1: Point-to-Point VSC HVDC Transmission System [9]

The outer level control inputs for a point-to-point VSC HVDC system are Py,

Qref1; Qref2, and Vyerep. The other references needed for control of the system are cal-
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Figure 2.2: System Modeled in ATPdraw

culated from these four inputs and/or from system parameters such as AC impedance
or DC capacitance.

For the case in Figure 2.1, the power on the DC system is flowing from converter
one to converter two. Based on Figure 2.1, the power flowing into AC grid 1 is P,
would be a negative number, and P,, the power flowing into AC grid 2 is a positive
number. The VSC inner control loops use measurements and set points transformed
using the Parks transformation in (2.1) to operate in a two-axis synchronous reference
frame [5]. The real power reference is used to determine Iy..f, the d axis component
of I in the synchronous reference frame, and the reactive power reference is used
to determine Iy..f, the q axis component of Iy, in the synchronous reference frame.
The power reference for converter two must be calculated based on system quantities
to avoid an overdetermined system. P,.ss is calculated by a loop that regulates Vo,
which is measured on the system, and compared to Vgeer, which is an input to the
system. When Vg = Vieres, converter two is equal to the power injection from
converter one minus DC losses. If Vi > Vjerer then converter two is transferring less
power than converter one is injecting with the excess energy charging the capacitor
and increasing the voltage. The error between Vo and Vierer is put through a transfer

function to compute P.so [9]. The transfer function used in this simulation is based
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on the equation for energy stored in a capacitor since the error between V72 and
Virey Was used. The error signal input to the PI controller can either be the error
between Vg, and Vieres or it can be the error between Vi and V. . depending on
design preference, however using the squared terms gives linearity with the power
input commands. P, should be equal to the negative of P,.r; minus the losses in
the line. In this simulation, the error between V, and V., is used in the DC bus
voltage regulator and is shown in Figure 2.3. The transfer function used in Figure

2.3 is derived in Yazdani [9].

' + 022 s% + 50.9s% + 5685165 + 28937464.4 +
Vacrer _"O = nd B 53 + 75452 + 5685165 _"O_" Frez

I I

Vi Pgyr

Figure 2.3: P,p, Calculation from V., and V2.,

After P,.so is computed, Igiref, Lgiref, Lazres, and Igo,qr are computed from P.f1,
Prepa, Qref1, and Qrepa. Igrey and Iy.p are computed in the synchronous reference
frame instead of the stationary I, is because signals in the dq frame are constant
values in steady-state, making it easier to design a control system based on PI con-
trollers. Equations (2.2) and (2.3) are used to calculate I4..r and Iyer [9]. These
equations are derived from the equations for real and reactive power shown in (2.4)
and (2.5). The synchronizing reference is chosen such that V, is equal to 0. The
transformation to determine elements in the dq frame from the abc frame is shown
in (2.1) [5]. Once that is substituted and the equations are rearranged, the result is

(2.2) and (2.3) [9].
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Tq cos(wyt)  cos(wit —2)  cos(w,t — 2F) Tq
2
T | =3 —sin(wyt) —sin(wt — ) —sin(wt— )| X | x (2.1)
% : : : .
Lpos = ——P (2.2)
dref — 3% ref .
res = 520 23
qref — 3Vd ref .
3
P = §(Vdfd +V,1,) (2.4)
3
Q= 5(—Vdfq + V1) (2.5)

Equation (2.2) is implemented as part of Figure 2.4, which is the current regulator
for I,. After the reference value for I; is calculated from (2.2), a PI regulator deter-
mines a d-axis modulating function, My, to provide control of I;. The PI constants,
k, and k;, are calculated based upon (2.6) and (2.7) respectively. One approach for

determining the control gains for the PI regulator is to cancel the open loop pole

at *Lli“cc associated with the circuit impedance between the converter terminal and
the point of interconnect [4]. Equations (2.6) and (2.7) account for the resistance
and inductance as well as setting a desired time constant for the current regulator
response. The current regulator time constant, 7;, is typically in the range of 0.5-5
ms [4] [10]. The regulator time constant was set at 5 ms since a faster response is not

necessary for this application. The impedance of both of the AC systems was .0096

2 and .384 mH in this example. The output of the PI controller is then summed
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with a feed forward component. In the same junction, a component used to cancel
the cross-coupling between the d an q axes is subtracted from that summation. The
output of that junction is then divided by VTd to put the signal into per unit, thus

limiting M, between positive and negative one.
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Figure 2.4: Current Regulator for I,
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_ Lac

by = = (2.6)
ki - RAC (27)
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The current regulator for I, looks very similar to the current regulator for /;, and
is shown in Figure 2.5. The current regulator for I, has the same PI constants as the
the current regulator for /;. The current regulator for I, also contains a feed forward
component and a decoupling term. However, in this case the feed forward component
is in the q axis and the decoupling term is in the d axis. The current regulation for
I; and I, for each converter would use each system’s individual inputs. Converter
one would have inputs of P,.; and Q,.s. It would also have its own measurements
for Vg, Vi, 14, 1, and V.. The PI constants for converter one, k, and k;, would be
based off of the impedance to the point of interconnect for converter one. Converter
two would have the inputs Vyeer and Q,e¢. Converter two would also have its own
measurements for Vy, V,, 14, I,, and V.. The PI constants for converter two, k, and
k;, would be based on the impedance that is between the point of interconnect and
the converter terminals for converter two.

The outputs for the controllers are the modulating functions, My and M,, which
are limited to between positive and negative one. My and M, are then transformed
back into the stationary abc frame. For simulation purposes, they are used to calculate
the current injected on the DC system and the voltage on the AC side of the VSC
using the state-space modeling approach. In the process of transforming My and M,,
they are first transformed into the stationary o reference frame using (2.8) and (2.9).
Then the o and § components are converted to the abc frame using (2.10) through
(2.12) which are Blondel’s transformation. While this can be done in one step, two

steps were used in the simulation.
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Mapha = Mgcos(w,t) — Mysin(w,t) (2.8)
Mper, = Mycos(w,t) + Mysin(w,t) (2.9)
My, = Mipha (2.10)

_ \/gMbeta - Malpha

M, 5

(2.11)

_ \/gMbeta + Malpha
2

M, (2.12)

Once the modulating functions are put into the abc reference frame, they are
then used to determine state-space averaged converter model parameters. The values
directly impacted by My and M, are the converter terminal AC voltage and the DC
current injected into the DC system from the converter. The DC currents injected
into the DC system, as shown in Figure 2.2, are Ip and Iy for the positive and
negative poles respectively. Equations (2.13) through (2.23) show how Vi, ... Ip,

and Iy are related to by M.

M,V

Vi, (1) = 2d (2.13)
MV

Vi (8) = =5 (2.14)
MVy

Vi, (t) = =<4 (2.15)



14+ M.

1+ M,

Tac,(t)

1+ M,

Tac,(t)

Tac. (1)

Ip=1Ip, +1Ip, + Ip,

1—-M,

= Tac,

2

1 — M,
2

Tacy

1— M.
2

Tac,

In =1In, +In, + Ing

Ip; and Iy, is shown in (2.19) and (2.23).

15

(2.16)

(2.17)

(2.18)

(2.19)

(2.20)

(2.21)

(2.22)

(2.23)

The currents Ip and Iy are the same currents that are shown in the average model
that are flowing on the DC lines in Figure 2.2. Ip, the positive pole DC current from
converter one, would be the sum of Ipy,, Ipi,, and Ipy,. In1 is the sum of Iny,,
Inig, and Iyy,, where Iny,, In1,, and Iy, are all instantaneous currents. Ip; and
Iy are the current injections from the averaged model of converter one. Ipy and Iy9
are the current injections from the averaged model of converter two. This is shown

in Figure 2.2. The calculation of Ipy and Iy, which is similar to the calculation of
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This section has outlined equations behind the basic operation of a point-to-point
VSC HVDC transmission system model. To gain a better understanding of the actual
operation of the system and to demonstrate that the equations stated sufficiently
capture the dynamics of interest, a model of a point-to-point VSC HVDC system
was built in an electromagnetic transients program and the reference tracking of the

current regulators are shown in the next section of this thesis.

2.2 Electromagnetic Transients Program Simulation Results

of Point-to-Point VSC Transmission System

To demonstrate that the controls perform as expected, a simulation model is built
in an electromagnetic transients program. To demonstrate expected performance the
plots of the currents for each converter in the dq frame, I; and I,, will be shown
tracking their reference. The nominal DC voltage for this system is 4500 V. The DC
voltage setting is low due to the fact that the AC voltage at the point of interconnect
in this initial model is 1.8 kVir. P is a step function set to an initial value of -100
W to a final value of -50 W. P,.ro was calculated from the difference between dec and
me s Qres1 and Qrep2 were also varied. @Qrcs1 is a step function from an initial value
of 50 VARs to a value of 250 VARS after 0.8 seconds have elapsed in the simulation.
Then at 0.9 seconds, the reference is changed by a negative 200 VARs. Q2 is a step
function from an initial value of 25 VARs to a value of -175 VARs after 0.9 seconds
have elapsed in the simulation. Since P,y is used to calculate Ig..; and Q¢ is used
to calculated Iy..f, only the plots showing the actual values and references for /gi,e,

Tyives, Laores, and Igopc¢ will be shown in Figures 2.6 through 2.9.
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Figure 2.6: Ijiref and Iy

The simulation has a large start up transient at the beginning. Since the start up
behavior is not of interest in this work, the time scale in Figure 2.6 starts after the
start up transient has largely died down. When /4,.¢ steps up, it can be seen that
14 has a very good response because it is tracking the reference very closely. The
values are very close, showing the effectiveness of the control loop. As shown, the
change in Q¢ for converter one has no effect on P,.f1, which means there is not an
effect on I41,¢¢. There is a small amount of coupling between the d and q axes which

can be seen in the I;1 measurement in Figure 2.6 between 0.5 and 1 second.
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Figure 2.7: I ier and I

Similar to the plot in Figure 2.6, the time window in Figure 2.7 was shifted to not
show the start up transient. The change in I i,.s that can be seen is a result from
the change in @Q,.fi. The measurements show that the values for /,; and I i, are
very close, which means that the control loop is operating as expected. There is also
no visible response between changes in I,; from changes in Ij,.f, showing that the
reactive power response of the two converters are independent of each other. This
figure also shows that there is no change in /,; when I responds to a change in

reference.
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Figure 2.8: Igores and Igo

Similar to the plots in Figures 2.6 and 2.7, the time window in Figure 2.8 is shifted
to not show the start up transient. The change in I, that can be seen is a result
from the change in P,cf. It can be seen from the figure that Iz, and Izo,.¢ are very

close, which means that the control loop is operating as expected.
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Figure 2.9: Ij9,cr and Iy

Similar to the plots in Figures 2.6, the time window in Figure 2.9 is shifted to not
show the start up transient. The change in I 9, that can be seen is a result from the
change in @Q,cr2. The measurements show that the values for I,5 and I;o..¢ are very
close, which means that the control loop is operating as expected. As with Figure
2.7, there is no visible response between changes in I, from changes in Iji,.f. This
indicates that I,; and I, for the two converters are independent of each other.

Figures 2.6 through 2.9 demonstrate that the simulation is working as expected
and has a response that is sufficiently fast and appropriately free of significant steady-
state error for the system response to changes in real and reactive power. In practice,
the AC system may not be able to respond to sudden changes in the power references
and the commands may need to be ramped up or down instead of the step functions

that were demonstrated.
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CHAPTER 3

Multiterminal HVDC VSC Transmission Model

A multiterminal VSC HVDC transmission system is designed as a testbed for cyber-
attack studies and modeled in ATP using the control schemes in Voltage-Sourced
Converters in Power Systems: Modeling, Control, and Applications by Yazdani and
[ravani and High Voltage Direct Current Transmission: Converters, System and DC
Grids by Jovcic and Kahled [2] [5].

The multiterminal VSC HVDC transmission system, which was modeled in an
electromagnetic transients program, has four VSCs connected by HVDC lines. Each
VSC is connected to an isolated AC grid. A diagram of the transmission system

modeled is shown in Figure 3.1.

AC Grid 1

(Or=—

ACGrid 2

H
J_r_

AC Grid 3

=1

AC Grid 4

-
|

Figure 3.1: Diagram of modeled multiterminal VSC HVDC transmission system

The parameters for the system are chosen starting from desired voltage and power
ratings. The power limits for each converter were chosen first. The power rating cho-
sen for each converter was set at 900 MW. The nominal AC voltage for each converter

was chosen to be 180 kV line-to-line. Equation (3.1) was used to determine the AC
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equivalent impedance, where the short circuit MVA, MV Agc, of each converter was
set at five times its rating, and that the X over R ratio for each AC system is set at
10. This resulted in Z,, = %, Rac =0.716 Q, and Lo = 19 mH for each converter

with V},, = 1.0 for rated operation.

V2
MV Age = ZL:; (3.1)

Using an AC voltage of 180 kV line-to-line as the voltage base and 100 MVA as
the power base, the impedance base was approximately 324 ). Then the AC system
impedance is calculated using the X over R ratio. Since the power limit and AC
voltage are the same for each converter and AC system, all of the AC impedances
were the same. The impedance for the DC system was chosen arbitrarily as this
would be determined by the type of conductor and the length of the line. The DC
impedance of the system affects the power losses of the DC system. If the power losses
on the DC system plus the power demanded from the converters that are acting as
inverters is greater than the power that rectifiers are supplying, the DC voltage at
the converters that are acting as rectifiers will drop. To account for these losses, the
voltage of each converter is monitored. Since the DC voltage is monitored for those
converters, the DC voltage controllers at those converters will cause them to supply
more power to the DC system to bring the DC voltage back up to an acceptable level.
The resistances chosen for the DC lines for each pole are either 7 2 or 10 €2. The
DC resistances are shown in Table 3.1 where Ry, is the DC resistance between the

positive poles of converters one and two and between the negative poles of converters

one and two. It is similar for the other DC resistances and inductances listed.
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DC Resistance and Inductance Label | Resistance or Inductance
Rip 70
Ri3 10 ©
Ray 10 ©
R34 10 ©
Lyo 5 mH
Ly 5> mH
Loy 5> mH
L3y 5 mH

Table 3.1: Table of DC Resistances and Inductance between each pole of the VSC

3.1 Multiterminal VSC HVDC Transmission System Control

The inputs for each converter in the multiterminal VSC HVDC system are
Pref, Qref, and Vyerep. The other references needed for control of the system are
calculated from these three inputs or from system parameters and measurements
such as impedance or current measurements.

The power on the system is capable of flowing bidirectionally between each of
the converters as each converter can be set up to receive or transmit power. The
references needed to control the DC power are scheduled in advance and are set from
the control center. In this case the control center is emulated with fixed commands.
In this simulation a positive power command means that the power is flowing into
the AC grid and is acting as an inverter. The power reference determines how Ig.s
is controlled, which ultimately controls the real power flow between the AC and DC
systems at that converter.

If the converter is acting as a rectifier, it is controlled using DC voltage. If the

converter is acting as an inverter, its primary form of control is via a power reference.
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The inverter control changes such that the 4.y control for an inverter is switched to
be controlled a voltage reference if the voltage goes outside of a set threshold, which
is between 0.9 pu and 1.1 pu. The controls circuits determine whether the real power
is controlled via a voltage reference or power reference are shown in Figures 3.2 and

3.3. It I,

= 1, then the converter is controlled using a voltage reference. If I

voltage power

= 1, then the converter is controlled using a power reference. If both are the unit

value one at the same time, an error is thrown.

Pref1 —%
Zero ™|

X>Y

Switch Voltage Control

X
Vdemin " X>Y
Vdcl =

Vel —X
Weeman — -

X>Y

Vel %
¥ XY

Vievelmax

Zero —
ld_voltage

X=Y

¥
Pref1

Switch
Power
Control

Vieveimin —
Vo —L

XY

Figure 3.2: Logic to Determine if I4,.¢ is to Be Controlled Using a Voltage Reference

The controllers shown in Figures 3.2 and 3.3 are designed such that the inverter
will be controlled using the power reference unless the DC voltage goes above the
maximum voltage, 1.1 times the nominal V., or below the minimum voltage, 0.9
times the nominal V.. When the voltage is out of tolerance the controller determines
I4re5 using a DC voltage control loop as shown in Figure 3.5. When the voltage falls
below 1.05 times the nominal V. or above 0.95 times the nominal V. the control
reverts back to control based on a power reference.

The power reference calculation contains a voltage droop gain to alter the original
desired power reference to attempt to keep the voltage from getting out of range and

to allow multiple converters to be regulated voltage in parallel. The calculation for
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Figure 3.3: Logic to Determine if I4..s is to Be Controlled Using a Power Reference

P,s using a voltage droop gain constant is shown in Figure 3.4 [11]. The droop gain is
calculated using (3.2) and is set to 10,000 for this study system based on the nominal

power rating and the voltage range.

+ _
s = Q=[] Qe
i} i

Vdc P"'chommnnd.

Figure 3.4: Power Reference Calculation Using Voltage Droop Gain

2Pdcmaz

k roop — 3.2
droop ‘/dcmaz - ‘/dcmin ( )

After P,.; is computed for each converter, Iy..; and I ..; need to be computed
for each converter as well. The reason I4..5 and Iy.¢ are computed instead of I, ;
is because signals in the dq frame are slowly varying and are not sinusoidal values,

which makes it easier to design because for signals that are not sinusoidal, there is
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no steady-state error due to the integrating term in the PI controller. Effectively
modulating Ig..; and Iy yields no stead-state error.

To calculate I4,.¢ from the power reference and I,..¢ from a reactive power refer-
ence equations (2.4) and (2.5) are used as discussed in Chapter 2 [9]. The values for
the current regulator PI control loops, k; and k,,, are chosen based upon the respective
Thevenin AC grid impedances and the time constants. A typical time constant, 7;,
is between 0.5-5 ms [4]. For the AC systems that were used in this model, 7; was
chosen to be 5 ms. The resistance of each of the AC systems was 0.71287 2 and the
inductance was 0.01891 mH which were calculated from the desired short circuit ratio
(SCR) using (3.1). The k, and k; for the current PI controllers are calculated using
(2.6) and (2.7).

As mentioned in Chapter 2, the reference for I; can be calculated using two
different methods in this control loop. When P,.; is used to calculate Ig.¢, it is a
direct calculation using (2.4). When DC voltage regulation is used, it requires another
PI controller. When cascaded PI loops are used, the inner loop must operate faster
than the outer loop. To achieve this, equations (3.3) and (3.4) are used. Dividing the
constants by 7 makes the outer control loop approximately 7 times slower than the
inner control loop. The controller for the d-axis current is shown in Figure 3.5. The
controller for the g-axis current is the same as was used for the point-to-point system

and is shown in Figure 2.5.
k
kp, = =2 3.3
P 7 ( )

ki
kiv = = 34
- (3.4)

The modulating functions, M and M,, are limited to vary between positive and

negative one. They are transformed into the abc frame to control the converter output
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voltage to regulate AC current. This simulation uses averaged converter models,
so Mo are used to calculate the applied AC voltage and injected DC current at
described in Chapter 2. Equations (2.8) through (2.12) are used to put M, and M,
into the abc reference frame. The currents Ip, and Iy, arethe DC current injections
to the positive and negative poles for the averaged model as shown in Figure 1.2. The
calculation of the DC currents and AC voltages for the converter models using M.

are shown in (2.13) through (2.23).
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Figure 3.5: D axis Control Loop for Each Converter in a Multiterminal VSC HVDC
transmission system

3.2 Simulation Cases Demonstrating Routine Operation of

the Multiterminal VSC HVDC System

To demonstrate that the control scheme is working properly, P, Vieres, and
Qrey are set in the simulation for each converter. The control logic then determined
whether I; should be controlled based on the power or DC voltage reference for each
converter. If the power reference is used to calculate I4..f, the reference is offset from
the desired power reference based on the voltage droop gain and the voltage error.
These settings are calculated and set for each converter. The nominal V.. was set

to 450 kV. A 20 second simulation is used to test the controls to ensure expected
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operation. In this simulation converters one and three act as inverters and converters
two and four act as rectifiers. The first part of the simulation results are start-up
transients and don’t represent normal operation and that time period is not included

in the figures shown here. The simulations do not use start up sequences that would

be used in the field.

108
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Watts

1 | P
Fi

(8.5 sec) = 665.336MW
(8.5 sec) = 665 064MW

meas1

4 6 8 10 12 14 16 18 20
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Figure 3.6: Power reference for Converter One (P,.f1), and the Measured Power
for Converter One (P,,eqs1) in Response to a Step Change in Power Reference for
Converter One

Figures 3.6 and 3.7 show simulation results for converter one, where the converter
is acting as an inverter. Since the voltage is within normal limits shown in Figure 3.7,
Iirep is calculated from the power reference. Figure 3.6 also shows that the power
reference is tracking properly.

Figures 3.8 and 3.9 show the behavior of converter three. Figure 3.8 shows that
the power reference is the same as the power measured. This means that the control

logic that determines what Ig..f3 is creating a reference such that the real power
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Figure 3.7: V4., in Response to a Step Change in Power Reference for Converter One

reference is being tracked. This could also be deduced since the voltage stays above
Vie,,,,, shown in Figure 3.9. Figure 3.8 also shows that converter 3 is operating as an
inverter because the power is positive and that the PI loop is working properly.

Figures 3.10 and 3.11 show that the voltage references for converters two and
four are being tracked and within the voltage thresholds. If the voltage reference is
being tracked this means that the controller in Figure 3.5 is basing the calculation
for 14y on the DC voltage for converters two and four. Both of these converters are
acting as rectifiers. Since the voltage levels remain within an acceptable level for each
converter, this indicates that the power is balanced on the DC grid, since the voltage
level is an indicator of the power balance.

Figures 3.6 through 3.11 use another senario to demonstrate that the control
scheme is working as designed and has a stable response to changes in desired real
and reactive power. It is important to note that the AC system may not be able to

respond to large rapid changes in the power references and in practice power is ramped
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Figure 3.8: Power Reference for Converter Three (P,.s3), and the Measured Power
for Converter Three (Py,cqs3) in Response to a Step Change in Power Reference at
Converter One
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Figure 3.9: V.3 in Response to a Step Change in Power Reference at Converter One
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Figure 3.10: Vjerepo and Vi in Response to a Step Change in Power Reference at
Converter One

more slowly. A step change is shown here to evaluate converter control response to
an extreme condition.

This chapter discussed the control and normal operation of a multiterminal VSC
HVDC transmission system. This chapter also discussed the reasoning behind the
values that were chosen and calculated for the different components of the system.
The results of the simulation were shown to demonstrate that the references are being

tracked and that the system is operating as expected.
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Figure 3.11: Verepa and Vges in Response to a Step Change in Power Reference at
Converter One
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CHAPTER 4

Multiterminal VSC HVDC Transmission System

Cyber-Attacks

There are many potential cyber-attacks vectors. This chapter will look at attacks
modifying communicated measurement signals. To simulate the attack, certain mea-
surements are changed to a spoofed value. The number of signals that are changed at
one time are limited to either one or two. The attacks that have one signal spoofed
are referred to here as single attacks and the attacks with two signals spoofed are
called double attacks. To detect these cyber-attacks, the spoofed signals or calcula-
tions from these spoofed signals are compared with expected values calculated based

on physical relationships with other measurements.

4.1 Single Attacks

Four different types of single attacks were performed on this system. These attacks
spoofed the AC voltage amplitude, AC current amplitude, AC real power, and DC

voltage measurements.

4.1.1 AC Voltage Measurement Attack

To detect an AC voltage spoof cyber-attack, the measured AC voltage magnitude
can be compared to a voltage calculated from the three phase power magnitude and

can then be

measured current. This calculation shown in (4.1). Where |I4¢

expected

compared to the magnitude of the AC current for that converter. If the system is not

under attack, this value should be close or equal to zero.

’SSphase’
— [P3phasel (4.1)
3| Vipoos |

| ‘[Acempected
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Figure 4.1: AC system connected to converter 1

For this spoof attack |Vac|, shown in 4.1, was set to 115 kVyy RMS and the
normal voltage is about 104 kVyn RMS. Figure 4.2 shows the difference between
[TaC,, pecrea| and the measured |I[4c| during and attack, |lerror,a..|, and during no

attack, |I.
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Figure 4.2: Error between |l4c,,,.....| and the actual [I4¢| for the system under an

AC voltage spoof cyber-attack and under normal operation

Figure 4.2 shows that when there is no attack, the detector sees a value at or very

close to zero. The figure also shows that when there is an attack, I. is below

TTOTattack
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Zero.

4.1.2 AC Current Measurement Attack

To detect an AC current spoof cyber-attack, the measured AC current magnitude
can be compared to an expected AC current magnitude calculated from the three
phase power magnitude and the measured AC voltage. This calculation shown in
(4.2). [Tac,pecred

for that converter. If the system is not under attack, this value should be close or

can then be compared to the magnitude of the measured AC current

equal to zero.
For this spoof attack |I4¢| was set to have a peak of 1500 A where the set point AC
current would be about 1200 A peak. Figure 4.3 shows the error between | 4¢

expected |

and the measured |I¢|.
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Figure 4.3: Error between |I4¢,, ..,.,| and the actual |[I4¢| for the system under an

AC current spoof cyber-attack and under normal operation
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Figure 4.3 shows that when there is no attack, the detector outputs a value at or

very close to zero. It also shows that when there is an attack, I. is oscillating

TTOTattack

far above and below zero where the average value is a large negative number.

4.1.3 AC Real Power Measurement Attack

To detect an AC real power spoof cyber-attack, the measured AC real power
spoofed magnitude can be used to calculate the magnitude of the three phase apparent
power using the three phase reactive power measurement. This and the measured
voltage then can be used to calculate the expected AC current magnitude. This
expected AC current magnitude can then be compared to the measured AC current
magnitude. This calculation is shown in (4.1). |Iac,,,.....| can then be compared to
the magnitude of the measured AC current for that converter. If the system is not

under attack, this value should be close or equal to zero.

|[ . |S3phasespoofed
Acezpected - 3 | VAC |

(4.3)

For this spoof attack, |Psphase,,..;| Was set to 500 MW. As stated in Chapter 3,
the power rating of the converter is 900 MW. The power set point before the droop
control block is 544.43 MW, but with droop included the power set point is about

262 MW. Figure 4.4 shows the error between |/4¢,

expected

and the actual |Iac].
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Figure 4.4: Comparison of Error between |I4¢ and the actual |I4¢]| for the sys-

expected

tem under an AC power measurement spoof cyber-attack and under normal operation

Figure 4.4 shows that when there is no attack, the detector sees a value at or very
close to zero. It also shows that when there is an attack, it detects it since Ieyror,,,,0

is far above zero.

4.1.4 DC Voltage Measurement Spoof

To detect a DC voltage spoof cyber-attack, the measured DC power and the mea-
sured DC current can be used to calculate the expected DC voltage. This calculation
shown in (4.4). The expected DC voltage can then be compared to the measured DC
voltage for that converter. If the system is not under attack, this value should be

close or equal to zero.

Ppc

Vbe (4.4)

expected

Ipc

For this attack Vpe was set to 0.7*Vpe where the nominal Vpeo = 450 kV.

spoof meas?
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Figure 4.5 shows the error between |Vpc, ;| and the actual |Vpe,,.,.|-
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Figure 4.5: Error between Vpg,, ..., and the actual Vpc
DC voltage spoof cyber-attack and under normal operation

for the system under a

meas

Figure 4.5 shows that when there is no attack, the detector sees a value at or very
close to zero. It also shows that when there is an attack, it detects it since Ierror,,,, 0

is far above zero.

4.2 Double Attacks

After completing the set of single attacks on the system, a set of simultaneous
double attacks are developed that are crafted to be self consistent to thwart simple
detection schemes. Additional detection methods are developed to address these
potential cases. When there are two simultaneous attacks on the system, it will
be referred to as a double attack in this thesis. The four double attacks that are
performed on this system combine spoofed measurements for the AC voltage and AC

current, AC current and AC real power, DC voltage and DC power, and AC real
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power and AC voltage.

4.2.1 Combined Attack on AC Voltage and AC Current Mea-

surements

For the double attack on AC voltage and AC current measurements, the spoofed
AC Voltage is chosen to be a little above the expected AC voltage at 115 £V RMS.
The normal AC voltage is at about 104 £V, y RMS. The AC current measurement is
scaled such that the apparent power does not change. The calculation of this spoofed
current measurement is shown (4.5). The value for |I4c,,,,,| was chosen to fool the

detector developed in section 4.1.1 into thinking that there was no attack.

|SSphase| (45)

I —
| Acspoof | 3 | VAC

oo |

To detect the attacks, two methods were used. The method ¢, developed earlier to
detect a single attack and a new method that could detect both single and double at-
tacks. The first method calculated the expected current based on the measured three
phase apparent power for the measured (spoofed) AC voltage. The current from the
calculation is then compared to the measured AC current. Since the spoofed current
in this case is calculated using the three phase power and the spoofed AC voltage, it
is obvious that this method would not detect the attack. This method was chosen to
demonstrate how the detector could be fooled if the correct two measurements were
spoofed in a self consistent fashion.

The method ¢, calculates the AC current by subtracting the AC voltage, Ve, and
the AC voltage just outside the terminals, V7, and then dividing by the impedance
between these two measurement points. V1 and V4 are shown in Figure 4.1. This
calculated current is then compared to the measured AC current. This method is

shown in (4.6).



40

|VAC erminals VACS 00 |
‘IAceszCtedl = : |ZZAC” reel (46)

Figure 4.7 compares the responses of methodac, and methodac, for a double
attack on the measured AC voltage and AC current measurements. The signals
plotted are the outputs of the error calculations that result from using methodac,
and method ac, during normal operation in Figure 4.6 and during a double attack in
Figure 4.7. Methodac, determines the error between the measured AC current and
the AC current that is calculated using the three phase power measurement shown in
(4.1). Method sc, determines the error between the measured AC current and the AC
current calculated by calculating the difference between the two AC voltage phasors

and dividing the difference by the impedance shown in (4.6).

20

Methed
15 A{:mocra:k

Method
Acz‘m [=- =

Error [A)]

t [sec]

Figure 4.6: Error between |I4¢
during normal operation

| and |Iac,,,,.| for Methodac, and Method ac,

expected

Figure 4.7 shows the second method works for detecting this type of double attack
while methodac, does not. These are the results that were expected since the AC

current spoof was designed that way. The first method could still be used to detect
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Figure 4.7: Error between [Iac,, ,....q
double attack

and |Iac,,.,.| for Methodac, and Method sc, a

double attacks if the current had been changed randomly without trying to maintain

apparent power.

4.2.2 Combined Attack on AC Current and AC Real Power

Measurements

For the double attack on the AC current and AC real power measurements, the
spoofed AC current measurement was chosen to be 1500 A peak. The spoofed AC
real power measurement is calculated to be the spoofed current in the synchronous
dq frame multiplied by the correct components of the AC voltage measurement in the
dq frame. This is equivalent to the equations used in the abc frame to calculate real
power. This is done to try and fool the detectors into determining that these were
realistic numbers. Equation (4.7) shows the calculation for the spoofed real power,

where ¢ stands for power factor angle.
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PSphasespoof = ‘/d]dspoof + ‘/;11

dspoof

+ Volo,,.r = 3|Vacl|Lac|cos(¢) (4.7)

To detect the simultaneous attacks on the AC current measurement and AC power
measurement, two methods were employed. The first uses the AC power measure-
ment, and the second uses two AC voltage measurements and the AC impedance.
Since the AC power measurement is spoofed in this case, the first method is expected
to fail.

Method zc, starts by calculating the three phase apparent power magnitude from
the spoofed AC real power and the AC reactive power measurement. Then an AC
current magnitude is calculated by dividing the calculated AC apparent power by
three times the AC line to ground voltage magnitude. This is shown in (4.8). This

calculated AC current magnitude is compared to the measured AC current.

| S3phasespoof |

4.8
3|Vacl| (48)

’ [Acspoof | =

Method sc, calculates a current by calculating a voltage difference between two
phasor voltages and the known impedance between them. This assumes both voltage
measurements have a common time reference. This calculated AC current magnitude
is compared to the measured AC current magnitude, with the outputs of the two

detection schemes shown in (4.9).

|VACteT'7rLinals B VACsystem
|[Acegcpected | = |ZAC’

(4.9)

Figure 4.8 shows the responses of method o, and method ¢, during normal op-
eration with no attacks. Figure 4.9 shows the responses with a double attack on the
AC current and AC real power measurements. Note that method ¢, does not detect
this type of double attack. While method e, does not detect the attack, this plot

shows that method o, produces a large enough error signal to be useful in detecting
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Figure 4.9: Error between |Ixc,,,.....| and |[Iac,..,.| for Methodc, and Method ¢,

during a double attack

the attack because this signal is far above zero. However, the first method would
be useful in detecting attacks if the AC real power measurement had been crafted

differently.
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4.2.3 Combined Attack on DC Voltage and DC Power Mea-

surements

For the simultaneous attacks on the DC voltage and DC power measurements,
the spoofed DC voltage was chosen to be 420 kV because it was within the normal
range for the DC voltage, which is between 405 and 495 kV. The spoofed value is also
far enough below the nominal 450 kV to keep this converter in inverter mode as was
original setting in the simulation. The spoofed DC power measurement was chosen
to try and prevent the attack from being detected. The calculation for the spoofed
power is shown in (4.10).

Ipc (4.10)

Ppc, Vbe

poof spoof

Two methods are used to try to detect the attack on the measured DC voltage
and the attack the DC power measurement. If the DC power measurement had not
been spoofed to match the DC current, the first method would have been able to
detect the attack. Methodype, calculates the expected DC voltage based off of the
DC current and DC power. This expected voltage is then compared to the measured
Vbe, as shown in (4.4). This error between the measured signal and the calculated
signal and should remain at or close to zero for no attack.

The second method uses the each of the converter’s measured DC voltages to
calculate the expected DC line currents. The measured line currents on each DC
line leaving the converter are used to calculate the expected total DC current for
each converter. The current for the line connecting converters one and two is calcu-
lated using (4.11) and a similar approach would be used for each line current. This
method depends on maintaining secure communication between terminals. Equation
(4.11) uses the pole-to-pole voltages, so the voltage difference is divided by the total

resistance of the positive and negative poles (2*R;2). Equation (4.13) is used to com-
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pute the total DC current leaving converter one. A similar equation can be used for
each converter. Figure 4.10 shows a diagram of the DC system with a symmetrical
monopole configuration. This calculated value is then compared to the measured DC
current and the error of those two signals and should remain at zero under normal

operating conditions with no attack.

PDC1land IDC1

- 112
+ +
v Vv
S VDC1 vDc2 S
C C
T N — T W

+ +

Vv vV
5 vDC3 vDca S
C C

Figure 4.10: DC System Grid to Identify Spoofed Signals

Vber — Vbes
I = — - 4.11
DC12 2R12 ( )

Ipc.nn = IDC1, + IDCYs + -+ IDOYy (4.12)

As stated previously, the output signals from both methods should be at zero for
normal operation, as shown in Figure 4.11. When methody pc, is zero, the voltage
resulting from DC power measurement, divided by the DC current measurement is
equal to the measured voltage. When methody pc, is zero, the measured DC current

for converter one is the same as the calculated currents using the voltages of each
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Figure 4.11: Error results during normal operation from Methody pc,, which cal-
culates Vpo from Ppe and Ipe, and Methodype,, which calculates Ipe from the
system’s DC voltages and resistances
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Figure 4.12: Error results from Methody pe, which calculates Vpe from Ppe and
Ipc, and Methodype,, which calculates Ipe from the system’s DC voltages and
resistances, during a DC voltage and DC power measurement double attack with the
DC voltage spoofed to 420 kV

converter and each line’s resistance. Methody pc, detects the specific double attack,

while methody pc, was unable to do so due to the way Pp¢ is spoofed.
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The double attack described above would have limited impact on the system op-
eration since the DC voltage did not change significantly, and the converter operating
mode did not change. The change in Ppe would have some impact. If the DC voltage
had been spoofed to a value outside of the range where the converter controls main-
tain constant power it would have a larger impact on operation. Figure 4.13 shows
the outputs from the same detectors when the DC voltage is spoofed to 496 kV. It
can be seen from the figure that the output signal for methody p¢, is oscillating far

above and below zero, indicating that an attack is detected.

10%

sl 1k,
Mehodv
[+ T4

Method.

14585k aadk

Error [Wi{Method1), AlWethod2))

Figure 4.13: Error results from Methody pc, which calculates Vpe from Ppe and
Ipc, and Methodype,, which calculates Ipe from the system’s DC voltages and
resistances, during a DC voltage and DC power measurement double attack with the
DC voltage spoofed to 496 kV

If the DC voltage is spoofed to be 404 kV, which is outside the DC voltage range
for the converter operating as an inverter, the result of the detectors are shown in
Figure 4.14. Figures 4.13 and 4.14 both show that methody pc, does not detect the

attack but methody pc, detects the double attacks.
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Figure 4.14: Error results from Methody pe, which calculates Vpe from Ppe and
Ipe, and Methody pe,, which calculates Ipe from the system’s DC voltages and
resistances, during a DC voltage and DC power measurement double attack with the
DC voltage spoofed to 404 kV

4.2.4 Combined Attack on AC Real Power and AC Voltage

Measurements

To implement the AC real power and AC voltage measurement double attack,
the spoofed AC real power measurement was chosen to be 500 MW where the power
rating of the converter is 900 MW. The actual power setting before the droop control
is 544.43 MW, but with droop control the power set point is about 262 MW. The
AC voltage measurement was chosen to be the spoofed AC real power measurement
divided by three times the magnitude of the AC current times the power factor of
converter one to attempt to make detecting the attack more difficult. This is shown
in (4.13) where ¢ stands for power factor angle. The location of the spoofed AC

voltage can be seen in Figure 4.1.

P3phasespwf

1% = _ 2Phastepoor
ACereor = 3| Iiolcos ()

(4.13)
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Two methods were tested to try to detect this attack. The first method uses
a three phase apparent power magnitude and the measured AC voltage magnitude
to calculate the expected current magnitude, as shown in (4.14). The three phase
apparent power magnitude is calculated from the measured real and reactive power.
In this case, the real power is spoofed. The calculated current magnitude is then
compared to the measured current magnitude, with the difference used as the output
for this methodc,. This method is the same method that was used in 4.2.1 and

4.2.2.

’SSphase ’

1 = 4.14
| Acexpected | 3 ‘ VAC | ( )

The second method uses the AC voltage phasors at the terminals of the converter,
the AC voltage phasors at the point of interconnect, which is the spoofed AC voltage,
and the line impedance to calculate a current magnitude. This is the same method
that is used in 4.2.1 and 4.2.2 and is shown in (4.6). This magnitude is then compared
to the measured current magnitude, and the difference is the output for plotting and
could be an input to detection logic.

Figure 4.15 shows that when there is no attack on the system the detectors output
near zero, indicating they do not detect an attack. Figure 4.16 shows that the second
method detected the attack, note that the vertical scale is 10 orders of magnitude
higher than in Figure 4.15. While method ¢, did not detect the attack since the AC
voltage measurement was designed to match the spoofed AC power and the measured
current. If the AC voltage had not been spoofed consistently with the AC current,
the first method would have detected the attack.

This chapter has demonstrated single and double attacks on measurements used
as inputs for control loops can be detected on an MTDC VSC HVDC transmission
system. While these methods seem promising, more research is needed in this area

to determine thresholds of the detectors to minimize false positives.
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during a double AC real power and AC voltage attack




o1
CHAPTER 5

Application to CIGRE HVDC Benchmark Model

To demonstrate that these techniques can be applied to a general MTDC VSC
HVDC system, the basic concepts were applied to the DCS1 20140630 model from
the CIGRE B456 DC set of test systems [12]. This model has four isolated AC grids
with four voltage source converters. The DC grid is designed such that there is one
DC line to connect the two pairs of converters. The basic configuration of the system

is shown in Figure 5.1.

Ny N

AC AC

N N

AC AC

Figure 5.1: Basic diagram of the DCS1 Released 20140630 model of the CIGRE B456

DC test systems

One single spoof attack was performed on the system and the detection methods
developed in Chapter 4 were used. The attack performed on the system was spoofing
the AC real power measurement on a single converter. The spoofed power was set to
0.5 pu, where the Sp.ses for this system is 200 MVA. The power was calculated using

AC voltage and AC current measurements. This calculated value was then compared
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to the measured AC power, which in this case was the spoofed AC power. If the
error is at or close to zero, this would mean that the calculated and measured signals
match, and the detector output suggests that there is no attack. The error signal is
shown in Figure 5.1. This error reaches a peak of approximately 0.5 pu, which would

be about 100 MW.

VSOControll : Graphs
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Figure 5.2: The error between the calculated real power and the measured spoofed
AC real power signal for an AC real power spoof on the DCS1 20140630 model in the
CIGRE B456 DC benchmark test systems

This model was chosen because it is a MTDC VSC HVDC transmission system in
the CIGRE B456 DC test systems. This model also closely resembles the simulation
model used for Chapters 3 and 4, but has a control system design that varies from

the model used in Chapters 3 and 4.
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CHAPTER 6

Detection Methods Based on Monitoring Signals

The methods developed in Chapter 4 are able to detect many cyber-attacks on
measurements used by the control loop, but it is possible to craft attacks to fool these
methods. This chapter presents some general purpose methods to detect attacks that
are potentially harder to fool. One of the methods works best if the detection scheme
has access to the M, and M, synchronous reference frame modulating variables from

the current regulators.

6.1 Combined Attack on AC Voltage and AC Current Mea-

surements

Figure 6.2 shows My and M, at converter one during the simultaneous AC
voltage and AC current spoof attack described in Section 4.2.1. It can be seen from
the figure that My and M, are oscillating between the saturation limits of 1 and
-1. While saturation should be a clear indicator that the system is not operating as
intended, an energy detector can be implemented to differentiate between an attack

and an abnormal operating condition due to an AC or DC disturbance.
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Figure 6.1: M, and M, during a simulation AC voltage and AC current measurement

cyber-attack and converter one

6.2 Combined Attack on AC Current and AC Real Power

Measurements

Revisiting the AC current and AC real power measurement spoof attack from
Section 4.2.2, Figure 6.2 shows My and M, at converter one during the attack. The
figure shows that M, is saturating. This is a clear indicator that the system is
not operating as expected, as the system is designed such M, and M, should never
saturate under normal operating conditions. Since abnormal conditions can cause
similar behavior this does not give a clear idea of where the system is being attacked,
but it does give a clear signal to the operator that the system is not under normal

conditions.
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Figure 6.2: M, and M, during an AC current and AC real power measurement cyber-

attack and converter one

6.3 Combined Attack on DC Voltage and DC Power Mea-

surements

In one of the DC voltage and DC power measurement spoof attacks from Section
4.2.3, the DC voltage was set to 496 kV and the DC power measurement followed
(4.10). Figure 6.3 shows My and M, at converter one during that attack. It can
be seen from the figure that My and M, are oscillating back and forth between
the saturation limits of 1 and -1. As stated earlier, while saturation should be a
clear indicator that the system is not operating as intended, similar to the spoof
attack on the AC voltage and AC current measurements, an energy detector could be
implemented in this case to identify that the system is under attack or not operating

as intended.
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Figure 6.3: My and M, during simultaneous DC voltage and DC power measurement

cyber-attack and converter one

6.4 Combined Attack on AC Real Power and AC Voltage

Measurements

For the AC real power and AC voltage double attack from Section 4.2.4, the
modulating functions did not saturate, however the V; signal that was spoofed to
match the AC power and the AC current, was far above normal levels. Figure 6.4
shows V; at converter one during the attack, note the vertical axis has is order of
10, It can be seen from the figure that Vj is far above the normal 147 kV. If the
signals were monitored to check that they are within an expected range, the operator
would be able to see that they system is not operating normally. The represents and

addition measure that could be used for detecting attacks.
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Figure 6.4: V; for converter one during simultaneous AC real power and AC voltage

measurement cyber-attack and converter one
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CHAPTER 7

Control Response To Secure System Operation When an

Attack is Detected

Detecting the attack is only the first step. An equally important step is the
response to the detection. After a cyber-attack is detected the device(s) that are
being tampered with should be taken off line and replaced. This is done by either
switching out the controller or the measurement devices with secured back-up devices
that would be on site and that use independent communication networks, as shown

in Figure 7.1.

—  Cys) P(s)

u(s) ;Q-/ +
(s) TGl

e

H1(S) o

Hz[S) —*

Figure 7.1: Response to Cyber-Attacks

In Figure 7.1, u(s) is the reference, C(s) is the controller, P(s) is the plant or in this
case the HVDC system, y(s) is the output signal, H(s) is the sensor, and e(s) is the
error between the reference and the measured output. This figure shows two switches.
One is at the input to the controllers and the other is at the input to the sensors.
These switches are there to represent that the sensors or controller may need to be
taken off line and replaced if they are outputting incorrect values. The controller,
Cs(s), that replaces the original controller, (i (s), may have a slower response time

as the system is operated more conservatively while being evaluated to determine
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whether or not an actual attack is taking place and the extent of the attack. More
research is needed in this area to determine when to respond to an attack and how

effective this response is.
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CHAPTER 8

Summary, Conclusion, and Future Work

8.1 Summary

MTDC VSC HVDC technology has advanced to allow several initial MTDC
transmission grids to be built. HVDC systems allow for a more direct control of power
flow and a longer transmission distance for underground cables when compared to AC
systems. However, due to the technology involved with these systems, the potential
for a malicious hacker to attack the system increases.

This thesis developed a simulation model of a point-to-point VSC HVDC transmis-
sion system and then built upon it to build a multiterminal VSC HVDC transmission
system. Each system was demonstrated under normal operating conditions. Then
several potential cyber-attacks on measured signals transmitted to the controller via
a communication network were performed on the multiterminal VSC HVDC trans-
mission system. Several types of attacks were performed which were chosen because
of their potential impact on the system based on how it was controlled.

Methods to detect single or double cyber-attack on the system were developed
and tested. These methods were also applied to the DCS1 Released 20140630 model
from the set of CIGRE B456 DC test systems. It was shown that the principles of
detection could be applied to different systems.

Alternatively, it was shown that the cyber-attacks could be detected using the
modulating signals and the measured signals.

Once an attack was detected, the sensor and/or the controller should be switched
out with a functional device to return the system to normal operation. Some basic

concepts for this approach were presented.
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8.2 Conclusion

Overall, this thesis demonstrated that cyber-attacks can be detected using calcu-
lations based on system measurements or signals. For the cyber-attacks that were
performed on this system, all were able to be detected using at least one method
discussed. This was done with several combinations of measurements, some utilizing
basic circuit theory, and another using the modulation function outputs from the con-
troller. These methods were shown to be able to apply to other MTDC VSC HVDC
transmission systems using the DCS1 Released 20140630 model from the set of CI-
GRE B456 DC test systems. More research would need to be conducted in this area
to apply the ideas explored in this thesis onto other MTDC VSC HVDC transmission
systems.

This thesis also established a potential reaction to detected cyber-attacks. This
response is to take sensors or the controller off line and replace them if they are
compromised. More research is needed to determine criteria to switch controllers or

measurement sources to reduce the impact of false positives.

8.3 Future Work

This thesis introduced methods to identify a set of single and double cyber-attacks
along with a possible response to an attack detection that can be applied to multi-
terminal VSC HVDC transmission systems. More research needs to be conducted to

build upon these approaches. Future work that could be done includes:

1. Simulating and analyzing a more comprehensive set of cyber-threats. While
different cyber-attacks were created, they do not cover much of the set of cyber-
attacks that could happen. The type of attacks that cause the most impact to

the system could differ based upon the system design and control.
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. Create a general purpose detection scheme combining the methods developed in
Chapter 4 running in parallel. Develop criteria for setting thresholds to declare
an attack is taking place and determine criteria for the number of samples

exceeding the detection threshold in order to declare an attack.

. Evaluate response of detection methods with measurement noise and present
and evaluate the response during changes in system loading and in response to

AC and DC transients and disturbances.

. Test detection methods and response in real time. The cyber attacks and the
detection used were performed at the same time with the same person acting as
attacker and defender. Once the criteria for a threshold to declare an attack has
been set, the system response should be tested in real time with the cyber-attack

and detection roles played by different users.

. Testing the methods for detecting cyber-attacks on a hardware implementation
of the control system in a hardware-in-the-loop simulation environment. The

cyber-attacks in this thesis were performed on a simulation of a system.

. Build on detection methods introduced in Chapter 6. The expansion could
include criteria for the decision to declare a cyber-attack is occurring versus a
routine power system disturbance. This work could also detail how reaction
time to the energy detector outputs would impact false detection frequency.
The trade-offs between the impact of a failure to detect an attack and a false

positive should also be studied.

. Expand on the control response discussed in Chapter 7. Further testing of
the effectiveness of this response is needed. Further research should also be put
into when to switch out controller and the sensors. Possible considerations could

be the length of the time window necessary to positively identify the attack,
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the impact of false positives on system operation, and methods to insure the

replacement controller and measurements are not compromised.
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