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Abstract

Cyber defense competitions provide students with a hands-on, real world opportunity to
learn, practice, and perform the tasks which they will be expected to complete in the workplace.
Cyber defense competitions include red-blue exercises (attack-defend), capture the flag compe-
titions, level based challenges, and environment configuration type activities. The availability of
current training material for cyber defense competitions is limited, especially when considering
the subset of materials which are targeted for cyber defense competitions, freely available, and
modifiable for extended use. CYbersecurity Oriented Training Environment and Exercises (CY-
OTEE) is a project intended to fill the need for preparatory material targeted for traditional
cyber defense competitions. The project is freely available with all content downloadable from
the project GitHub repository:
https://github.com/CenterForSecureAndDependableSystems/CYOTEE.

The specific contributions described in this thesis are nine laboratory exercises: six hands-
on and three discussion-based. These exercises task the participants with completing various
competition relevant challenges. Each laboratory exercise includes the following sections: (1) a
specification for any prerequisite technology needed, (2) learning objectives, (3) a mapping to
relevant knowledge, skills, and abilities from the NIST NICE Cybersecurity Workforce Frame-
work, (4) background necessary to complete the exercise, (5) the expected completion time, (6)
configuration and setup steps needed which includes an initialization script where needed, (7)
the challenges for the exercise, and (8) solutions to the challenges. The topics for the laboratory
exercises in CYOTEE are directly motivated by common topics at cyber defense competitions.
While the project is specifically targeted for competition preparation, it addresses core cyber-
security concepts which can be utilized outside of competition preparation or the academic

environment.
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Glossary of Frequently Used Terms

Capture the Flag competitions are a type of competition. Typically in a
CTF, participants solve a challenge and are rewarded with a flag (a string of
text). This flag is then submitted to earn points. Most CTFs have

challenges in various categories with increasing level of difficulty.

Cryptography is the process of encrypting and decrypting messages to
ensure security. Encryption is the process of converting human

comprehensible plain text to a non comprehensible cipher text.

Cyber Defense Competitions are events in which blue teams compete against
a red team. At these competitions, blue teams are given vulnerable
environments and are tasked to secure and defend their environment against
active attacks for the red team. The red team is comprised of cybersecurity

professionals.

Cybersecurity is the science of defending, protecting, and securing

computing environments from threats in cyber space (the Internet).

A database is a structured set of information (data). In this context,

databases are stored and maintained on a computer.
A directory is a folder on a computer.

A domain is a group of computers and users that are remotely managed

based on a set of rules and policies.

An environment in this context is the collection of the network, computers,

and physical objects used in an organization.

An exploit, in this context, is an event or action which takes advantage of a

vulnerability to cause damage to a machine or organization.
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Hypertext Markup Language (HTML) is a programming languages used to

write web pages. HTML is used to provide the content for a web application.
Linux is an open source operating system based on UNIX.

A machine is any computer or device in an environment. This includes

desktops, laptops, cell phones, etc.

MySQL is a database management tool. MySQL allows a user to interact
with a database to read contents, insert data, remove data, and perform

other actions.

Networking is the action of connecting computers and devices to each other

through devices such as routers and switches both physically and wirelessly.
Nginx, among other things, is an application used to serve web pages.

An operating system (OS) is the software that supports a computer’s basic
functions, such as scheduling tasks, executing applications, and controlling

peripherals.

PHP is a language used in web applications to enable communication

between the web application and a corresponding database.

A query is an action performed on a database. Queries allow a user to

insert, read, remove, and modify data in a database.

Risk, in this context, is the possibility for a machine or organization to be

exposed to danger.

A server is a computer which performs a specialized or central task such as

hosting a web page or database.

A terminal is an application, commonly found in Linux and UNIX, which
allows a user to enter commands sent directly to the operating system to

perform an action.
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A threat is any event or action which presents the potential for damage to a

machine or organization.

Ubuntu is an open source Linux-based operating system developed by

Canonical.
UNIX is an early operating system designed by Bell Labs.
The user is the human who is using a machine.

Virtualization is the act or creating a virtual version of hardware, operating

systems, or other computing devices.

A virtual machine is a machine which has been virtualized to perform the

tasks of the virtualized environment.

VMware is a virtual machine manager which can be used to create and run

virtual machines.

A vulnerability, in this context, is an aspect of a machine or organization

which can be exploited.

Windows is an operating system developed by Microsoft.



CHAPTER 1: INTRODUCTION

1.1 BACKGROUND

Cyber defense competitions (CDCs) provide students with a hands-on, real world oppor-
tunity to learn, practice, and perform the tasks which they will be expected to complete in
the workplace. CDCs include red-blue exercises (attack-defend), capture the flag competitions,
Jeopardy style competitions, level based training exercises, and environment configuration type
activities. In a traditional CDC, commonly referred to as red-blue or attack-defense compe-
titions, the blue team (team of students) defend an infrastructure against a red team (team
of professionals) with the goal of compromising the student team’s infrastructure. The blue
team are challenged with hardening and securing an infrastructure comprised of various ma-
chines containing vulnerabilities. Simultaneously, the red team will attempt to discover the
aforementioned vulnerabilities in the blue team’s machines and perform exploits to compromise
the infrastructure.

Another class of competitions is the “capture the flag” competition. At a capture the flag
competition, participants complete various challenges including, but not limited to, decrypting
messages, reverse engineering executables, discover a hidden message in an image, or hack a
web page. By completing these challenges, participants are presented with a “flag”, typically a
string of text, which can then be entered for points.

Yet another class of competitions is the “Jeopardy style” competition. This type of compe-
tition is designed with multiple categories of challenge with increasing point values correlated to
the difficulty of the challenge. Although not necessarily required, Jeopardy style competitions
are frequently used in capture the flag competitions as the backbone for the challenge categories
and flag point values.

Although not necessarily a competition, “level based training exercises” can be used to learn
or refine skills. This type of training begins by tasking the participant to complete a basic level
challenge with increasingly complex challenges as levels increase. This type of exercise is often
more of a game, rather than a competition but can be used in a competitive environment.

“Environment configuration” type activities task the participant to perform various configu-



ration steps on a machine, network, or system. Tasks will vary based on the environment being
configured. In a network configuration activity, challenges may include network segmentation
and inbound/outbound firewall rule creation. In a domain configuration activity, on the other
hand, challenges may include create user groups and organizational units as well implementing
and deploying group policy objects.

Related projects include the SEED Labs, the NIST NICE Challenge, EDURange, Incident
Response Training Scenarios, and Online Training Coursework. The SEED Labs are hands-on
laboratory exercises which focus on exploiting common security vulnerabilities including SQL
injection, cross site scripting, and buffer overflows. The NIST NICE Challenge is an online
exercise which participants schedule a time to complete in the cloud and includes a set of
challenges which map directly back to the NIST NICE Cybersecurity Workforce Framework.
EDURange is a project in which participants complete various exercises on cloud servers with
discussion questions following exercise completion. Incident Response Training Scenarios provide
participants with the opportunity to discuss various responses to example scenarios of cyber
incidents, as a real incident can be challenging to design and implement in the real world.
Various organizations have created sample incidents with related discussion questions. Online
Training Coursework can be completed to achieve an in-depth understanding of the topic being
covered in the course. Various organizations provide online training coursework.

Cybersecurity standards have existed for decades with new standards being developed. Ex-
isting standards include the International Organization for Standardization (ISO) standards for
cybersecurity, the Defense Federal Acquisition Regulation (DFARS), the Secure Controls Frame-
work (SCF), and the National Institute of Standards and Technology’s National Initiative for
Cybersecurity Education (NIST NICE) Cybersecurity Workforce Framework. The NIST NICE
Framework most relates to the objectives of this thesis as it provides a taxonomy of cybersecurity

workforce roles and the knowledge, skills, and abilities needed to perform a work role effectively.

1.2 PROBLEM

Cyber defense competitions are a good platform for learning, practicing, and refining vari-



ous cyber defense techniques. Cyber defense competitions enable students to have a real world
experience in an enterprise information technology (IT) environment. This real world experi-
ence includes hardening vulnerable machines, maintaining uptime of critical services, providing
technical support, documenting and reporting on incidents, and responding to public relations
requests, all while under duress from red team attacks.

In order for students to get the most from their experience at a cyber defense competition,
they should be adequately prepared in not only the basic concepts of cybersecurity, but also
core skills needed at cyber defense competitions. The availability of current training material
for cyber defense competitions is limited, especially when considering the subset of materials
which are targeted for cyber defense competitions, freely available, and modifiable for extended

use.

1.3 PROPOSED SOLUTION AND CONTRIBUTIONS
1.3.1 PROPOSED SOLUTION

CYbersecurity Oriented Training Environment and Exercises (CYOTEE), my contribution,
is a project intended to fill the need for preparatory material targeted for cyber defense com-
petitions. CYOTEE is a freely available project which will be available on a public GitHub
repository. The virtual machines (see chapter 4) which are used in CYOTEE are modifiable
and can be extended past the associated laboratory exercise (see chapters 5-13) for further
preparation.

The specific contributions described in this thesis are nine laboratory exercises (six hands-
on and three discussion-based) which task the participant with completing various competition
relevant challenges.

The laboratory exercises address concepts which relate to common tasks required of a blue
team at a CDC. The laboratory exercises presented in CYOTEE cover the following topics: the
Linux terminal, Linux hardening, MySQL hardening and usage, web application security, active
directory, customer service, organizational management, and incident response.

Each laboratory exercise includes the following items: (1) a specification for any prerequisite



Contribution # Chapter in Thesis Title

Contribution 1 Chapter 4 Configuration, Setup, and Environment
Selection

Contribution 2 Chapter 5 Basics of the Linux Terminal

Contribution 3 Chapter 6 Linux Hardening

Contribution 4 Chapter 7 MySQL Usage & Hardening

Contribution 5 Chapter 8 Creating a Vulnerable Web Application

Contribution 6 Chapter 9 Web Application Hardening

Contribution 7 Chapter 10 Active Directory Usage & Hardening

Contribution 8 Chapter 11 Performing Customer Service at Competi-
tions

Contribution 9 Chapter 12 Organizational Management Tasks Ap-
plied at Competitions

Contribution 10 Chapter 13 Introduction to Incident Management and
Response

Table 1.1: Contributions by Chapter and Title

technology needed, (2) learning objectives, (3) a mapping to relevant knowledge, skills, and
abilities from the NIST NICE Cybersecurity Workforce Framework, (4) background necessary
to complete the exercise, (5) the expected completion time, (6) any configuration and setup steps
needed which includes an initialization script where needed, (7) the challenges for the exercise,
and (8) solutions to the challenges.

The topics for the laboratory exercises in CYOTEE are directly motivated by common topics
at cyber defense competitions. CYOTEE was developed with the intent of supporting students
in preparing effectively for cyber defense competitions. CYOTEE laboratory exercises and the
associated initialization script are free, removing financial ability as a factor in ability to access
preparatory material. After completing a CYOTEE laboratory exercise, a student or proctor
can modify the virtual machine to add more vulnerabilities or using the virtual machines in a

red-blue exercise.

1.3.2 CONTRIBUTIONS

The contributions (laboratory exercises) are listed in table 1.1:



CHAPTER 2: BACKGROUND

CYOTEE was created based on motivation from various sources. One goal of CYOTEE was
to provide a holistic approach to learning by combining reading, lecture, and hands-on learning.
Because CYOTEE is targeted at CDC preparation, multiple CDCs were used as motivation
for the design of CYOTEE as well as the topics covered. In order to validate the learning ac-
complished by CYOTEE, learning outcomes needed to map to a standard or framework which
defines core cybersecurity roles and the necessary concepts to effectively perform in that role in

the workforce. This chapter discusses the various motivation and background for CYOTEE.

2.1 A HoLISTIC APPROACH TO LEARNING

It has been suggested that hands-on learning is important to a holistic approach to learning
[10]. While a “best way” to teach has not been discovered, the integration of hands-on learning to
modern curricula has been shown to be effective [10]. In addition, reading is another important
method of learning which should not be ignored [12]. CYOTEE support both ways of learning,
hands-on and reading.

CYOTEE supports hands-on learning by tasking students to complete challenges in each
laboratory exercise. These challenges require students to mitigate against vulnerabilities, con-
figure machines, utilize applications, and discuss cybersecurity concepts. Students have the
opportunity to learn about and practice various cyber defense skills through the laboratory
exercises.

CYOTEE supports learning via reading by providing the students downloadable oratory ex-
ercises. The lab exercises include tasks along with an explanation of the vulnerability associated
with the task. In addition to the tasks, each lab exercise includes with a guided walkthrough
which outlines step by step how to complete each challenge in detail as well as provide rationale
for the steps outlined. The guided walkthrough can be used either individually for self-guided

study, or by a professor or proctor when teaching a course.



2.2 WHAT 1S A CYBER DEFENSE COMPETITION?

Traditional cyber defense competitions (CDCs) are training exercises in which a team of
attackers exploit vulnerabilities in the infrastructure of a team of defenders. The team of at-
tackers are known as the red team while the defending team is known as the blue team; these
training exercises have also been referred to as red-blue exercises. In a typical CDC, there may
be multiple blue teams and multiple red teams.

It is standard at CDCs that the blue team receives an inherently vulnerable infrastructure.
There is often a story line spun around the competition in which the previous information tech-
nology (IT) team was unable to defend the infrastructure so the blue team has been called in
to harden the vulnerable systems and defend against attacks from the red team. Vulnerabilities
may include weak or default passwords, malicious accounts, and back doors. It is the task of
the blue team to identify as many vulnerabilities of the inherited infrastructure as possible and
subsequently patch or harden them so as to keep the red team from exploiting the vulnerabili-
ties.

The infrastructure at these competitions is typically made up of common services. Services
are the applications which the blue teams are tasked with securing. Services include common
applications such as database servers, web servers, domain controllers, firewalls, and workstation
hardening. A database server contains information relating to the story line in the competition.
For example, if the story line were that the I'T team was working for a professional athletic
team, the database may contain athlete statistics. A web server manages the website for the
organization. If the athletic team example, the website may contain a schedule, ticket infor-
mation, and athlete statistics which are drawn from the database. A domain controller can
be used to manage multiple machines on a domain. In an enterprise environment, there are
many computers, all which must comply with company security policy. A domain controller
can be used to push the policy out across the entire domain to ensure that all machines are
appropriately configured. Firewalls provide I'T teams with a tool to systemically control what
network traffic is allowed both inbound and outbound using various different filters including,

but not limited to, Internet Protocol (IP) addresses and network protocols. Workstations are



the individual computers which employees work at on a daily basis. These machines, while not
necessarily running any critical services, can contain sensitive information and have access to
systems which run critical services. Ensuring that workstations are properly configured and
secured is vital to a secure infrastructure.

These services are scored based on what is known as “up-time”. At competitions a score
bot checks to see if the service is up, running, and accessible, if yes, then the team receives
up-time points for that service. If a service is down, it may be indicative of the system being
compromised by the red team. Blue teams must then work to identify, detect, and remove the
intruder from the impacted machine, at which time they will resume earning up-time points.
In addition to keeping services up, blue teams must also perform business tasks to emulate the
corporate side of IT. These tasks include answer phone calls, responding to emails, maintaining

logs, reporting incidents, and responding to requests from corporate.

2.3 CYBERSECURITY STANDARDS AND FRAMEWORKS

Various organizations have set out to standardize and define the core concepts surrounding
the field. In the early 2000s, the International Organization for Standardization (ISO) released
the first revision of the ISO 27000 family of standards [106]. The 27000 family of ISO standards
outlines standardization for information security management systems [104, 105]. Revisions
have been made to the various standards within the family in addition to new standards being
created [104, 105, 106].

Another set of standards in the field of cybersecurity is the Defense Federal Acquisition
Regulation (DFARS) [107]. The DFARS set standards and regulation for Federal acquisitions
across the U.S. Department of Defense [108]. The DFARS are updated and amended on a regular
basis to keep up with modern cases, including up to the present date in November 2019.

In 2018, the Secure Controls Framework (SCF) was created [111]. The SCF aims to create
a standardized taxonomy to help individuals in different cybersecurity related roles to speak
a common language [111]. The SCF specifically aims to taxonomize the various types of obli-

gations an organization may have. These obligations include statutory obligations, regulatory



obligations, contractual obligations, and industry-recognized leading practices [109, 110].

The National Institute for Standards and Technology (NIST) developed the National Ini-
tiative for Cybersecurity Education (NICE) Cybersecurity Workforce Framework [54, 55]. The
NIST NICE Cybersecurity Workforce Framework is specifically targeted at defining and spec-
ifying the various knowledge, skills, and abilities an individual must possess to successfully
integrate into the workforce in the respective work role. Because cyber defense competitions
aim to provide students with a real world experience in information technology (IT) to prepare
them for integration into the workforce, the NIST NICE Cybersecurity Workforce Framework is
utilized in CYOTEE to map the learning outcome of each laboratory to the relevant knowledge,
skills, and abilities.

The NIST NICE Cybersecurity Workforce Framework is comprised of Categories, Specialty
Areas, and Work Roles. Each Work Role contains a set of knowledge, skills, and abilities which
are necessary for effective completion of tasks in that role [54, 55].

The entire NIST NICE Cybersecurity Workforce Framework is detailed in NIST Special
Publication 800-181 [54]. As the threat posed by cyberattacks grows, the need for a collective,
knowledgeable, and well prepared cybersecurity workforce grows as well. The NIST NICE
Cybersecurity Workforce Framework supports “a partnership between government, academia,
and the private sector working to energize and promote a robust network and an ecosystem of
cybersecurity education, training, and workforce development” [54].

By employing the NIST NICE Cybersecurity Workforce Framework across training exercises,
a more uniform and consistent workforce is developed. The U.S. Department of Homeland
Security’s National Initiative for Cybersecurity Careers and Studies [56] and the SANS Institute
[57], along with NIST, outline the Categories, Specialty Areas, and Work Roles in detail.

The NIST NICE Cybersecurity Workforce Framework contains seven Categories [54, 55, 57],

namely:
1. Analyze
2. Collect and Operate

3. Investigate



4. Operate and Maintain
5. Oversee and Govern
6. Protect and Defend

7. Securely Provision

The three categories most relevant to CYOTEE are Protect and Defend, Operate and Main-
tain, and Securely Provision. These categories have the following specialty areas, respectively

[54, 55, 57]:
Protect and Defend
1. Cyber Defense Analysis
2. Cyber Defense Infrastructure Support
3. Incident Response
4. Vulnerability Assessment and Management
Operate and Maintain
1. Data Administration
2. Knowledge Management
3. Customer Service and Technical Support
4. Network Services
5. Systems Administrator

6. Systems Analysis
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Securely Provision

1. Risk Management

2. Software Development

3. Systems Architecture

4. Systems Development

5. Systems Requirements Planning

6. Technology R&D

7. Test and Evaluation

Diving deeper, the specific specialty areas (along with the specific Work Role ID) most
relevant to CYOTEE include the following (see Appendix A for the NICE Specialty Area De-

scriptions associated with each specialty area below) [54, 55, 57]:

e Incident Response (CIR), PR-CIR-001

Cybersecurity Defense Infrastructure Support (INF), PR-INF-001

Data Administration (DTA), OM-DTA-001

Customer Service and Technical Support (STS), OM-STS-001

Software Development (DEV), SP-DEV-001, SP-DEV-002

Technology R&D (TRD), SP-TRD-001

Test and Evaluation (TST), SP-TST-001

Delving another level deeper into the NIST NICE Cybersecurity Workforce Framework,
specific knowledge, skills, and abilities (KSAs) are associated with each Work Role. The following
KSAs (along with their KSA ID) associated with their respective Specialty Area and Work Roles

are most relevant to CYOTEE [54, 55, 57]:

e Incident Response (CIR), PR-CIR-001
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— K: Cybersecurity and Privacy Principles, K0004

K: Cyber Threats and Vulnerabilities, K0005

— K: Application Security Threats and Vulnerabilities, K0O070

S: Recognize Types of Vulnerabilities, SO078
e Cybersecurity Defense Infrastructure Support (INF), PR-INF-001

— K: Basic System and OS Hardening Techniques, K0205

— S: System, Network, and OS Hardening Techniques, S0121

— S: Apply Cybersecurity and Privacy Principles to Organizational Requirements, S0367

— A: Apply Cybersecurity and Privacy Principles to Organizational Requirements,
A0123

e Data Administration (DTA), OM-DTA-001

: Cybersecurity and Privacy Principles, K0004
: Cyber Threats and Vulnerabilities, K0005

: Data Administration, K0020

: Database Management Systems, K0023

: Query Languages, K0069

: Database Access Application Programming, K0197

|
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: Database Theory, K0420

S: Conducting Queries, S0013
— S: Generate Queries, S0037

— A: Maintain Databases, A0176
e Customer Service and Technical Support (STS), OM-STS-001

— K: Cybersecurity and Privacy Principles, K0004

— K: Cyber Threats and Vulnerabilities, K0O005



: Electronic Devices, K0114

: File Extensions, K0116

: Industry Best Practices for Service Desk, K0237

: Organization’s Information Classification Program, K0287
: Basic Operation of Computers, K0302

: Documenting Reported Incidents, Problems, and Events, K0317

|
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: Accurately Define Incidents, Problems, and Events, A0025

e Software Development (DEV), SP-DEV-001

K: Cybersecurity and Privacy Principles, K0004

— K: Cyber Threats and Vulnerabilities, K0O005

K: Programming Language Structures and Logic, K0068

— K: Application Security Threats and Vulnerabilities, K0070

K: Secure Coding Techniques, K0140

S: Designing Countermeasures to Identified Security Risks, S0022

— S: Developing and Applying Security System Access Controls, S0031

S: Writing Code, S0060

— A: Develop Secure Software, A0047
e Technology R&D (TRD), SP-TRD-001

— K: Cybersecurity and Privacy Principles, K0004

K: Cyber Threats and Vulnerabilities, K0005

— K: Application Vulnerabilities, K0006

K: Hacking Methodologies, K0310

S: Applying Secure Coding Techniques, S0172

e Test and Evaluation (TST), SP-TST-001

12
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— K: Cybersecurity and Privacy Principles, K0004

K: Cyber Threats and Vulnerabilities, K0005

K: Test and Evaluation Processes, K0250

— S: Conducting Test Events, S0015

S: Writing Code, S0060

The KSAs listed above are mapped to the individual laboratory exercises to highlight which

KSAs a student should possess upon successful completion of the exercise.

2.4 CYBER DEFENSE COMPETITIONS

In this section, the details of multiple CDCs will be discussed. The CDCs mentioned are
those which directly motivated the topics addressed in CYOTEE. While motivation was drawn
from all of the competitions discussed in this section, the bulk of motivation for the CYOTEE
laboratory exercises comes from the National Collegiate Cyber Defense Competition (NCCDC)
and the U.S. Department of Energy’s CyberForce Competition. CYOTEE uses the skills re-
quired and tasks to be completed at competitions as guidance for the learning objectives in the

laboratory exercises.

2.4.1 NATIONAL COLLEGIATE CYBER DEFENSE COMPETITION

The most nationally recognized CDC is the National Collegiate Cyber Defense Competi-
tion (NCCDC) [1]; NCCDC was recognized by the 111th Congress for its excellence [2]. In
addition to government, NCCDC has received praise and support from industry and the stu-
dents participating in the competition. Raytheon [42], a major U.S. defense contractor and
industrial corporation, is the platinum sponsor of NCCDC has supported the competition for
many years and has posted videos of students discussing the impact NCCDC has had for them
[43, 45, 44, 46].

The teams which are selected to compete at NCCDC are determined through multiple re-

gional competitions. The winners from each of the regional competitions are selected to partic-
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ipate at NCCDC. NCCDC divides the United States into ten regions.

The University of Idaho competes in the Pacific Rim region and therefore attends the Pacific
Rim Collegiate Cyber Defense Competition (PRCCDC). PRCCDC, held in the Seattle, WA
area each spring, hosts 12 teams from Idaho, Oregon, and Washington. If more than 12 teams
register for the competition, a prequalifying event is held to determine the top 12 teams.

Student teams are placed into a room in which there are typically eight machines running
between eight and ten services. These services typically include Active Directory (AD), Domain
Controller (DC), Web Server, Mail Server, Database Server, File Server, and a Human Machine
Interface. In addition to these technical services, there is also a business representative for each
team.

The technical services are initially all very vulnerable, and it is the job of the blue teams
to identify and patch these vulnerabilities. While the blue teams are attempting to patch these
vulnerabilities, a team of cybersecurity professionals, known as the Red team, attempt to exploit
vulnerabilities which have gone unpatched to further wreak havoc on the services. In addition
to defending the systems, business tasks known as injects are intermittently delivered to the
blue teams.

The injects ask the teams to complete some sort of task such as adding or removing users
to/from the domain, creating a list of users who have accessed a service in the last hour, or
submitting an incident log. To make these injects easier to complete, blue teams are typically
advised to keep logs of all changes they make on the host machines and keep a record of any
security incidents which occur. In addition to managing these injects, the business representative
is responsible for answering the team’s telephone. Telephone calls range from a disgruntled
employee to a wrong number asking about heating pizza rolls. Maintaining composure and being
respectful while attempting to get back to work is a key task for the business representative.

Teams earn points by keeping their services online and accessible by the score-bot; these
points are known as uptime points. Additionally, teams earn points by completing injects and
responding in a respectful manner to phone calls and other requests. Teams can also earn points
back from certain attacks if they are able to produce adequate logs of the events that took place,

those who were involved, the services affected, and other relevant information [1].
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2.4.2 U.S. DEPARTMENT OF ENERGY CYBERFORCE COMPETITION

Another competition used as motivation and guidance for CYOTEE’s learning objectives is
the U.S. Department of Energy’s (U.S. DOE) CyberForce Competition [4]. This competition
has grown over the last two years from being held at a single location to being hosted nationwide
at seven different U.S. DOE National Laboratories. The CyberForce competition, while similar
to competitions such as PRCCDC and NCCDC, specifically targets cybersecurity of industrial
control systems (ICS).

Critical infrastructure is an sector that has been targeted by cyber-attacks [3] recently and
therefore, security surrounding critical infrastructure and industrial control systems is a major
area of focus in the United States and worldwide at present [5, 6], making this theme relevant.
Attacks on critical infrastructure incorporating malware such as Black Energy 3 and CrashOver-
ride have shown that critical infrastructure is vulnerable and that the impact of a cyber attack
on critical infrastructure can be significant [7].

The U.S. Department of Energy states, “Unfilled cybersecurity careers will reach over 1.5
million by 2019” [3]. The need to fill these positions with knowledgeable and adequately prepared
individuals led to the CyberForce competition being created. The CyberForce competition
aims to accomplish three goals: increase hands on education, increase awareness of critical
infrastructure, and increase basic understanding of cybersecurity in a real-world scenario [3].

The CyberForce competition is unique in that it incorporates realistic ICS components into
the competition. The competition has physical devices (ICS components) on the table react to
the state of their network. For example, at the April 2018 competition, a light shone inside of a
model Lego building, placed on the blue team’s table, when the network was not compromised;

upon becoming compromised, the light was shut off or set to flicker in various ways.

2.4.3 CYBERPATRIOT

While PRCCDC/NCCDC and the CyberForce competitions are targeted at college level

students, the U.S. CyberPatriot [8] is a program designed for K-12 students. The U.S. Cy-
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berPatriot program was created by the Air Force Association in an effort to encourage young
students to pursue careers in cybersecurity and other STEM fields. The CyberPatriot program
is comprised of multiple different programs. The central program is the National Youth Cyber
Defense Competition (NYCDC). Rather than have an attack-defend environment like the afore-
mentioned competitions, students are given vulnerable operating systems as virtual images. The
goal of this competition is to find as many of the vulnerabilities as possible and then harden the
machines to patch the vulnerabilities. The student teams compete within their state and region
for an opportunity to be invited to the National Finals Competition [8].

Aside from the NYCDC, the CyberPatriot program includes CyberCamps, the Elementary
School Cyber Education Initiative (ESCEI), and CyberGenerations. The CyberCamps are held
during the summer and teach students about cybersecurity and how they can apply it to their
daily lives. The ESCEI brings awareness of cybersecurity principles for K-6 students via inter-
active learning modules. The CyberGenerations program is targeted at senior citizens to teach
basic cyber hygiene and bring awareness to modern cyber threats which may impact them such

as password management, social engineering, and phishing [8].

2.4.4 PINK ELEPHANT UNICORN

Pink Elephant Unicorn (PEU) [15] is a friendly capture the flag cybersecurity competition
hosted by Pacific Northwest National Laboratory. PEU uses the Facebook CTF [16] hosting
platform with a modified map. PEU consists of trivia questions, challenges, and king of the hill.
The trivia questions are meant to be able to be answered by browsing the internet. The trivia
concepts map to basic cybersecurity concepts such as the CIA (Confidentiality, Integrity, and
Availability) triad [17], the NIST Nice Framework [54], phishing, etc. The challenges require
participants to perform some action such as decrypting a message (cryptography), finding hidden
information in a photo (steganography), identifying network devices and drawing a network
diagram (networking), or writing a script to accomplish a task (programming). The king of the
hill portion of the competition has the participants exploiting vulnerable machines and claiming

control of them. While in control, the participants should attempt to harden the machines
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such that other participants cannot break in as well. If another team does break in and claim
control of the machine, that team in control will begin to receive points for control of the “base”
(terminology based on the Facebook CTF platform).

Because PEU is a largely an educational event, there are also tutorials/seminars which cover
a range of cybersecurity topics such as cryptography, networking, cyberphysical security, reverse
engineering, programming, etc. Participants can earn points by attending these tutorials. PEU
has been running for five years, being hosted twice a year, once in Seattle, WA and once in the

Richland, WA.

2.4.5 PicoCTF

Developed by Carnegie Mellon University, picoCTF [18] is an online cybersecurity compe-
tition which is held annually. Carnegie Mellon University. The development team states that
“picoCTF is a free computer security game targeted at middle and high school students” [19].
The competition is Jeopardy style having multiple categories, each with varying difficulty levels.
The categories include reverse engineering, scripting, cryptography, etc. The entire game is also
spun around a unique story line meant to engage the participant. Although the competition is
only live for approximately two weeks each year, the game is made available to be played year
round. During the competition, participants can compete as individuals or teams, with prizes
for the top teams. The competition also offers bug bounties to participants who are able to

identify security bugs in the picoCTF framework [18].

2.4.6 OVER THE WIRE

OverTheWire is an online practice ground for cybersecurity skills. The exercises range from
simple basics of Linux up to complex ethical hacking exercises. The platform is available online
at all times, and requires no registration. Students will need a computer from which they
can SSH onto the OverTheWire servers. On Linux machines, SSH should come as a built-in
service, but if not can be installed. On Windows machines, users can install an application

called PuTTY. OverTheWire includes various “wargames”, each with levels which the player



progresses through with increasing difficulty [20].

18



19
CHAPTER 3: RELATED WORK

There are many projects which are related to CYOTEE. Related projects share certain
qualities with CYOTEE including format of contributions (laboratory exercises), objectives of
project (improve cybersecurity education and training material), topics (common topics seen at

CDC). The following projects are related to the work done in CYOTEE.

3.1 SEED LABS

The SEED labs are a series of lab exercises in cybersecurity designed to increase the number
of hands-on experiences in cybersecurity education [9]. The SEED labs are deployed as Ubuntu
images which can be downloaded from the internet. There are over 30 labs which cover various
cybersecurity topics including SQL Injection, Cross-site Scripting, and Buffer Overflows. In
these labs, students exploit vulnerabilities in the applications being run on virtual image they
downloaded to better understand the vulnerability and how to exploit them. The SEED labs
include detailed summaries of the vulnerabilities and explain why a specific exploit works on the

vulnerability present [9].

3.2 NIST NICE CHALLENGE

The NICE Challenge Project is a set of challenges which are used across industry and
academia. These challenges are based on the NIST NICE Framework [86] and include a va-
riety of challenge types. The challenges in the NICE Challenge are narrative-driven scenarios,
emulate full-scale business environments, and include technical objectives and written deliver-
ables [86]. At present 375 educational institutes have used the NICE Challenge, with over 600
educational faculty signed up to deploy the NICE Challenge [86]. The NICE Challenge consists
of virtualized business environments to provide a realistic experience. The NICE Challenge is
used in various ways, including capstone experiences, laboratory exercises, competition prepa-
ration, and free play [86]. The NICE Challenge maps directly to the NIST NICE Framework
including 101 unique challenges, addressing 12 Work Roles, and 261 KSAs [86]. The NICE Chal-

lenge Project is typically discussed in he NIST NICE quarterly newsletter. The summer 2019
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newsletter discussed an increase in unique challenges as well a major redesign of the project’s
web portal [87]. The spring 2019 newsletter highlights an increase in the project’s user base,

marking the most rapid growth in K-12 sector [88].

3.3 INCIDENT RESPONSE TRAINING SCENARIOS

Cyber incidents can be difficult to combat, especially because they can catch an organiza-
tion off guard. By running preparatory exercises, an organization can strengthen its incident
response process. One problem that organizations can run into is knowing how to practice
incident response when real incidents can be costly to emulate. For this reason, discussion
based response using scenarios can be effective. Several resources are available for sample cyber
incident scenarios.

One paper from the Center for Internet Security [97] includes six scenarios which can be
used to train a team. This exercise is performed as a tabletop exercise and ranges in the type
of incident. The exercises also include discussion questions.

In an article from Delta Risk [98], Ewing presents cyber incident scenarios which can be
utilized. Ewing’s incident topics include phishing emails, malicious attachments, suspicious
requests, and unauthorized devices on a network. Ewings material provides topics, but not
sample incidents. The facilitator or moderator will have to create a compelling scenario to
accompany the topics.

A more comprehensive document, MITRE’s Cyber Exercise Playbook [99] walks through
the many stages of incident management. The document includes background on the types of
exercises, threats, and planning cycle. The document includes scenario based exercises with
takeaways and lessons learned from the exercises. The exercises include a short description of

the incident, assumptions made, notes if applicable, and expected actions.

3.4 ONLINE TRAINING COURSEWORK

CYOTEE is intended to be used as training material for cyber defense competitions, but is

not a competition itself. Other training opportunities are available, including SANS and Udemy
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courses. These courses are for-fee, ranging from a couple hundred dollars to upwards of several
thousands of dollars.

SANS offers three courses which are particularly relevant to CYOTEE, all available in three
options: OnDemand, SelfStudy, and Private Training. As of September 2019, the cost of each

course ranges from $6,000 to $7,000.

e SEC503: Intrusion Detection In-Depth [100]

This course covers topics including analyzing and detecting incidents.

¢ FOR508: Advanced Incident Response, Threat Hunting, and Digital Forensics
[101]
This course covers topics including incident response, adversary detection, and timeline

analysis.

e MGT512: Security Leadership Essentials For Managers [102]
This course covers topics including building a program, leading initiatives, and protecting

data.

The SANS courses have a high price point, but are used worldwide and are an excellent
resource for those with ability to purchase the courses.

A less costly option is to use Udemy courses. Udemy has multiple courses per topic for the
various topics relevant to CYOTEE including Active Directory, MySQL, Web Applications, and
Linux. The Udemy courses range from $20 to $200. Udemy has over 100,000 online courses and
offer the ability to access courses for life after purchase, allowing students to complete courses

at their own pace [103].
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CHAPTER 4: CONFIGURATION, SETUP, AND ENVIRONMENT SELECTION

In this chapter, I discuss the initialization scripts associated with the laboratory exercises,
the rationale for technology selection including the virtual environment, services to focus on,

and operating systems utilized for each laboratory exercise.

4.1 INITIALIZATION SCRIPTS FOR ALL LABORATORY EXERCISES

Initialization scripts are utilized in this project to allow students to use an unmodified,

referred to as ¢

‘vanilla”, ISO rather than needing to download a preconfigured ISO. While pre-
configured virtual machine ISOs will be available for download, if students would rather use
their own ISOs, this section includes the initialization scripts which can be run on a virtual ma-
chine running the operating system required for the respective laboratory exercise. The scripts
perform basic configuration tasks including creating files, modifying configuration files, creating
users, populating application data, and cloning the CYOTEE GitHub repository. These scripts
will require that your virtual machines have access to the Internet in order to download certain
packages, applications, and other dependencies. Each of the following scripts are titled with
the laboratory exercise for which they correspond to. A copy of each script is provided in the

respective laboratory exercise as well. The scripts are shown in listings 4.1 - 4.5. The title of

the laboratory exercise associated with each initialization script is shown in table 4.1.

Listing 4.1 Basics of the Linux Terminal
Listing 4.2 Linux Hardening
Listing 4.3 MySQL Usage & Hardening

Listing 4.4 | Creating a Vulnerable Web Application

Listing 4.5 Web Application Hardening

Table 4.1: Exercise Titles and Respective Initialization Script



Basics of the Linux Terminal Laboratory Exercise, Chapter 5

Listing 4.1: Basics of the Linux Terminal Laboratory Ezercise Initialization Script
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#!/bin/bash

#flagl

echo "flag:\$encryptedpasswordsarekeptin/etc/shadow" >> /etc/shadow
echo "aOmpy3tFOB96wIwKAgX7GImPUuD1mLPADWXeXhZF2Hk2j" >> /etc/shadow
echo "thYYBSkDKE6ZzvkkBmWHiBoYjiDnRR3t95eE16A1xUUUH" >> /etc/shadow
echo "wIttmOhwZxWfUbltKXU5JiqIS6rBGvk4MjEWpKmtmg8DC" >> /etc/shadow
echo "SfSPbJrr6Ny50MItArAF7wLQ8761iujtnDONXE237iZeX" >> /etc/shadow
echo "Fi4xq03PtdCL2rdYR4E8JTvBVL46pxqx4d23u7004NwB6" >> /etc/shadow

#flag2
echo "thingsarenotalwaysastheyappear" > /bin/weirdfile

#flag3

echo "system" > /sbin/tilapia
echo "binaries" > /sbin/salmon
echo "aren’t" > /sbin/bass
echo "fishy" > /sbin/hering

#flagb

echo "itsalwaysgoodtokeeparecordofwhatversionswereinstalled" >> /var/backups/apt.

extended_states.O

#flag8
echo "therearenogamesonthismachine!" > /usr/games/.spaceinvaders

#f1lag9
echo "ufwissuitedforhostbasedfirewalls" > /lib/ufw/flaaaag

#flagl0
echo "ysiyndwnjceaxmdowgeyfapkfc" > /media/flag




Linux Hardening Laboratory Exercise, Chapter 6

Listing 4.2: Linux Hardening Laboratory Ezercise Initialization Script
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#!/bin/bash

#overhead

sudo dpkg --configure -a

sudo apt-get install git -y

sudo apt-get install openssh-server openssh-client -y

sudo service ssh start

sudo rm -r CYOTEE

sudo git clone https://github.com/CenterForSecureAndDependableSystems/CYOTEE.git

#create users
useradd redteam
useradd guest

#assign passwords to the users
sudo echo -e "redteam\nredteam" | passwd redteam
sudo echo -e "guest\nguest" | passwd guest

#disable auto-updates

sudo rm /etc/apt/apt.conf.d/20-auto-upgrades

sudo rm /etc/apt/apt.conf.d/20auto-upgrades

sudo cp CYOTEE/CYOTEE_Code_Linux/20-auto-upgrades /etc/apt/apt.conf.d/20-auto-
upgrades

#add a couple of cron jobs

sudo crontab -u thesis -1 | { cat; echo "* * * % * touch ~/Desktop/sensitivefile"
; } | crontab - -u thesis

sudo crontab -u thesis -1 | { cat; echo "x/2 * * * *x rm ~/Desktop/sensitivefile";
} | crontab - -u thesis




MySQL Basics & Hardening, Chapter 7
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Listing 4.3: MySQL Basics & Hardening Laboratory Exercise Initialization Script
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#!/bin/bash
sudo dpkg --configure -a

#install git
sudo apt-get install git -y;

#remove existing repo and clone git repo
sudo rm -r CYOTEE
sudo git clone https://github.com/CenterForSecureAndDependableSystems/CYOTEE.git

#install MySQL
sudo apt-get install -y mysql-server;

#create the MySQL users

sudo mysql -u root -e "CREATE USER ’randomuser’@’localhost’ IDENTIFIED BY °
password’";

sudo mysql -u root -e "CREATE USER ’redteamer’@’localhost’ IDENTIFIED BY ’redteam
rn.

sudo mysql -u root -e "CREATE USER ’haxxor’@’localhost’ IDENTIFIED BY ’haxxor’";
sudo mysql -u root -e "CREATE USER ’testuser’@’localhost’ IDENTIFIED BY ’test’";

#create the unnecessary database
sudo mysql -u root -e "CREATE DATABASE dontlook";

#remove the vulnerable database if one already exists
sudo mysql -u root -e "DROP DATABASE vulndb";

#create the vulnerable database
sudo mysql -u root -e "CREATE DATABASE vulndb";

#grant all privileges to users
sudo mysql -u root -e "GRANT ALL PRIVILEGES ON vulndb.* TO ’root’@’localhost’";
sudo mysql -u root -e "GRANT ALL PRIVILEGES ON vulndb.* TO ’testuser’@’localhost’

"n.
)

#import vulndb sql file
sudo mysql -u root vulndb < CYOTEE/CYOTEE_Code/SQL/vulndb.sql;




Creating a Vulnerable Web Application, Chapter 8

Listing 4.4: Creating a Vulnerable Web Application Initialization Script

#!/bin/bash

sudo dpkg --configure -a

6 |#install nginx

7 |sudo apt-get install nginx -y

o |#install php
0 |sudo apt-get install php-fpm php-mysql -y

1

11

12 |#install MySQL

13 |sudo apt-get install mysql-server -y

Web Application Hardening, Chapter 9

Listing 4.5: Web Application Hardening Laboratory FExercise Initialization Script

#!/bin/bash

sudo dpkg --configure -a

¢ |#grab the github repo

7 |sudo apt-get install git

¢ |sudo rm -r CYOTEE

9 |sudo git clone https://github.com/CenterForSecureAndDependableSystems/CYOTEE.git

11 |#install nginx
12 |sudo apt-get install nginx -y

14 |#install php
15 |sudo apt-get install php-fpm php-mysql -y

17 |#install MySQL
1z | sudo apt-get install mysql-server -y

20 | sudo cp CYOTEE/CYOTEE_Code/VulnerableCode/* /var/www/html/
21
22 | sudo mv /var/www/html/default /etc/nginx/sites-available/default

21 | sudo mysql —u root -e "DROP DATABASE test";
25 |sudo mysql -u root -e "CREATE DATABASE test";

7 |sudo mysql -u root -e "CREATE USER ’newuser’@’localhost’ IDENTIFIED BY ’newpass’"
28 | sudo mysql -u root -e "GRANT ALL PRIVILEGES ON test.* TO ’newuser’@’localhost’";
50 | sudo mysql -u root test < CYOTEE/CYOTEE_Code/SQL/test.sql

32 | sudo service nginx restart
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4.2 RATIONALE FOR TECHNOLOGY SELECTIONS

CYOTEE is a heavily technology-based project. In determining which technology would be
utilized in CYOTEE, various factors were considered. In this section, the technology which were

selected for use in CYOTEE are discussed.

4.2.1 VIRTUAL ENVIRONMENT SELECTION

During the development of CYOTEE, products related to personal virtualization were needed;
VMware [24] and VirtualBox [48] were considered. Both products have a free version, support
many guest operating systems, and had the capabilities required by CYOTEE. Ultimately, the
decision was made to use VMware due to familiarity with the product within the CYOTEE team
and the ability to scale the project up using VMware’s paid product, VMware Workstation Pro
[24].

VMware, Inc., a technology company owned by Dell Technologies [47], offers many products
related to computing. VMware Workstation can be used to provide students a sandbox type
environment where they can tinker and test their virtual machines.

In this project, the goal is to create numerous ISO images which can then be spun up as new
virtual machines. To configure the ISOs as necessary, a virtual machine needs to be configured
appropriately. To manage these virtual machines, a virtual machine manager is needed. A
virtual machine manager, more commonly referred to as a hypervisor within the virtualization
community, is software which can run existing virtual machines or be used to create new virtual
machines. VMware Workstation is a hypervisor which runs on both Windows and Linux [24, 21].
Although VMware was used during development of CYOTEE, the exercises can be run using

other hypervisors which include, but are not limited to, VirtualBox and KVM.

4.2.2 SERVICE SELECTION

“Services”, as they are commonly referred to at CDCs, are the applications or protocols which

need to be managed by the students at cyber defense competitions. These services commonly
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include mail server, file server, domain name service (DNS), and many more. The services
chosen to be included in CYOTEE are ones which are commonly seen at competitions such
as the National Collegiate Cyber Defense Competition [30, 29] and the U.S. Department of
Energy’s CyberForce Competition [4]. The services which were selected to be focused on in

CYOTEE are based on the following topics:

Linux workstation navigation

Linux workstation hardening

MySQL server management

Active directory management

Web server management

Web application development

Services were selected based on how often they appeared in competitions and how realistically

they could be emulated in a laboratory exercise.

4.2.3 OPERATING SYSTEM SELECTION

Operating systems are specialized software which control the most basic functions of a
computer including task scheduling, application execution, and peripheral device management,
among others. Operating systems typically fall into one of two categories, “Desktop” or “Server”
which each having its respective strengths and weaknesses when running certain applications.
Desktop based operating systems include a graphical user interface (GUI) while server based
operating systems are console (command line) only. Applications which may require graphical
visualization are more appropriately run on a desktop based operating system while applications
which only require a command line interface can be run on a server based operating system. In
this section, the operating systems which were selected for the respective laboratory exercise(s)

are discussed.
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4.2.3.1 Ubuntu Desktop for Linux Hardening and Linux Terminal

Ubuntu [25] is an open source distribution of the Linux operating system (OS). Produced
by Canonical, Ubuntu is one of the most popular flavors of Linux and is rated the best Linux
distribution for powerful PC and laptops by Fossbytes [26]. Additionally, according to an info-
graphic [49], Ubuntu had over 20 million launches in 2015, Ubuntu is found in smart phones,
tablets, and even vehicles, and Ubuntu is employed by large corporations including Walmart,
Netflix, Bloomberg and Dropbox [49].

Canonical has released two versions of the OS each year for the last few years, once in April
and again in October. Ubuntu is an easy to download and install Linux distribution available
from Canonical’s website. To install Ubuntu in VMware, one can either follow the graphical
installation process or allow VMware to perform an easy install [27], in which the user specifies
the account username and password and allows the OS to be installed on its own.

A Linux desktop environment is a common machine provided to the students at CDCs. This
machine may be used as a file server, web server, or general-purpose computer in competition.
For CYOTEE, the Linux desktop virtual machine is running Ubuntu 16.04.6, an older version
of Ubuntu released in 2016. Competitions regularly use older versions of operating systems as
hardening older versions can be more challenging because patching may no longer be supported.

CYOTEE’s Basics of the Linux Terminal laboratory exercise (chapter 5) is intended to
familiarize the student with the Linux filesystem. In order to minimize the varying operating
systems being used for the project, Ubuntu Desktop was appropriate. Desktop was used in liue
of Ubuntu Server as the student can traverse the file system using the file explorer as well as
the terminal.

The Ubuntu Desktop machine is used for CYOTEE’s Linux Hardening laboratory exercise

(chapter 6) as well as the Basics of the Linux Terminal laboratory exercise (chapter 5).
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4.2.3.2 Ubuntu Server for MySQL

Every CDC includes a database, typically a MySQL [38] database; alternative database soft-
ware include Postgres [50] and MariaDB [51]. Due to the prevalence of a MySQL database
at competitions, MySQL was selected for the database portions of the CYOTEE lab exercises
(chapters 5-13). Databases store information which can later be queried and are commonly
coupled with a webpage to hold the information the webpage uses such as user information or
account information. MySQL (My Structured Query Language) is a popular database manage-
ment application which allows a user to create databases, tables, and entries, as well as modify
and remove them. In addition, permissions can be granted to individual database users to ensure
that security is maintained. MySQL uses a specific syntax for its queries and as a result, there
is a moderately steep learning curve. Despite a steep learning curve, the application is still one
of the most commonly used open source databases [28].

For virtualizing the database, Ubuntu Server 16.04.6, a variant of Linux, was selected. Al-
though structured query language (SQL) databases can be managed via the use of software with
a graphical user interfaces, one should be comfortable and familiar with managing a database
from a terminal. Because Ubuntu Server has no graphical user interface, rather is strictly console

based, it was decided to be appropriate for virtualizing the MySQL laboratory exercise.

4.2.3.3 Windows Server for Active Directory

Many CDCs have the blue teams emulate the I'T department in an enterprise environment.
A mass management software like Active Directory is a commonplace in enterprise environ-
ments. Active Directory may be used to configure machines and/or users on a domain under
the same policy, known as group policy. Additionally, users can be created, placed into groups,
and assigned different permissions by group. For this reason, it is crucial that the student is
familiar with using Active Directory. Windows Server 2008 was selected for virtualizing Active

Directory.
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The Windows Server machine is used in the Configuring a Windows Server laboratory exer-

cise.

4.2.3.4 Ubuntu Server for Web Server and Web Application

Any enterprise environment will have a public facing website. The integrity and availability
of the external website are the most critical components of website related public relations.
Availability is critical as a client, business partner, or potential employee must be able to visit
your website to gather the necessary information they need. Integrity is critical as you want
to ensure that the information on your webpage is correct. In addition to having the proper
information, ensuring that your website has not been defaced is vital. Webpage management
can be done through the use of a graphical user interface or via the console (terminal). The
walkthrough for this laboratory exercise was written for the student to perform the exercise via
a console. For this reason, using some version of Ubuntu Server is appropriate.

Ubuntu Server 16.04.6 is used for virtualizing the web server in the Creating a Web Appli-

cation and Web Application Hardening laboratory exercises.

4.2.4 NETWORKING SERVICES

CYOTEE provides students with the opportunity to practice securing individual virtual
machines (VMs) and services in the laboratory exercises. In addition to this, an overlying goal
of CYOTEE is to provide students with the ability to host their own CDC. In order to create
the environment for a CDC, the student will need to create vulnerable virtual machines (can
use the virtual machines used in the CYOTEE laboratory exercises) and statically assign IP
addresses. At CDCs, all of the machines and services provided to the blue teams are placed
on the same subnet; to emulate CDCs, the VMs should be placed on the same subnet. Ensure
that machines are able to communicate with each other by attempting to ping each of the other

machines on the network.
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4.2.5 TYPES OF NETWORKING VMSs IN VMWARE

Virtual machines can be networked together in numerous ways. Three common methods
of networking virtual machines together are network address translation (NAT), host-only, and
same subnet static IP assignment.

When networking using NAT, the virtual machine simply shares the IP address of the host
machine, which is the physical machine on which the virtual machine is running. This is just
like connecting the virtual machine to the internet.

When networking using host-only, a private network is created within that host. Other
virtual machines on the same private will be able to communicate on this private network;
however, unless a router is configured for the purpose, access to any other networks will not be
available. This adds another layer of safety to the exercise environment.

When using same subnet static IP assignment, the user must provide an IP address, a subnet
mask, and a primary gateway. VM to VM communication is still limited to those which are
running on the same host machine and additionally, only machines on the same subnet will be

able to communicate with each other [23].
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CHAPTER 5: BAsIcS OF THE LINUX TERMINAL

In this laboratory exercise, the student will be introduced to the basic usage of the Linux

Terminal.

5.1 LABORATORY EXERCISE

Basics of the Linux Terminal

)

CYOTE

5.1.1 SPECIFICATIONS

This exercise requires that students have access to a Linux machine of some sort. Ubuntu
Linux was used during development for this exercise. Because the exercise focuses on the student
using command line techniques, this exercise will be performed on an installation of Ubuntu
Server 16.04.6. The machine will be preconfigured with many “flags” placed in various locations
which the students will attempt to find.

5.1.2 LEARNING OBJECTIVES
e Basic Linux/Unix terminal commands
e Understanding of the Linux file system

e Understanding of key Linux directories
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5.1.3 MAPPING TO NIST NICE FRAMEWORK

This laboratory exercise is intended to familiarize the student with Linux, the Linux terminal,
and the Linux filesystem. This exercise should be completed prior to attempting the other

exercises. This laboratory exercise maps to the following KSAs from the NIST NICE Framework:
e Electronic Devices (K0114)
5.1.4 NECESSARY BACKGROUND AND EXPECTED COMPLETION TIME

This laboratory exercise can be completed by students with varying background and experi-
ence. The following categories should help identify approximately how much time (in minutes)
will be necessary to complete the laboratory exercise, for a student meeting the criteria for the

respective experience level.

e Beginner: A student in this category has little to no experience with Linux, the Linux

terminal, and the Linux filesystem.

e Intermediate: A student in this category has experience with Linux and the Linux terminal

but is unfamiliar with the Linux filesystem.

e Advanced: A student in this category has experience with Linux and the Linux terminal

as well as familiarity with the Linux filesystem.
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Basics of the Linux Terminal

Completion Time (min)

BEGINNER INTERMEDIATE ADVANCED

Figure 5.1: Basics of the Linux Terminal Laboratory Exercise Fxpected Completion Time

5.1.5 CONFIGURATION AND SETUP

The machine used in this laboratory exercise is an installation of Ubuntu Server 16.04.6. It
is pre-loaded with hidden flags across the filesystem (as performed by the initialization script).

This machine is configured using the intialization script, listing 5.1
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Listing 5.1: lt-initializationscript.sh

36

#!/bin/bash

#flagl

echo "flag:\$encryptedpasswordsarekeptin/etc/shadow" >> /etc/shadow
echo "aOmpy3tFOB96wIwKAgX7GImPUuD1mLPADWXeXhZF2Hk2j" >> /etc/shadow
echo "thYYBSkDkKE6ZzvkkBmWHiBoYjiDnRR3t95eE16A1xUUUH" >> /etc/shadow
echo "wIttmOhwZxWfUbltKXU5JiqIS6rBGvk4MjEWpKmtmg8DC" >> /etc/shadow
echo "SfSPbJrr6Ny5oMItArAF7wLQ8761iujtnDONXE237iZeX" >> /etc/shadow
echo "Fi4xq03PtdCL2rdYRAE8JTvBVL46pxqx4d23u7004NwB6" >> /etc/shadow

#flag?2
echo "thingsarenotalwaysastheyappear" > /bin/weirdfile

#flag3

echo "system" > /sbin/tilapia
echo "binaries" > /sbin/salmon
echo "aren’t" > /sbin/bass
echo "fishy" > /sbin/hering

#flagb

echo "itsalwaysgoodtokeeparecordofwhatversionswereinstalled" >> /var/backups/apt.

extended_states.O

#flag8
echo "therearenogamesonthismachine!" > /usr/games/.spaceinvaders

#flag9
echo "ufwissuitedforhostbasedfirewalls" > /lib/ufw/flaaaag

#£1laglO
echo "ysiyndwnjceaxmdowgeyfapkfc" > /media/flag

5.1.6 VULNERABILITY LiIST

This laboratory exercise does not contain any vulnerabilities. It’s intended purpose is to

familiarize the student with the Linux filesystem and navigating through Linux. The skills in

this exercise will be necessary to perform the other exercises.

5.1.7 CHALLENGES

not have to done in order. Use the hints provided for finding each flag.

Find as many of the flags hidden on the associated Linux machine as possible. The tasks do

. Flag 1 can be found where the configuration files are typically kept. Look where the

passwords are cryptic.

. Flag 2 can be found where user binaries are typically kept. Something is out of the

ordinary.
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3. Flag 3 can be found where system binaries are typically kept. Something seems fishy here.

4. Flag 4 can be found where device files are typically kept. Pages are typically 4K in size,

but not always, where are larger pages handled?

5. Flag 5 can be found where process information is typically kept. The flag is the number of
blocks in sda2. The number found will likely differ from the answer in the solution guide

because the number of blocks in a partition varies from machine to machine.

6. Flag 6 can be found where variable files are typically kept. It is important to have a way

to recall how things were earlier.

7. Flag 7 can be found where temporary files typically kept. You may have to ask about this

one, the flag may be gone.

8. Flag 8 can be found where user programs are typically kept. Where might you find space

invaders, maybe the flag is playing a popular childrens game (hide and seek) with you?

9. Flag 9 can be found where the system libraries are typically kept. Keep intruders out with

a firewall.

10. Flag 10 can be found where removable devices are typically kept. You may have to decrypt
the flag, what was the name of the cipher used? Vinegar or something like that. The key

for the cipher is the name of the file which contains the ciphertext.

5.2 SOLUTIONS AND GUIDED WALKTHROUGH
5.2.1 SOLUTIONS

1. Flag 1 can be found in the /etc/shadow file. The flag is: encryptedpasswordsarekept-
in/etc/shadow. Navigate to a directory by using the cd command. Ex: $ cd /etc/.

To view the contents of a file, use the cat command. Ex: $ cat /etc/shadow.

2. Flag 2 can be found in /bin/weirdfile. The flag is: thingsarenotalwaysastheyap-
pear. In order to list all the files in the current directory (folder), use the 1s command.

Ex: $ 1s /bin/. .
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. Flag 3 can be found in the /sbin directory. There are four files named tilapia, salmon,

bass, and hering each containing a part of the flag. The flag is:
systembinariesaren’tfishy. Commands in Linux can be run in sequence by separating
each command using the semicolon (;) character. Ex: $ cat tilapia ; cat salmon ;

cat bass ; cat hering.

. Flag 4 can be found in the /dev directory. The flag is: hugepages.

. Flag 5 can be found in the /proc directory. In the file partitions, you will find a partition

sda2 with a number of blocks. The flag is whatever the number of blocks in sda2 is. Note:

Your machine may not have an sda2 partition.

. Flag 6 can be found in the /var/backups directory. In the file apt.extended _states.O,

there are three lines commented out which contain the flag. The flag is: itsalwaysgood-

tokeeparecordofwhatversionswereinstalled

Flag 7 can be found in the /tmp directory. Well, it would be if not for the fact that the
/tmp directory is flushed regularly (hence the name). For this challenge, give the student
the flag when they have identified why there isn not a flag there. The flag for this task

will be: tempfilesareremoved.

. Flag 8 can be found in the /usr/games/ directory. In this directory, there is a hid-

den directory titled .spaceinvaders, inside is a file containing the flag. The flag is:
therearenogamesonthismachine!. Note: Your machine may have other games
installed in this folder. If so, laugh about the inaccuracy of the flag. Hidden
files can be difficult to find. Using the normal 1s command does not display these files.

Using the -a option, 1s will also display hidden files. Ex: $§ 1s -a /usr/games/.

. Flag 9 can be found in the /1ib/ufw directory. There is a file in this folder containing the

flag. The flag is: ufwissuitedforhostbasedfirewalls.

Flag 10 can be found in the /media directory. Here there is a file containing a cipher text.
The key used to decrypt the cipher text in a vigenere cipher is in the file name. The flag

is: thisiswhereusbdirvesappear.
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5.2.2 GUIDED WALKTHROUGH

In order to complete the challenges in this laboratory exercise, see the steps in this guided
walkthrough.

Most Linux-based OSs have the option for a terminal to be opened using the Ctrl + T
hotkey. Additionally, if the OS has a GUI, the terminal is an application which can be opened
by finding the terminal in the application viewer and clicking it. You will need to open a terminal
to complete each of the challenges in this exercise.

In Linux, files have paths within the file system. The root location in the file system, the
location from which all other file paths originate. In the Linux file system, the root location is
indicated with the forward slash (/) character. The /etc directory is one of the directories one
level deep from the root directory. One of the files in the /etc directory is the shadow file.
This file contains encrypted formats of the passwords for users on the machine.

In order to navigate to directories in the Linux terminal, use the command cd. Follow
the command with the file path of the target directory. For example, consider the file path:
/home/Desktop/Misc/random.txt. In order to access the file, random.txt, one can first
navigate to the directory containing the file, in this case, the Misc directory. To accomplish
this, use the following command:
$ cd /home/Desktop/Misc

From there, one can view the contents of the file using the cat command. While in the Misc
directory, one can view the contents of the random.txt file by running the command:
$ cat random.txt

Additionally, one can use the cat command with the file path rather than navigating to the
directory first. For example, one could run the following command to display the contents of
the random.txt file:
$ cat /home/Desktop/Misc/random.txt
This laboratory exercise has the flags hidden as contents of the files. In order to discover the
flags, display the contents of the files.

Challenge 1
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Use the command:
$ cat /etc/shadow
One of the lines in the file has the following contents:
“flag:3encryptedpasswordsarekeptin/etc/shadow”.
Challenge 2

Use the command:
$ cat /bin/weirdfile
The contents of this file are:  “thingsarenotalwaysastheyappear”.
Challenge 3

The flag for this challenge is spread across four files in the /sbin directory. These files are
all fish themed, namely, tilapia, salmon, bass, and hering. By displaying the contents of these
files, the flag is revealed. One can take advantage of the ability to chain commands to display
the contents of all four files at one time. Use the command:
$ cat tilapia ; cat salmon ; cat bass ; cat hering
The flag revealed is:  “systembinariesaren’tfishy”.
Challenge 4

The flag for this challenge is the name of the file where larger page sizes are handled, in
the directory which contains information on device files. The directory in question is the /dev
directory. The file is hugepages. The flag is the file name: hugepages
Challenge 5

The flag for this file is kept in the directory where process information is typically kept.
In this case, the directory in question is the /proc directory. There is a specific file in this
directory, the partitions file, which contains information on the partitions of the file system.
The number of blocks in the sda2 partition is the flag for this challenge.
Challenge 6

The flag for this challenge is contained in the directory where backups are kept, namely:
/var /backups. The specific file in question is titled apt.extended states.0. Display the
contents of the file by using the command:

$ cat /var/backups/apt.extended _states.O
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This will reveal the flag: itsalwaysgoodtokeeparecordofwhatversionswereinstalled.
Challenge 7

The flag for this challenge is actually missing. The directory which would contain the flag
is where temporary files are kept, namely, the /tmp directory. The flag, which was stored
there is removed because temporary files are deleted regularly. Rather, simply use the flag
tempfilesareremoved for this challenge.
Challenge 8

The flag for this challenge is kept in a hidden file. Files can be listed in the Linux terminal
using the command 1s. However, files which are hidden (prefaced with the . symbol, ex:
.hiddenfile.txt), will not be displayed using the basic Is command. In order to display hidden
files, use the -a option with the ls command. Navigate to the directory where games are located,
namely: /usr/games. This can be done using the command:
$ cd /usr/games
From there list all files using the command:
1s -a
This will display a file .spaceinvaders. Displaying its contents using the cat command will
reveal the flag: therearenogamesonthismachine!
Challenge 9

The flag for this file can be found in the /lib/ufw directory. Navigate to the directory using
the cd command:
$ cd /lib/ufw
The flag is kept in one of the files. The flag is ufwissuitedforhostbasedfirewalls.
Challenge 10

The flag for this challenge exists in the directory where removable devices are kept, namely
/media. There is a file in this directory named flag. The contents are a ciphertext, meaning
it is encrypted text. The type of cipher used is known as a vigenere cipher. The key for the
encryption and decryption is the name of the file, flag. By decrypting the ciphertext with the

key, the flag is revealed to be thisiswhereusbdrivesappear.
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CHAPTER 6: LINUX HARDENING

In this laboratory exercise, the student will be introduced to the basics of Linux Hardening.

6.1 LABORATORY EXERCISE

Linux Hardening

=)

CYOTE

6.1.1 SPECIFICATIONS

The variant of Linux being used for this laboratory exercise is Ubuntu 16.04.6, an older
version of the popular Ubuntu operating system. The machine been configured with numerous
common vulnerabilities.

6.1.2 LEARNING OBJECTIVES
e Basics of Linux Hardening
e Basics of Linux Usage
6.1.3 MaAppPING TO NIST NICE FRAMEWORK

This laboratory exercise is intended to increase the student’s familiarity with Linux. Addi-
tionally, the student will become familiar with common vulnerabilities and how to harden them.

This laboratory exercise maps to the following KSAs from the NIST NICE Framework:

e Cybersecurity and Privacy Principles (K0004)
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Cyber Threats and Vulnerabilities (K0005)

Basic System and OS Hardening Techniques (K0205)

e Recognizing Types of Vulnerabilities (S0078)

System, Network, and OS Hardening Techniques (S0121)
6.1.4 NECESSARY BACKGROUND AND EXPECTED COMPLETION TIME

This laboratory exercise can be completed by students with varying background and experi-
ence. The following categories should help identify approximately how much time (in minutes)
will be necessary to complete the laboratory exercise, for a student meeting the criteria for the

respective experience level.

e Beginner: A student in this category has little to no experience with Linux and the Linux

terminal.

e Intermediate: A student in this category has experience with Linux and the Linux terminal

but has little to no experience with Linux hardening.

e Advanced: A student in this category has experience with Linux and the Linux terminal

as well as experience with Linux hardening.
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Completion Time (min)

Linux Hardening

BEGINNER

INTERMEDIATE

ADVANCED

Figure 6.1: Linux Hardening Laboratory Exercise Expected Completion Time (min)

6.1.5 CONFIGURATION AND SETUP

The machine used in this laboratory is an installation of Ubuntu 16.04. It will be configured

with the vulnerabilities listed in the vulnerability overview. This machine is configured with

additional users, automatic updates disabled, weak passwords, erroneous cronjobs, and unpro-

tected SSH enabled. The machine is configured using the initialization script, listing 6.1
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Listing 6.1: lh-initializationscript.sh

#!/bin/bash

#overhead

1 |sudo dpkg --configure -a

5 |sudo apt-get install git -y

6 |sudo apt-get install openssh-server openssh-client -y

7 |sudo service ssh start

¢ |sudo rm -r CYOTEE

o |sudo git clone https://github.com/CenterForSecureAndDependableSystems/CYOTEE.git

11 |#create users
12 |useradd redteam
13 |useradd guest

15 |#assign passwords to the users
16 | sudo echo -e "redteam\nredteam" | passwd redteam
7 | sudo echo -e "guest\nguest" | passwd guest

1

1

19 |#disable auto-updates

20 |sudo rm /etc/apt/apt.conf.d/20-auto-upgrades

21 |sudo rm /etc/apt/apt.conf.d/20auto-upgrades

sudo cp CYOTEE/CYOTEE_Code_Linux/20-auto-upgrades /etc/apt/apt.conf.d/20-auto-
upgrades

N
N

#add a couple of cron jobs

CEN R VRN )
S1 w

I§]

sudo crontab -u thesis -1 | { cat; echo "* * * % * touch ~/Desktop/sensitivefile"

; } | crontab - -u thesis
27 |sudo crontab -u thesis -1 | { cat; echo "*/2 * * * *x rm ~/Desktop/sensitivefile";
} | crontab - -u thesis

6.1.6 VULNERABILITY LIST

1. Default, Weak, or Common Password

2. Additional Accounts

3. Disabled Automatic Updates

4. SSH

5. Cronjobs

6.1.7 CHALLENGES

1. Change Password
One of the most common vulnerabilities seen in machines and devices is password security.

Many devices do not come preconfigured with a password, while others have a default
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password. The first thing one should ensure is that their machine or device is password
protected, otherwise it would be similar to not placing a lock on your front door, leaving
yourself vulnerable to anyone. Once you have ensured you have a password on your
machine, then consider: is it a secure password or not? Generally, a password should be
changed from the default. Many individuals believe that because their device or machine
has a default password, it is secure, however this is not correct. Default passwords are
often applied to all devices from a similar batch and are frequently code-like PINs such
as 0000 or 1234. For this reason, an individual should ensure that the default password is
changed, otherwise it is as though you have bought a lock for your front door but everyone
in the neighborhood has the same key which unlocks your door. Changing the default
password does that mean your device is secure because your password may be on the list
of common passwords. Each year a list of commonly used passwords is published by various
organizations on the Internet. Common passwords include the word “password”, reusing
the username as the password, an empty password, and many others. An individual should
consult these lists of common passwords to ensure that they have not accidentally and
unknowingly used one of them. Once you have assigned a password, changed the default,
and checked that your password is not on a list of commons ones, your password still
may not be considered secure. Passwords also vary in what is known as their “strength”,
or how challenging it would be to crack. Common recommendations for ensuring high
strength passwords include having a long length password, varying the characters in the
password (uppercase, lowercase, special characters, numbers, etc), and avoiding a password
containing personal information such as your pet’s name. The default password on this
machine is password.

For this task, create a high strength password and reset the current weak

password to the new one.

. Remove/Disable Unnecessary Accounts
When one uses a personal computers at home, they often only has one account on the
machine: the one they set up themselves. Multi-user machines are a commonplace and

often found in shared spaces such as schools, libraries, and cyber-cafés. For example, a
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home computer may have two accounts, one for the parents and one for the children, with
the childrens’ account having less privilege and access than the adults’ account. When
acquiring a machine, or configuring a new machine, one should always check what user
accounts are on that machine. While additional accounts are not inherently malicious,
they may be providing an insecure backdoor into the machine. For this reason, one should
ensure that unnecessary accounts are removed. If one is unsure whether the additional
account is necessary or not, they can first disable or deescalate the privileges it has.

For this task, find the additional accounts that exist. First disable them, then

delete/remove them.

. Enable Automatic Update Alerts

Updates are a very important element of computing. Computers and the software they run
are often vulnerable, but updates provide patches for these vulnerabilities, so they can no
longer be exploited. Unless update sites are checked daily to know when a new update is
available, a critical update, providing a patch for a serious vulnerability, may accidentally
be missed. New vulnerabilities are discovered frequently with exploits developed shortly
thereafter. Manually checking for updates can result in missed updates which can leave
the user susceptible to exploits. For this reason, it is important to have automatic updates
enabled and to update regularly.

For this task, enable the automatic updates on the machine.

. Disable or Harden SSH

Secure shell, better known as SSH, is a protocol which allows a user to log into a remote
machine via a terminal. This can be useful for individuals who work remotely, or need
to host a machine remotely. While this service can be useful, it also poses a security
risk. Allowing remote access to your machine means that if a malicious user can bypass
the password protection, that user now have full access to your machine. When it is
not practical to disable SSH, one can improve the security of SSH by using SSH keys for
authentication rather than a password.

For this task, log into the vulnerable machine using SSH. Next, disable the
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SSH service on the vulnerable Linux machine. Lastly, restart the SSH service

and harden the service using SSH keys.

. Remove Unnecessary Cronjobs

Cron is a software utility which allows a user to schedule tasks to be performed at specified
intervals. This is useful for tasks such as backing up a machine or checking for updates,
among other tasks. Users can edit a Crontab file, which is a file containing the tasks which
need to be run. These tasks are more commonly referred to as “Cronjobs”. The Crontab
file uses a specific format, allowing the user to specify the interval over which the Cronjob
should be run using the metrics: minutes, hours, day of month, month of year, and day of
week. The format for a Cronjob in the Crontab file is as follows:

Min. Hr. DayOfMonth Month DayOfWeek Command

Using an asterisk (*) in place of any of the fields in the format means that any value for
that field will be accepted. For example, if you wanted to run the command 1s 30 minutes
after each hour, your formatted Cronjob would be:

30 x x x x 1s

Other symbols, such as the step value symbol (/) can be used to provide further control.
For example, to create a backup of your history every thirty minutes, your formatted
Cronjob would be:

*/30 * * * * history > history.txt

Cronjobs can be powerful but they can also be a covert way to perform some malicious
action at fixed intervals, such as sending collected keystrokes to a remote machine. For
this reason, one should regularly check their Crontab file to ensure that no unintended
Cronjobs have been added.

For this task, identify the unnecessary Cronjob running on this machine and

remove the job from the Crontab file.
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6.2 SOLUTIONS AND GUIDED WALKTHROUGH
6.2.1 SOLUTIONS

1. Change Password
To change a user account password on a Linux machine, first open a terminal. After
launching a terminal, type the command:
passwd username
This command will begin an interactive dialog within which you will enter the current

password and then the new password.

2. Remove/Disable Unnecessary Accounts
There are many ways to disable or lock accounts in Linux systems, some of which do
not preserve the current password associated with the account to be locked. One of the
methods for disabling a Linux user account, while preserving the current password, is to
use the following command:
passwd username -1
Once ready to unlock the account, run the command:
passwd username -u
The /etc/shadow file contains information related to usernames and passwords. Locking
and unlocking an account using the method above modifies the contents of the
/etc/shadow file to indicate if the account is locked. To delete a user, use the command:

userdel username

3. Enable Automatic Update Alerts
To enable automatic update alerts on the Linux machine, click the “Settings” button at
the top right corner of the screen. This will display a dropdown menu, select the “Systems
Settings”, which will display the systems settings GUIL. Next, under the “System” tab,
click on the “Software & Upgrades” icon. Next, select the “Updates” tab and set the

options as desired with automatic update alerts enabled.

4. Disable or Harden SSH
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To SSH onto the machine, run the command:

ssh <targetuser>@<target-ip>

To stop the SSH service from running, use the command:

sudo service ssh stop

You can try to SSH into the machine after performing this step to confirm that it is no
longer possible. In addition to disabling SSH, one can remove the SSH from the machine
all together by running the following two commands:

sudo apt-get purge openssh-server

sudo apt-get purge openssh-client

To harden SSH by using SSH keys, run the following commands:

ssh-keygen -t rsa

Enter the location to save the keys to, as well as a passphrase if one will be required.
Next, copy the public key to the remote machine which should have SSH access. This is
accomplished by running the command:

ssh-copy-id <remoteuser>@<remote-ip>

5. Remowve Unnecessary Cronjobs
To remove Cronjobs, edit the Crontab file by using the command:
crontab -e
Scroll through the file until you find the job you would like to remove. It can be removed
by either commenting out the line by appending a pound symbol (#) or by deleting the

line altogether. Save and exit the Crontab file and allow the new Crontab file to install.
6.2.2 GUIDED WALKTHROUGH

In order to complete the challenges in this laboratory exercise, see the steps in this walk-
through.

A Linux workstation is a staple at cyber defense competitions and in the workplace. Ensuring
that the workstation is secure is integral to ensuring that all of the data on the machine is secure.
Without proper workstation security, an malicious user does not need to perform a complex

attack to gain access to secure files, but rather can simply use regular methods of accessing the
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machine to gain access.
Challenge 1

The first step that you should do upon being given a machine is to change the password.
Passwords should not only be changed once, but relatively frequently. To change your password
on a Linux machine, use the passwd command. In Linux, you can specify the user for whom
you are trying to change the password. Run the following command to change the password for
an example user named sampleuser:
$ passwd sampleuser
This will allow you to change the password.
Challenge 2

Occasionally, you may discover accounts on your machine which are either unnecessary
(Guest) or malicious. It is important to assess the situation and determine whether it is ap-
propriate to disable or remove the user. In the following cases, the target user will be named
sampleuser. Run the following command to lock/disable a user account in Linux:
$ passwd sampleuser -1
If determined that the account does not need to be locked/disabled, unlock the account by
running the following command:
$ passwd sampleuser -u
If determined that the account needs to be deleted all together, run the following command:
$ userdel sampleuser
Challenge 3

Updates a cornerstone in secure systems. Vulnerabilities are discovered every day and patches
for these vulnerabilities frequently come soon after the vulnerability is discovered. Though
updates are critical, it can be challenging to remember to check for updates. For this reason,
having auto updates enabled can be helpful. In order to enable automatic updates on a Linux
Desktop machine, navigate to the “Settings” button in the top right corner of the display. This
will display a dropdown menu, select the “Systems Settings”, which will display the systems
settings GUI. Next, under the “System” tab, click on the “Software & Upgrades” icon. Next,

select the “Updates” tab and set the options as desired with automatic update alerts enabled.
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Challenge 4

SSH is a service on Linux machines which allows remote access to a machine. This can be
helpful at times, but also poses a significant security risk. You should always assess whether
certain services are necessary on your machine or not. If you cannot easily determine whether
SSH is necessary, you can disable the service by stopping it from running temporarily. If the
service is necessary, steps can be taken to harden SSH.
To SSH onto the machine, run the command:
ssh <targetuser>@<target-ip>
To stop the SSH service from running, use the command:
sudo service ssh stop
You can try to SSH into the machine after performing this step to confirm that it is no longer
possible. In addition to disabling SSH, one can remove the SSH from the machine all together
by running the following two commands:
sudo apt-get purge openssh-server
sudo apt-get purge openssh-client
To harden SSH by using SSH keys, run the following commands:
ssh-keygen -t rsa
Enter the location to save the keys to, as well as a passphrase if one will be required. Next, copy
the public key to the remote machine which should have SSH access. This is accomplished by
running the command:
ssh-copy-id <remoteuser>@<remote-ip>
Challenge 5

Cronjobs are helpful in automating tasks. Although, they are also an attack vector which is
rarely considered. Because cronjobs allow a job to be run at fairly infrequent intervals, you may
not even notice that the job is running unless you check. You can check the list of cronjobs on
your machine by using the following command:
$ crontab -e
This will open the crontab file. You can then scroll through all the jobs and look for erroneous

cronjobs. If you are unsure whether a job is necessary or not, you can comment the job out
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using the pound symbol (#). If a job is not needed, you can remove the line from the file all

together.
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CHAPTER 7: MYSQL USAGE & HARDENING

In this laboratory exercise, the student will be introduced to MySQL hardening as well as

familiarized with perform MySQL queries.

7.1 LABORATORY EXERCISE

MySQL Hardening & Basics

ﬂ

CYOTE

7.1.1 SPECIFICATIONS

The variant of Linux being used for this laboratory is Ubuntu Server 16.04.6. For this lab,
it is be used as a database server.

7.1.2 LEARNING OBJECTIVES
e Hardening a MySQL Database

e MySQL Basic Commands

7.1.3 MAPPING TO NIST NICE FRAMEWORK

This laboratory exercise is intended to increase the student’s familiarity with Linux and
MySQL. The student should be familiar with accessing, managing, and querying a MySQL

database. This laboratory exercise maps to the following KSAs from the NIST NICE Framework:

e Cybersecurity and Privacy Principles (K0004)
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e Cyber Threats and Vulnerabilities (K0005)
e Data Administration (K0020)
e Database Management Systems (K0023)
e Query Languages (K0069)
e Basic System and OS Hardening Techniques (K0205)
e Database Theory (K0420)
e Generate Queries (S0037)
e Recognizing Types of Vulnerabilities (S0078)
e System, Network, and OS Hardening Techniques (S0121)
e Maintain Databases (A0176)
7.1.4 NECESSARY BACKGROUND AND EXPECTED COMPLETION TIME

This laboratory exercise can be completed by students with varying background and experi-
ence. The following categories should help identify approximately how much time (in minutes)
will be necessary to complete the laboratory exercise, for a student meeting the criteria for the

respective experience level.

e Beginner: A student in this category has little to no experience using Linux and the Linux

terminal. Additionally, this student has little to no experience using MySQL.

e Intermediate: A student in this category has experience with Linux and the Linux terminal

but has little to no experience using MySQL.

e Advanced: A student in this category has experience with Linux, the Linux terminal and

has experience using MySQL.
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MySQL Usage & Hardening

Completion Time (min)

BEGINNER INTERMEDIATE ADVANCED

Figure 7.1: MySQL Hardening & Basics Laboratory Exercise Expected Completion Time (min)

7.1.5 CONFIGURATION AND SETUP

The machine in this laboratory exercise is an installation of CentOS 7. The machine has
been configured with vulnerabilities listed in the vulnerability overview. The vulnerabilities
include default or weak passwords, insecure MySQL root accounts, poorly configured MySQL
permissions, default port usage, unnecessary databases and users, and automated startup tasks.
MySQL is installed as a part of this laboratory exercise. The initialization script for this lab-
oratory exercises reaches out to a GitHub repository to clone necessary files for the exercise.
The initialization script also performs the creation and population of the MySQL databases and

tables. The machine is configured using the initialization script, listing 7.1.
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Listing 7.1: ms-initializationscript.sh

#!/bin/bash
sudo dpkg --configure -a

#install git
sudo apt-get install git -y;

#remove existing repo and clone git repo
sudo rm -r CYOTEE
sudo git clone https://github.com/CenterForSecureAndDependableSystems/CYOTEE.git

#install MySQL
sudo apt-get install -y mysql-server;

#create the MySQL users

sudo mysql -u root -e "CREATE USER ’randomuser’@’localhost’ IDENTIFIED BY ’
password’";

sudo mysql -u root -e "CREATE USER ’redteamer’@’localhost’ IDENTIFIED BY ’redteam
in.

sudo mysql -u root -e "CREATE USER ’haxxor’@’localhost’ IDENTIFIED BY ’haxxor’";

sudo mysql -u root -e "CREATE USER ’testuser’@’localhost’ IDENTIFIED BY ’test’";

#create the unnecessary database
sudo mysql -u root -e "CREATE DATABASE dontlook";

#remove the vulnerable database if one already exists
sudo mysql -u root -e "DROP DATABASE vulndb";

#create the vulnerable database
sudo mysql -u root -e "CREATE DATABASE vulndb";

#grant all privileges to users

sudo mysql -u root -e "GRANT ALL PRIVILEGES ON vulndb.* TO ’root’@’localhost’";

sudo mysql -u root -e "GRANT ALL PRIVILEGES ON vulndb.* TO ’testuser’@’localhost’
n.

>

#import vulndb sql file
sudo mysql -u root vulndb < CYOTEE/CYOTEE_Code/SQL/vulndb.sql;

7.1.6 VULNERABILITY LiIST

1. MySQL Root Account

2. MySQL Permissions

3. Default Ports

4. Unnecessary Databases and Users

5. Automated Startup Tasks
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7.1.7 CHALLENGES

1. Secure MySQL Root Account

Root accounts on machines are typically the account which has the highest privileges.
It is critical that the root account be properly secured as the root user can perform
many super user tasks that a normal user may not have permission to perform. MySQL
comes preconfigured with a root account which is not secured in the default installation
of MySQL. Because of this, one is able to access the root account simply by typing the
command:

$ mysql -u root

For this task, set the root account password to be something secure.

2. Harden MySQL Permissions

MySQL allows permissions to be configured for tables in a database on a user-by-user
basis. A few of the most commonly used MySQL commands are SELECT (equivalent
to read permissions), INSERT, and DELETE. Databases being used by a web page to
populate fields, for example, likely only need read access on the database and therefore
should only have the SELECT privilege. The user testuser has all privileges on all tables
in the database vulndb. This was accomplished by using the command:

GRANT ALL PRIVILEGES ON vulndb.* TO ’testuser’@’localhost’; In a later exercise,
you will learn about tailoring permissions based on the concept of least privilege as needed
in a web application.

For this task, modify the privileges so that testuser has only read access on all

the tables in the database vulndb.

3. Change Default Ports
Network ports can be thought of as doors. Each application on a computer has its own
port, or door, which is used for data to flow to and from that application. MySQL uses
port 3306 by default, however, this can be changed. Although changing the port MySQL
uses does not inherently improve security, it does defend against automated attacks which

specifically target port 3306.
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For this task, change the port that MySQL uses to a different port which is

currently unused.

. Remove Unnecessary Databases or Users

Often, a base installation of MySQL will already include multiple MySQL users and a few
example databases. These databases and users can be a vulnerability which attackers may
exploit to gain access to your MySQL server because they are often not considered when
securing the server and databases on it. It can be best to remove or disable these accounts
and databases in order to avoid forgetting they exist, thereby forgetting to secure them.
For this task, first find and remove the account which seems least likely to be
a valid account on the machine and then find and remove the database which

seems most likely to be associated with the unnecessary user.

. Using MySQL
MySQL commands are performed by using a specific syntax.

For this task, perform the following steps:

(a) Create a new database named television

(b) Create a table in the newly created database named shows with the following fields

(also called columns)

1. name

ii. startyear
(¢) Add another field named endyear
(d) Create an entry for the following television shows in the table

i. Boy Meets World
ii. That 70’s Show

iii. Saved by the Bell
(e) Remove the entry for Boy Meets World

(f) Add an entry for the show Girl Meets World
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Performing these tasks should provide you with a basic understanding of using MySQL

and enable you to create and modify a database.

6. Querying MySQL Databases

Often, rather than being tasked with creating and managing a database, one will be asked
to find data in a table. Various actions such as reading, inserting, and deleting data to
and from a database are known as queries. Reading information from a table is done in
MySQL by using the SELECT command along with specific parameters if the target data
is known.

For part A of this task, you will be querying the table useraccounts in the
database vulndb to read the data.

Part B of this task requires that you query the table employees in the database
vulndb to read the data. Keep in mind that queries can be made where field
values are specified, and multiple field-value pairs may be chained together for

a more specific query.

(a) Query to find the solutions to the following questions.
i. What is the name of the individual whose locations is New York?
ii. What is the salary of Jeremiah Houston?

iii. What is the name of the individual whose location is Los Angeles and has a salary

of $500,0007
(b) Query to find the solutions to the following questions.

i. How old is Tami Vasquez?
ii. What does Wanda Lloyd do for work?

iii. What are the occupations of the 40 year-olds?

7.2 SOLUTIONS AND GUIDED WALKTHROUGH
7.2.1 SOLUTIONS

1. Secure MySQL Root Account

MySQL is an application which has the capability for a user to harden the root account
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and set a strong password by running the command:
sudo mysql_secure_installation
This will begin an interactive dialog in which you will set the MySQL root account pass-

word.

. Harden MySQL Permissions

To ensure testuser has read-only access on all tables in the vulndb database, run the
following MySQL command:

GRANT SELECT ON vulndb.* TO ’testuser’@’localhost’;

To ensure that this permission change takes place, run the following command:

FLUSH PRIVILEGES

This will reload the privileges table.

. Change Default Ports
To change the default port which MySQL uses, open the file located at /etc/my.cnf and
change the line which indicates which port is being used or add a line port = <xxxx> if

one does not already exist.

. Remove Unnecessary Databases or Users

You can check the list of users on a MySQL server by running the MySQL command:
SELECT user, host FROM mysql.user;

Here you will find a user named haxxor, that is the malicious user. To remove a user, run
the MySQL command:

DROP USER ’<username>’@’<host>’

By navigating through the databases, you will find one titled dontlook. This database is
empty and is the unnecessary table associated with this task. To remove a table, run the
MySQL command:

DROP TABLE <tablename>.

. Using MySQL
For this task, reference the list of commands below, they should be sufficient to help you

perform the tasks.
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e Create a Database

CREATE DATABASE <dbname>;

e List all Databases

SHOW DATABASES;
e Enter a Database

USE <dbname>;
e List all Tables in a Database

SHOW TABLES;
e Create a Table

CREATE TABLE <name> (<field 1 type_1,...,field n typen>);
e (Create a Table Entry

INSERT INTO <name> (<field_1,...,field.n>) VALUES (<value_1,...,valuen>);
e Delete an Entry

DELETE FROM <name> WHERE <field> = <value>;

e Add a Field to a Table

ALTER TABLE <name> ADD COLUMN <col_name col_type>;

6. Querying MySQL Databases
Queries in MySQL can be formatted in many ways. A common way to get results matching
a query is to the following syntax:
SELECT <fields> FROM <name> WHERE <field> = <value>;

Answers:

e Jeanette Wise lives in New York.

e Jeremiah Houston’s salary is $50,000.

Emma Castillo makes $500,000 in Los Angeles.

Tami Vasquez is 12 years old.

Wanda Lloyd works as a Barista.

The 40 year-olds are a teacher and a laywer.
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7.2.2 GUIDED WALKTHROUGH

In order to complete the challenges in this laboratory exercise, see the steps in this walk-
through.

Databases are at the heart of many organizations. They allow for organized, electronic record
storage. Additionally, using a database management system such as MySQL, you can perform
powerful queries to manipulate specific data. Understanding how to manipulate the data in a
database using MySQL and ensuring that your MySQL server is secure are critical.

In MySQL, databases are comprised of tables which hold records (data entries). A table is
defined with specific fields (columns) of data which the individual records, or entries, will have.
You can access the MySQL prompt by entering the following command in a terminal for a user
named sampleuser:

$ mysql -u sampleuser

Challenge 1

A default installation of MySQL leaves the root user with no password, allowing anyone to
access the databases with root privileges. You can set a password for the root user by running
the following command:
$ sudo mysql_secure_installation
This will begin an interactive dialog in which you will set the MySQL root account password.
Challenge 2

MySQL users can have many different privileges on various databases in the system. MySQL
allows you to configure what databases and tables specific users have certain privileges on. For
this challenge, you are tasked with ensuring that testuser has read-only access on all tables in
the vulndb database. To do this, enter the following command in the MySQL prompt:

GRANT SELECT ON vulndb.* TO ’testuser’@’localhost’;

In this command, SELECT is the name of the privilege which will be granted, vulndb is the
database which the privilege will be granted on, the asterisk (*) specifies that all tables in the
preceeding database should be affected, and ’'testuser’@’localhost’ is the name and host of the

user who will be affected by this granting of privileges. To ensure that the permission change
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takes place, run the following command in MySQL:
FLUSH PRIVILEGES;
This will reload the privileges table.
Challenge 3

The various services on a machine run on different ports. By default, MySQL runs on port
3306 (MySQL traffic goes in and out of port 3306). It can be helpful to change the default port
to something else. To change the port, open the file located at /etc/my.cnf. In this file, find
the line which specifies the port being used. The line should read: port 3306. If the line does
not already exist, add the line, changing 3306 to something else. Be sure that the new port is
not already in use.
Challenge 4

MySQL has various users who have different accesses to the data in a MySQL server. En-
suring that only necessary users have access to the data, follow the instructions below.
You can check the list of users on a MySQL server by running the MySQL command:
SELECT user, host FROM mysql.user;
Here you will find a user named haxxor, that is the malicious user. To remove a user, run the
MySQL command:
DROP USER ’<username>’@’<host>’;
By navigating through the databases, you will find a table titled dontlook. This table contains
just ID numbers and is the unnecessary table associated with this task. To remove a table, run
the MySQL command:
DROP TABLE <tablename>;.
Challenge 5

For this task, reference the list of commands below, they should be sufficient to help you

perform the tasks.

e Create a Database

CREATE DATABASE <dbname>;

e List all Databases
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SHOW DATABASES;

e Enter a Database

USE <dbname>;

e List all Tables in a Database

SHOW TABLES;

e Create a Table

CREATE TABLE <name> (<field.1 type_1,...,field.n type.n>);

e Create a Table Entry

INSERT INTO <name> (<field_1,...,field.n>) VALUES (<value_1,...,valuen>);

e Delete an Entry

DELETE FROM <name> WHERE <field> = <value>;

e Add a Field to a Table

ALTER TABLE <name> ADD COLUMN <col_name col_type>;

To create a new database named television, use the following command:
CREATE DATABASE television;
To begin running commands within that database, use the following command:
USE television;
To create a table named shows with fields name and startyear, use the following command:
CREATE TABLE shows (name VARCHAR(255), startyear INT);
To add another field named endyear to the shows table, use the following command:
ALTER TABLE shows ADD COLUMN endyear INT;
To create the entries for the designated television shows, use the INSERT INTO command.
To remove the entry for Boy Meets World, use the DELETE FROM command.
Challenge 6
Queries in MySQL can be formatted in many ways. A common way to get results matching

a query is to the following syntax:
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SELECT <fields> FROM <name> WHERE <field> = <value>;

Answers:
e Jeanette Wise lives in New York. Query for location = “New York”.
e Jeremiah Houston’s salary is $50,000. Query for name = “Jeremiah Houston”.

e Emma Castillo makes $500,000 in Los Angeles. Query for location = “Los Angeles” and
salary = “500000”

e Tami Vasquez is 12 years old. Query for name = “Tami Vasquez”.
e Wanda Lloyd works as a Barista. Query for name = “Wanda Lloyd”.

e The 40 year-olds are a teacher and a lawyer. Query for age = “40”.
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CHAPTER 8: CREATING A VULNERABLE WEB APPLICATION

In this laboratory exercise, the student will be introduced to the concepts surrounding web

applications and will create a vulnerable web application.

8.1 LABORATORY EXERCISE

Web Application Creation

)

CYOTE

8.1.1 SPECIFICATIONS

This lab will be completed on an Ubuntu Server LTS 16.04.6 machine running Nginx version
1.14.0.

8.1.2 LEARNING OBJECTIVES

e Understand basics of web servers
e Configure a secure web server
e Create a web application

8.1.3 MAPPING TO NIST NICE FRAMEWORK

This laboratory exercise is intended to increase the student’s familiarity with webpages, web
serving, and the interaction between PHP, MySQL, and Nginx. The student will need this
information to successfully complete the web application hardening exercise. This laboratory

exercise maps to the following KSAs from the NIST NICE Framework:
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e Cybersecurity and Privacy Principles (K0004)
e Cyber Threats and Vulnerabilities (K0005)
e Application Vulnerabilities (K0006)
e Data Administration (K0020)
e Database Management Systems (K0023)
e Programming Language Structures and Logic (K0068)
e Query Languages (K0069)
e Application Security Threats and Vulnerabilities (K0070)
e Database Access Applicaiton Programming (K0197)
e Database Theory (K0420)
e Conducting Queries (S0013)
e Generate Queries (S0037)
e Writing Code (S0060)
e Develop Secure Software (A0047)
e Maintain Databases (A0176)
8.1.4 NECESSARY BACKGROUND AND EXPECTED COMPLETION TIME

This laboratory exercise can be completed by students with varying background and experi-
ence. The following categories should help identify approximately how much time (in minutes)
will be necessary to complete the laboratory exercise, for a student meeting the criteria for the

respective experience level.

e Beginner: A student in this category has little to no experience with Linux, the Linux

terminal, or Nginx.
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e Intermediate: A student in this category has experience with Linux and the Linux terminal

but has little to no experience with Nginx or web serving concepts.

e Advanced: A student in this category has experience with Linux and the Linux terminal.

Additionally, this student has experience with web service concepts.

Web Application Creation

Completion Time (min)

BEGINNER INTERMEDIATE ADVANCED

Figure 8.1: Web Application Creation Laboratory Ezercise Expected Completion Time (min)

8.1.5 CONFIGURATION AND SETUP

The machine used in this laboratory exercise is an installation of Ubuntu Server LTS 18.04.1.
Additionally, Nginx version 1.14.0 is installed on the machine to serve the webpage. The ini-
tialization script also installs Nginx, PHP, and MySQL. The machine is configured using the

initialization script, listing 8.1.



70

Listing 8.1: vw-initializationscript.sh

1 |#!/bin/bash

sudo dpkg --configure -a

6 |#install nginx

7 |sudo apt-get install nginx -y

o |#install php
10 |sudo apt-get install php-fpm php-mysql -y

12 |#install MySQL
13 | sudo apt-get install mysql-server -y

8.1.6 CHALLENGES

1. Stop Serving Page
Often times you will need to perform some sort of maintenance on your web server. Typ-
ically, this means you will need to stop serving your webpage for a brief moment.
For this task, stop and then restart the web server. Verify that stopping the web server

by trying to visit the site while the server is stopped.

2. Identify Key File Locations
Websites are made up of files on a web server. The most common file is the index.html
file which is typically the landing page when a user visits your website. There are a few
other locations where critical files are kept. Identifying these locations will allow you to
successfully configure your web server.
For this task, identify the directory location for the following elements of your

web server:
e Web Page Content - that is the actual web pages which are being served and all the
files associated with them.
e Web Server Configuration - that is where all the configuration files for your web server

are located.

3. Enable HT'TPS

Web servers often have users input usernames and passwords and other sensitive data. For



71

this reason, it is very important to ensure that the data being sent to and from a web server
are secure. In order to secure this data in transit, one can use HT'TPS. In order to properly
configure HT'TPS, there are a few different things which must be accomplished. First, the
user must generate SSL keys and a certificate. Once they have done this, the web server
must be configured to use those keys and certificate. In a real enterprise environment, the
certificate would be validated by what is known as a Certificate Authority (CA) but for
now, it can be left as a self-signed certificate.

For this task perform the following:

e Use OpenSSL to generate a certificate and key.
e Configure Nginx to listen on port 443.

e Configure Nginx to use the certificate and key.

This can be a challenging task to accomplish as the necessary syntax is very specific. You
should use the internet to complete this task and see the solutions and/or the guided

walkthrough if needed.

. Disable Unnecessary HT'TP Methods

HTTP is a protocol which defines how to format messages to navigate the internet. There
are many HTTP methods, but only a few are commonly used. The three most commonly
used methods are GET, POST, and HEAD. Other than these methods, there are multiple
others; specifically, two methods DELETE and TRACE leave web servers vulnerable. The
DELETE method can be used to delete a specified resource from a web server similar to
the way that the GET method retrieves a resource. The TRACE method can be used
to identify what resources are being transmitted to the other end of a request chain.
Typically, this information would be used for debugging purposes but provides an attacker
the opportunity to trace where traffic is flowing.

For this task, disable all HT'TP methods other than the GET, HEAD, or POST methods.
Once again, for this task, the internet is a good resource. Refer to the solution manual if

needed.
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5. Prevent Giving Away Server Content Details
HTTP error codes are a common way of conveying what went wrong when an error occurs.

Common error codes that most users may recognize are:

e 401, unauthorized access
e 404, resource not found
e 403, permission denied

e 405, method not allowed

These error codes, while convenient, can convey a lot of detail about your directory struc-
ture and your data to an attacker. Unless it is absolutely critical that you let the user know
what type of error occurred, it likely suffices to just let them know that an error occurred.
For example, if the attacker receives a 403 error code, they will know that content exists
in that location and that the content is likely of some value since it is being protected.

For this task, route error 401, 403, 404, and 405 error codes to the same page
that a 404 error routes to by default. Once again, make use of the internet

and reference the solution manual as necessary.

6. Creating a Web Application
For this challenge, follow along with the code provided from the GitHub reposi-
tory to create the files for the vulnerable web application. Try to identify which
lines in the code correspond to the tasks in this challenge. Running the ini-
tialization script for the web application hardening laboratory exercise, listing
9.1, will perform the tasks in this challenge. If you use the initialization script,
listing 9.1 to configure the vulnerable web application, discuss with peers or

colleagues how you would have approached each task if starting from scratch.
e Ensure that the machine has Nginx, MySQL, and PHP installed.

e Edit configuration files so the landing page is index.php.

e Edit configuration files so that Nginx interfaces with PHP, allowing the server to

serve PHP pages.
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e Create a MySQL database with the following data:

Database named test.

Table named employees with fields name and password, both of type VAR-
CHAR.

— Table named startdates with fields name and date, both of type VARCHAR.

— Input the following (name,password) pairs into the employees table:
liam,password)

emma,superman)

sophia,trustnol)

(
(
(william,mustang)
(
(mason,hockeymason)
(

mia,curiousgeorge).

e Create an index.html with the following specifications:

Accept a username input
Accept a password input
— Include a submit button
— Send the inputs to auth.php
e Create an auth.php with the following specifications:
Interact with MySQL database using root user.
— Check if user credentials were correct.

— Display a link to insertdate.php?name=$n, where $n is the name of all users

matching the query.
— If no matches, send to invalid.html.
e Create an insertdate.php with the following specifications:
— Accept a username input
— Accept a startdate input

— Include a submit button
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— Send the inputs to insert.php
e Create an insert.php with the following specifications:

— Interact with MySQL database using root user.

— Insert an entry into the MySQL startdates table with the name and startdate

fields set to the values received from the insertdate.php page.
— Link back to index.html.
e Create an invalid.html which states invalid input and links back to the index.html

page.
8.2 SOLUTIONS AND GUIDED WALKTHROUGH
8.2.1 SOLUTIONS

1. Stop Serving Page
In order to stop serving webpages on a web server, run the following command from a
terminal:
sudo systemctl stop nginx
To start serving the page again, run the following command from a terminal:

sudo systemctl start nginx

2. Identify Key File Locations
For this task, the two key file locations are:
e Web Page Content - /var/www/html
e Web Server Configuration - /etc/nginx
3. Enable HTTPS

In order to enable HIT'TPS on your web server, there are a few steps which need to be

followed:

e Use OpenSSL to generate a certificate and key

To perform this task, run the following command:
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Listing 8.3: Enabling SSL

serverq{
listen 443 ssl;
server_name <name>;
ssl on;
ssl_certificate <path to certificate>;
ssl_certificate_key <path to key>;

openssl req -x509 -newkey rsa:4096 -keyout public.key -out
certificate.cert -days 365
You will be prompted for a passphrase, chose a passphrase which is easy to remember
and store it securely.

e Configure Nginx to listen on port 443
To complete this task, navigate to the directory /etc/nginx/conf.d and edit the file
ssl.conf. Find the server block in the configuration file (/etc/nginx/conf.d) and

add content to match Listing 8.2:

Listing 8.2: Enabling HT'TPS

1 | serverd{
listen 443 ssl;

e Configure Nginx to use the certificate and public key generated
To accomplish this task, edit the file at /etc/nginx/conf.d/ssl.conf again and

ensure that it matches the content in listing 8.3:

4. Disable Unnecessary HT'TP Methods
In order to disable the HTTP methods excluding GET, HEAD, or POST, insert the

segment seen in listing 8.4 into the file located at /etc/nginx/conf.d/default.conf:

5. Prevent Giving Away Server Content Details
In order to reroute the 401, 403, 404, and 405 error codes to the default page for 404,
insert the following line into the file located at /etc/nginx/sites-enabled/default:

error_page 401 403 404 405 /404.html
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Listing 8.4: Disabling Unnecessary HTTP Methods
if ($request_method !~ ~(GET|HEAD|POST)$$)
{

add_header Allow "GET, HEAD, POST" always;
return 405;

(S I N N

6. Creating a Web Application

See the walkthrough for detailed steps on this task.

8.2.2 GUIDED WALKTHROUGH

In order to complete the challenges in this laboratory exercise, see the steps in this walk-
through. This guided walkthrough will outlines the steps when using VMware as the hypervisor,
though VirtualBox can also be used and has similar functionality.

CREATING THE VIRTUAL MACHINE

In order to begin this exercise, you will need to have access to a virtual machine running
Ubuntu 16.04 Desktop as the operating system. If you do not already have access to a virtual
machine running Ubuntu 16.04 Desktop, creating your own is a relatively simple. The directions
from here forward are for a machine running Windows 10, though similar steps can be followed

for other OSs.

Installing VMware

If an organization has the resources to purchase a license for VMware [41] Workstation
Pro, they should do so. VMware workstation has extended capabilities including taking snap-
shots, creating and managing encrypted VMs, customizing virtual networks, and virtual machine
cloning [24]. Although these extended capabilities can be convenient, everything necessary for
this exercise can be performed with the free VMware Player. In order to download VMware
Player, visit the VMware website and navigate to the Downloads tab. From the Downloads tab,
navigate to VMware Workstation Player. From here, select the download button for Windows.
The following link is valid at the time of creation (Setptember 2019): https://www.vmware.

com/products/workstation-player/workstation-player-evaluation.html [32].


https://www.vmware.com/products/workstation-player/workstation-player-evaluation.html
https://www.vmware.com/products/workstation-player/workstation-player-evaluation.html
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After downloading the installer, follow the steps that the installation platform provides.
A webpage created by Shailesh Jha [33] contains a walkthrough of the installation process:
https://www.shaileshjha.com /step-by-step-install-vinware-workstation-player-12-

in-windows-10/.

Downloading Ubuntu 16.04 ISO

Although this exercise could be performed on many different OSs, the one chosen is Ubuntu
in the interest of the development teams familiarity with Ubuntu for web development. In order
to create a virtual machine running Ubuntu, the ISO file will need to be downloaded. In order
to download the ISO, visit the Ubuntu website. On the website, navigate to the Download tab.
In the Download tab, click on the Older Releases under the Other Ways to Download section.
Next, click the link with Name: 16.04. Depending on whether your host machine is 64-bit or
32-bit, select the appropriate download link for the Desktop image. The download should begin
automatically. At the time that this document is being created, the following link will take you

to the download page: http://releases.ubuntu.com/16.04/ [34].

Creating a Virtual Machine

In order to create a new virtual machine, run the VMware Workstation Player application
you installed earlier. One of the options should be to Create a New Virtual Machine. Select
that option and then the New Virtual Machine Wizard will appear. Radio boxes will appear
asking where to install the operating system from, select the option which says Installer disc
image file (iso) and then browse to wherever you downloaded the Ubuntu 16.04 ISO file. Select
the next button.

Create a username and password for the machine. It does not matter what you choose as
long they are credentials which you will have access to later on to log in. Select the next button.

Give the virtual machine a name. This is the name that will appear in your VMware
Workstation Player GUI. Also specify where you would like the virtual machine stored. Select
the next button.

Specify the Disk Capacity. This section can be left with the default values. Select the next
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button.
If you are satisfied with everything up to this point, select the finish button. You can
otherwise customize the hardware before finishing, although it is not necessary. You should now

have a new virtual machine.

Installing Ubuntu on the Virtual Machine

At this point, either the virtual machine powered on automatically and you are viewing
the console to it or you will have to power the machine on in the VMware Workstation Player
GUL Once the virtual machine is running, Ubuntu should begin installing on its own using
the Easylnstall. If not, follow the steps in the installation process. A webapge created by
Krishna [35] provides an in-depth guide on installing Ubuntu in VMware with images: https:
//www.maketecheasier.com/install-ubuntu-in-vmware-player-windows/.

SETTING UP THE WEB SERVER

Setting up the Ubuntu virtual machine to be a web server requires a few steps. Follow the
instructions to have a web page capable of serving PHP content and interacting with a MySQL

database.

Installing Nginx

In order to install Nginx, open a terminal. This can be accomplished by selecting the Search
Computer for Applications icon on the task bar. Search for Terminal and then select the
Terminal icon to fire it up. Alternatively, pressing Ctrl + Alt + T will open a terminal. Type
the following command to install Nginx:
$ sudo apt-get install nginx

To verify that Nginx was properly installed, open a browser (Firefox comes preinstalled on
Ubuntu 16.04). In the URL bar, type localhost. If the installation was performed properly,

you should be greeted by a Welcome to nginz page.


https://www.maketecheasier.com/install-ubuntu-in-vmware-player-windows/
https://www.maketecheasier.com/install-ubuntu-in-vmware-player-windows/
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Installing PHP

At this point, your web server can serve HTML pages, but is not capable of using PHP which
is integral to allowing server side capabilities to a web server. Open a terminal (see above for
details on how to do this). At the terminal, type the following command:
$ sudo apt-get install php-fpm php-mysql

This will install PHP on your machine. Although PHP is installed, the step is not com-
plete; you must now tell Nginx how to use PHP. This is done by editing the file located at
/texttt/etc/nginx /sites-available/default. Type the following command in the terminal in order
to edit the file:
$ sudo nano /etc/nginx/sites-available/default

There are a few locations in the file which must be changed. In the server block, there is a
line specifying file names for the index file (the landing page). You should see the following line:
index index.html index.htm index.nginx-debian.html;

Add the text index.php to the beginning of the list of index file names so that the line now
appears:
index index.php index.html index.htm index.nginx-debian.html;

The next location which must be edited is in the sub block which is labeled location ~
\.php$. By default, this sub block is commented out. Remove the comments necessary so that
the following lines are no longer commented.
location ~ \.php$
include snippets/fastcgi-php.conf;
fastcgi-pass unix:/var/run/php/php7.0-fpm.sock;

At this point, Nginx should be configured properly to serve PHP content. In order to test
this, navigate to the /var/www/html directory. Here, create a new file called index.php. Do
this by running the following command in the terminal:
$ sudo nano /var/www/html/index.php

Insert the following text into the file:

<7php
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phpinfo();
7>

Save the file and exit. Visit the web browser again. Once again, type localhost into the
URL bar. If everything was done correctly, you should be served a page with all the information
about your PHP installation such as the version. If this is not the case, please retry the steps

ensuring that you have correctly performed the installation and file configurations [31].

Installing MySQL

Your web server should now be able to serve PHP content. The next step is to install MySQL
so that the PHP pages can interact with MySQL databases. In order to install MySQL, run the
following command in the terminal:
$ sudo apt-get install mysql-server

Done properly, the installation should begin and a prompt will appear asking you to set a
password for the MySQL root user. As described in the prompt, this step is not mandatory,
but strongly recommended. Set a strong password because the root user has full privileges to
all tables in all databases. After entering the password, the installation process will continue.
To test that MySQL was installed properly, enter the following command in the terminal:
$ mysql -u root -p

You will be prompted for the MySQL root user password which was set previously. After
entering the password, you will be presented with a MySQL console. From here you can perform

any MySQL commands including but not limited to [31]:

e Creating/Deleting users

Modifying user privileges

Creating/Deleting databases

Creating/Deleting tables

Entering data into tables
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CREATING THE VULNERABLE APPLICATION

Provided that you have not run into any errors up to this point, you are ready to create the
vulnerable application. Prior to creating the files for the application, you will need to make some
modifications in MySQL. Enter into the MySQL console by entering the following command in
the terminal:
$ sudo mysql -u root -p

For the purposes of this tutorial, a weak password, namely: sql, has been selected for read-
ability purposes.

After entering the password, you will be presented with a MySQL console. Once here, create
a new database. You can name this database whatever you would like, but to follow along with
the code presented later, name it test. You can do this by entering the following command in
the MySQL console:
mysql> CREATE DATABASE test;

Next you will need to create a couple of tables. The table names do not have to be specific,
but following the commands as written is most compatible with the code presented later. If you
choose to use your own names, ensure that they are changed in the code later accordingly. To
create the tables enter the following commands in the MySQL console:
mysql> USE test;

This command will change the active database to your newly created database.
mysql> CREATE TABLE employees (name VARCHAR(255), password VARCHAR(255));

This command creates a new table in the test database called employees. The fields, or
columns, in this table are name and password, each of type VARCHAR with up to 255 char-
acters (effectively a 255 character string).
mysql> CREATE TABLE startdates (name VARCHAR(255), date VARCHAR(255));

This command creates a new table in the test database called startdates. The fields, or
columns, in this table are name and date, each of type VARCHAR with up to 255 characters
(effectively a 255 character string).

Next, you will need to enter data into the employees database. Follow the command below
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Listing 8.5: vw-index.html

1 | <html>
2 <body style="background-color: black; color: white">
3 <div style="text-align: center">
<form action="vw-auth.php" method="get">
5 Username: <input type="text" name="user'"><br>
6 Password: <input type="text" name="pass"><br>
7 <input type="submit">
8 </form>
9 </div>
10 </b0dy>
11 | </html>

to enter the data:

mysql> INSERT INTO employees (name,password) VALUES ("<username>",'"<password>");
Replace the username and password values with usernames and passwords you would like.

Enter the data for six users in this manner. You may use whatever names and passwords you

like, but to follow along with what was entered during development, use the following commands:

mysql> INSERT INTO employees (name,password) VALUES ("liam","password");

mysql> INSERT INTO employees (name,password) VALUES ("emma",'"superman");

mysql> INSERT INTO employees (name,password) VALUES ("william","mustang");

mysql> INSERT INTO employees (name,password) VALUES ("sophia","trustnol");

mysql> INSERT INTO employees (name,password) VALUES ("mason","hockeymason");

mysql> INSERT INTO employees (name,password) VALUES ("mia","curiousgeorge");
Now that MySQL is configured as needed, you are ready to move onto writing the code

necessary to create the vulnerable web application. For this section, you can either follow along

with the explanation of the code. Create the following files in the /var/www/html directory.

index.html

This file, vw-index.html, listing 8.5, contains a simple form into which a user will enter a
username and password. Upon submitting their input, the contents of the text boxes will be

passed to a page named vw-auth.php using the HTTP GET method.
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Listing 8.6: vw-auth.php

1 | <?php

2

3 | $servername = "localhost";
. | $username = "root";

15}

$password = "sql";
¢ | $dbname = "test";

s |$conn = new mysqli($servername,$username,$password,$dbname) ;

10 |$sql = "SELECT * FROM employees WHERE name=’" . $_GET["user"] . "’ AND password=’
" . $_GET["pass"] . "’;";

12 | $result = $conn->query($sql);
14 | $rows = array();

16 | if ($result->num_rows > 0)

17| {

18 while($row = $result->fetch_assoc())

19 {

20 array_push($rows, $row) ;

21 }

22 print "Click your name to access your date entry form!<br>";
23 foreach($rows as $r)

24 {

25 $n = $r[’name’];

26 print "<a href=’vw-insertdate.php?name=$n’>" . $n . "</a><br><br>";
27 }

28 |}

29 |else

30 [ {

31 header("Location: vw-invalid.html");

32 |}

33

34 | ?>

vw-auth.php

In this file, vw-auth.php, listing 8.6, variables with the servername, username, password,
and database are used to establish a connection with the MySQL database. Next the values
entered into the username and password fields on the vw-index.html page are used in a SQL
query, the variable for this query is named $sql. The SQL query is then performed and the
result is stored in the $result variable. Next, a check is performed to see if any matches were
return (in theory a match is only returned if the correct username and password are entered).
If matches were not returned, the user is served the vw-invalid.html page. If matches were
returned, then the code loops over all the matches and creates a link to the vw-insertdate.php

page for the associated user.
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Listing 8.7: vw-insertdate.php

<7php
$n = $_GET[’name’];

0N

>

<html>

6 <body style="background-color: black; color: white">

7 <div style="text-align: center">

8 <form action="vw-insert.php" method="get">

9 Enter a date in MM/DD/YYYY format<br>

10 <input type="text'" name="date'"><br>

11 <input type="text" name="user" value="<7php echo $n;
7>" readonly><br>

2 <input type="submit">

3 </form>

</body>

1
13

14 </div>
15

1

6 | </html>

vw-insertdate.php

In this file, vw-insertdate.php, listing 8.7, the name of the user clicked on the vw-auth.php
page is passed via the HT'TP GET method. Then an HTML page is created which allows the
user to enter a date into a text field. The requested format is MM/DD/YYYY. Another text
field is auto populated with the username of the associated user; this field is read-only. Upon
submission, the values in both text fields are passed to the vw-insert.php page via the HTTP
GET method.

vw-insert.php

In this file, vw-insert.php, listing 8.8, variables with the servername, username, password,
and database are used to establish a connection with the MySQL database. Next the values
of the username and date entered into the text fields on the vw-insertdate.php are stored in
variables. There is a check to ensure that the connection to the database was successful. Next,
a SQL query is constructed to insert into the startdates table. The query is constructed so the
username and date passed to the page via the HT'TP GET method will be inserted into a row
of the table. The query is then performed. Finally, the user is presented with an HTTP page

which states that the insertion has been completed and provides a link back to the logon page.
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<7php
$servername = "localhost";
$username = "root";

$password = "sql";
$dbname = "test";

$_GET[’user’];
$_GET[’date’];

$user
$date

$conn = new mysqli($servername,$username,$password,$dbname) ;

if ($conn->connect_error)

{

X
$sql = "INSERT INTO startdates (name, date) VALUES (\"$user\",\"$date\");";

die("Connection Failed: " . $conn->connect_error);

$conn->query ($sql);
>

<html>
<body style="background-color: black; color: white">
<div style="text-align: center">
<h1>Insert Complete!</h1>
<button onclick="location.href=’vw-index.html’">Return to
Login Page</button>
</div>
</body>
</html>
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Listing 8.9: vw-invalid.hitml

1 | <html>

2 <body style="background-color: black; color: white">

3 <div style="text-align: center">

| <h1>Invalid Logon Attempt!</h1>

5 <button onclick="location.href=’vw-index.html’">Return to
Login Page</button>

6 </div>

7 </body>

¢ | </html>

vw-invalid.html

In this file, vw-invalid.html, listing 8.9, a simple HTML page is presented to the user. The

page states that the logon attempt was invalid and provides a link back to the logon page.
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CHAPTER 9: WEB APPLICATION HARDENING

In this laboratory exercise, the student will be introduced to common web application vul-

nerabilities and will mitigate against the vulnerabilities.

9.1 LABORATORY EXERCISE

Web Application Hardening

)

CYOTE

9.1.1 SPECIFICATIONS

The variant of Linux being used for this laboratory is Ubuntu 16.04.6, an older version of the
Ubuntu operating system. This machine has been configured with a vulnerable web application.

9.1.2 LEARNING OBJECTIVES

e Understand web applications

Familiarize with web server applications such as Nginx

Implement web applications using HTML, CSS, JavaScript, PHP, and MySQL

Acknowledge common security vulnerabilities in web applications

Mitigate against common security vulnerabilities in web applications
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9.1.3 MAPPING TO NIST NICE FRAMEWORK

This laboratory exercise is intended to increase the student’s awareness of web application
vulnerabilities. Additionally, the student will learn how to mitigate against these vulnerabili-
ties. The student will have to perform small portions of programming in order to harden the
vulnerable application. The student should have improved familiarity with HTML, MySQL,
PHP, and Nginx upon successful completion of this exercise. This laboratory exercise maps to

the following KSAs from the NIST NICE Framework:
e Cybersecurity and Privacy Principles (K0004)
e Cyber Threats and Vulnerabilities (K0005)
e Application Vulnerabilities (K0006)
e Data Administration (K0020)
e Database Management Systems (K0023)
e Programming Language Structures and Logic (K0068)
e Query Languages (K0069)
e Application Security Threats and Vulnerabilities (K0070)
e Secure Coding Techniques (K0140)
e Database Access Applicaiton Programming (K0197)
e Test and Evaluation Processes (K0250)
e Hacking Methodologies (K0310)
e Database Theory (K0420)
e Conducting Queries (S0013)

e Conducting Test Events (S0015)
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Designing Countermeasures to Identified Security Risks (S0022)

Generate Queries (S0037)

Writing Code (S0060)

e Recognize Types of Vulnerabilities (S0078)

Applying Secure Coding Techniques (S0172)

Develop Secure Software (A0047)

Maintain Databases (A0176)
9.1.4 NECESSARY BACKGROUND AND EXPECTED COMPLETION TIME

This laboratory exercise can be completed by students with varying background and experi-
ence. The following categories should help identify approximately how much time (in minutes)
will be necessary to complete the laboratory exercise, for a student meeting the criteria for the

respective experience level.

e Beginner: A student in this category has little to no experience with web application
concepts or web development. This student should follow the walkthrough guide as well

have instructor guidance.

e Intermediate: A student in this category is familiar with the concepts surrounding web
applications and web development and may have some experience with web development.
This student has little to no experience in web application hardening and security. This

student should reference the walkthrough guide as needed.

e Advanced: A student in this category is experienced with web development and is familiar
with web application hardening and security concepts. This student may need to reference

the walkthrough to see how the vulnerable web application was implemented.
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Web Application Hardening

Completion Time (min)

BEGINNER INTERMEDIATE ADVANCED

Figure 9.1: Web Application Hardening Laboratory Ezercise Expected Completion Time (min)

9.1.5 CONFIGURATION AND SETUP

The machine used in this laboratory exercise is an installation of Ubuntu 16.04. The machine
reaches out to a GitHub repo to clone files necessary to complete the exercises. Additionally,
Nginx, PHP, and MySQL are installed. The initialization script creates and populates the
MySQL databases and tables. Additionally, the script creates the vulnerable web application.

The machine is configured using the initialization script, listing 9.1.



Listing 9.1: hw-initializationscript.sh

#!/bin/bash

sudo dpkg --configure -a

6 |#grab the github repo

7 |sudo apt-get install git

¢ |sudo rm -r CYOTEE

o |sudo git clone https://github.com/CenterForSecureAndDependableSystems/CYOTEE.git

11 |#install nginx
12 |sudo apt-get install nginx -y

14 |#install php
15 | sudo apt-get install php-fpm php-mysql -y

17 |#install MySQL
¢ |sudo apt-get install mysql-server -y

1
1
20 | sudo cp CYOTEE/CYOTEE_Code/VulnerableCode/* /var/www/html/
2

sudo mysql -u root -e "DROP DATABASE test";
sudo mysql -u root -e "CREATE DATABASE test';

1
22 |sudo mv /var/www/html/default /etc/nginx/sites-available/default

1
7 |sudo mysql -u root -e "CREATE USER ’newuser’@’localhost’ IDENTIFIED BY ’newpass’"
28 | sudo mysql -u root -e "GRANT ALL PRIVILEGES ON test.* TO ’newuser’@’localhost’";
30 | sudo mysql -u root test < CYOTEE/CYOTEE_Code/SQL/test.sql

32 | sudo service nginx restart

9.1.6 VULNERABILITY OVERVIEW

1. SQL Injection

2. User Access not Controlled

3. Lack of Input Validation

9.1.7 CHALLENGES

1. Implement and run the vulnerable web application

2. Identify where in the vulnerabilities exist

e SQL Injection

e Lack of Least Privilege Implementation
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e Lack of Input Validation
3. Mitigate against vulnerabilities

e Mitigate against SQL Injection
e Implement a form of least privilege so that only necessary MySQL users have access

to their respective pages

e Perform input validation on the date field to ensure that a valid date is entered

9.2 SOLUTIONS AND GUIDED WALKTHROUGH

9.2.1 SOLUTIONS

The code for the hardened web application (after mitigating against the vulnerabilities) is
available on the CYOTEE GitHub page at:
https://github.com/CenterForSecure AndDependableSystems/CYOTEE/. You can copy the files
from the hardened application to your local web server’s /var/www /html directory. If you copy
the files, discuss with your peers and/or colleagues how you would have approached the tasks if

starting from scratch.

1. Implement and run the vulnerable web application

Follow the walkthrough to set up the vulnerable application
2. Identify where in the vulnerabilities exist

e SQL Injection
This vulnerability exists in the PHP file in which a static MySQL command has user
inputs placed in via the HTTP GET method

e Lack of Least Privilege Implementation
This vulnerability exists because the same database user accesses all tables in each
PHP file

e Lack of Input Validation

This vulnerability exists because the input the user places into the start date field is

not validated
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3. Mitigate against vulnerabilities

e Mitigate against SQL Injection
The use of prepared statements in PHP can prevent against some forms of SQL
injection.

e Implement a form of least privilege so that only necessary MySQL users have access
to their respective pages
Create a new MySQL user for each table in the database which must be accessed.

Grant each user access to their respective table. Set that user as the user connecting

to the database in the PHP files.

e Perform input validation on the date field to ensure that a valid date is entered
Rather than just accepting any input from the user, ensure that the value is in date

format MM/DD/YYYY and that the date is question actually occurred.

9.2.2 GUIDED WALKTHROUGH

In order to complete the challenges in this laboratory exercise, see the steps in this walk-

through.

Least Privilege

Least privilege is a concept used daily, but seems to seldom be implemented in computing.
At the simplest level, the principle of least privilege applies to an asset and a set of individuals
who may access the asset. The principle of least privilege suggests that only individuals who
absolutely require access to the asset should be authorized for that access. Consider the follow-
ing: You and your family have moved into a new home. You make four copies of the house key,
one for each member of the family. Upon more thinking, you come to the realization that your
children are dropped off and picked up from school so they never enter or exit the house on
their own and therefore, giving them a key is unnecessary. If the children were to lose the key,
the security of home has been compromised. By recognizing that your children never needed

their own keys, you have implemented a least privilege scheme in which only individuals who
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require access to an asset (in this case a key) are granted that access. This is an example of
implementing least privilege in the real world.

Web applications require multiple layers of security. One of the simplest layers of security to
implement in web applications is least privilege; despite being simple, it frequently goes unim-
plemented. A typical web application will interact with a database via PHP. A simple way of
implementing least privilege is to create multiple database users and grant each user different
privileges based on what actions they must perform. An in depth guide of how to perform these

tasks will be outlined in the Implementation section [36].

SQL Injection

Many web applications include some sort text entry field to allow the user to enter data
such as a username and/or password among other possibilities. The value entered into the text
field is then typically used in some sort of a structured query language (SQL) query [37]. SQL
is used to manage and query relational databases in computing. Queries allow a user to read
data from, insert data into, and delete data from a database, among other actions. Database
management applications such as MySQL [38] have specific syntax for queries. A simple web
application with little security implemented will typically insert the user entered value directly
into a partially constructed MySQL query. For example, a sample MySQL query in which the
user entered value is represented by the variable $userval may look something like:

SELECT * FROM table WHERE user=’$userval’;

In this case, the query, when executed, will allow the user to view all data fields for a
row in which the user field has the value indicated by the user input. When using partially
constructed queries into which the user’s value is dropped in, the SQL Injection [39] vulnerability
is introduced.

A malicious user can take advantage of the fact that the web application takes the user input
as is and enters it into the partially constructed query. If the malicious would like to be able
to view all rows of data from the table, he/she can enter a specifically formatted value into the
text input field to achieve the task. An example of this input is:

> OR ’1=1
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Although this input looks like something out of a poorly written math textbook, let us
identify what it does to the query. By inserting that value into the partially constructed query,
the full query is:

SELECT * FROM table WHERE user=’’ OR ’1=1’;

Analyzing this query, the malicious intent is visible. The malicious user has formed a query
such that MySQL will return a row if either the name field is blank, or if 1=1 (this always
evaluates to true). Because 1=1 always evaluates to true, MySQL will return every row in the
table. Other values can be entered into the input field to perform other SQL queries.

SQL INJECTION MITIGATION

Given that allowing a user to input a value through a text field introduces a vulnerability, the
obvious question arises: “What do I do if I need to let the user enter a value?” One suggestion
may be to check the value that the user entered and analyze it for potential SQL Injection;
upon trying to perform this task, one finds it to be quite futile as there are an infinite number
of ways a malicious user could format their input to perform a malicious task. Rather, it is
best to handle the actual issue: the user input is inserted into the query exactly as it is read
in. Rather than allowing the user input to be placed into the partially constructed query, it
would be useful to have everything the user enters interpreted as a string literal. This can be
accomplished through the use of what are known as prepared statements [40].

Prepared statements can be implemented through PHP to allow your web application to

interact with the MySQL database. A prepared statement is implemented in three stages:
1. Prepare
2. Bind
3. Execute

In the preparation stage, the user writes a SQL statement template with certain values left
unfilled. These values are specified by question marks (7) and are called parameters. Using the
same query as discussed in the SQL Injection section, a sample PHP line to prepare a statement

would be:



96

$query = $conn->prepare("SELECT * FROM table WHERE name=7");

In the bind stage, the user specifies what values should be used to fill the previously am-
biguous fields identified by question marks. In addition to specifying the value, the user must
also specify the type of the value. A sample PHP line to bind parameters would be:
$query->bind _param("s",$userval) ;

In the execution phase, the user simply specifies that he/she would like to execute the query
which has been prepared and bound. A sample PHP line to execute the SQL query would be:
$query->execute();

Implementing prepared statements over traditional dynamic MySQL queries in PHP is not
a challenging but improves the security of the web application significantly. Because the user’s
input value is being interpreted literally and there are no quotes to escape properly in the pre-
pared statement as there were in the traditional statement, a malicious user cannot carry out
the same SQL Injection described previously.

USER INPUT VALIDATION

Web applications often allow a user to enter data into a field which must be of a certain
format, for example a birthday. However, web applications often do not validate that the value
entered was actually in the format required. Consider the following application: employees at
a company must enter the date they started working for the company. In the event that the
desired input format is MM /DD/YYYY, what are some possible ways in which invalid data
could be entered? A few possibilities which commonly strike a developer are that maybe the user
enters the date in the wrong format such as DD/MM/YYYY or MM/DD/YY. Another
common mistake could be that the user simply does not enter a date and instead provides some
sort of bogus input.

Provided that the user did actually enter a date in the correct format, another check which
should be performed is whether the date entered is a valid date. Examples of invalid dates
include 11/31/2019 and 02/29/2019. The first of the two invalid dates is invalid because
November never has 31 days in the Gregorian calendar. The latter of the two is invalid because

2019 was not a leap year, therefore meaning February 29, 2019 never occurred.
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IMPLEMENTATION

In order to demonstrate the steps for taking a vulnerable, basic web application and im-
plementing the aforementioned security measures, a series of challenges has been created. To
complete these challenges, an individual will have to successfully implement each of the secu-
rity measures and therefore create a more secure web application. A detailed walkthrough of
how this exercise was developed, as well as how you can recreate it is outlined in the following
sections.

IMPLEMENTING LEAST PRIVILEGE

Note that in the vulnerable web application, the PHP pages which establish communications
with the MySQL database have the root user being used to logon to MySQL. The root user is
granted what is known as ALL PRIVILEGES in MySQL; this means the root user has the
ability to perform any action, on all tables in any database, in MySQL. Inspecting the PHP
pages will reveal that one of the pages performs a query using the SELECT command and the
other performs a query using the INSERT command.

This allows a secure programmer to implement least privilege. There is no reason to have
the root user logging into the database from the PHP page, rather create a new user. Moreover,
that new user only needs to have SELECT privileges on the table referenced in the code (in this
case, the employees table in the test database. Additionally, another user can be created and
granted only INSERT privileges on the startdates table in the test database.

The first step towards creating the new users is to log into MySQL using the root user. As
a reminder, this can be done by entering the following command in the terminal and entering
the root user password:
$ sudo mysql -u root -p
The next step is to create the two new users; in order to do so, enter the following command in
the MySQL console:
mysql> CREATE USER ’<webappl>’@’localhost’ IDENTIFIED BY "<webappl>";
mysql> CREATE USER ’<webapp2>’@’localhost’ IDENTIFIED BY "<webapp2>";

You can replace the usernames and passwords (indicated by blue text) with whatever you
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Listing 9.2: Vulnerable Authorization Query

| |$sql = "SELECT * FROM employees WHERE name=’" . $_GET["user"] . "’ AND password=’
" . $_GET["pass"] . "?;";

V)

3 | $result = $conn->query($sql);

Listing 9.3: Hardened Authorization Query
1 |$sql = $conn->prepare("SELECT * FROM employees WHERE name=7 AND password=7");

w N

$sql->bind_param("ss",$_GET[’user’],$_GET[’pass’]);

5 |$sql->execute();

would like but those are the values which are used in the final code.

Now that two new users have been created, it is necessary to grant the appropriate privileges
to each user. Currently the users only have USE privileges. In order to grant privileges, enter
the following into the MySQL console:
mysql> GRANT SELECT ON test.employees TO ’webappl’@’localhost’;
mysql> GRANT INSERT ON test.startdates TO ’webapp2’@’localhost’;

This will allow the webappl user to read data from only the employees table and the
webapp2 user to insert data into only the startdates table, both in the test database.

UTILIZING PREPARED STATEMENTS

The use of prepared statements is one which allows a web application developer to mitigate
against SQL Injection. As discussed previously in this document, prepared statements take the
user input and insert them as string literals into the prepared statement rather than inserting the
variable value directly into the dynamic SQL query template. In the web application, there are
two files which require the use of user input in a SQL query; both of these files should implement
prepared statements. In the file vw-auth.php, the original (vulnerable) lines associated with the

query can be seen in listing 9.2.

After implementing the prepared statements in the hw-auth.php file, the lines associated
with the query can be seen in listing 9.3.

In the file vw-insert.php, the original (vulnerable) lines associated with the query can be seen
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Listing 9.4: Vulnerable Insertion Query
$sql = "INSERT INTO startdates (name, date) VALUES (\"$user\",\"$date\");";

N

$conn->query ($sql);

Listing 9.5: Hardened Insertion Query
$sql = $conn->prepare("INSERT INTO startdates (name,date) VALUES (7,7)");

$sql->bind_param("ss",$user,$date) ;

TR W N e

$sql->execute();

in listing 9.4.

After implementing the prepared statements in the hw-insert.php, the lines associated with
the query can be seen in listing 9.5.

Viewing the differences between the vulnerable code and the hardened code will reveal that
there is not much extra work required to implement the prepared statement. Due to the prepared
statement formatting the string as a literal, the web application developer does not need to ensure
that the double and single quotes are placed and escaped appropriately in the SQL query. In
making the change from the vulnerable code to the hardened code using prepared statements,
the process for returning the result of the query and printing is also changed slightly.

PERFORMING INPUT VALIDATION

Input validation may very well be a programmer’s dream and nightmare simultaneously. A
dream because it improves the security of the application but a nightmare because of the amount
of effort needed to perform input validation. It can be a tedious task, particularly considering the
potential edge cases for what types of input could be considered invalid. In this web application,
input validation should be performed when the end-user is tasked with entering a date on the
hw-insert.php page. At this point, prepared statements have been implemented in this file but
nothing has been done to ensure that the user entered a valid date. As noted previously in this
document, there are a few checks which should be performed in relation to input validation of
the input provided on the hw-insert.php page.

The page requests that the user insert a date in MM /DD/YYYY format. The first check
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Listing 9.6: Date Format Matching Regex
$regex = "/(\d{2H)\/(\d{2H)\/(\d{4})/";

N

3 |preg_match($regex,$date, $matches) ;

which should be performed is whether or not the input is even in this format. This task can be
accomplished using regular expression (regex) matching. The lines of code seen in listing 9.6,
in the hardened hw-insert.php, file accomplish this task.

The code seen in listing 9.6 simply checks if the input provided by the user (held in the
$date variable) matches the regex. The regex will match any input which is in the format
of two digits, followed by a forward slash, followed by two digits, followed by a forward slash,
followed by four digits (digits can be any number between 0 and 9).

After determining that the input entered is in the correct MM /DD/YYYY format, one
should begin checking for other invalid inputs such as invalid dates. Examples of invalid dates

include the following:
e If the month portion is less than 1 or more than 12.
e [f the day portion is less than 1 or more than 31.

e If the month portion is April, June, September, or November and the day portion has

more than 30.
e If the month portion is February and the day portion is more than 29.

e If the month portion is February and the day portion is 29 and the year portion is not a

leap year.

These checks are easily performed in PHP but first some overhead is required. The date field
is entered in as a whole in MM/DD/YYYY format but in order to perform the inequality
checks listed above, the portions of the date must be split into individual parts. This is done
by splitting the string on a delimiter character. The natural choice for the delimiter character
in this case is the forward slash (/). This is done in PHP by using the explode function. The

function returns an array of the substrings obtained by splitting on the delimiter character. The
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Listing 9.7: Split Date into Substrings

1 |$da = explode("/",$date);
2> |$m = intval($dal0]);
3 |$d = intval($dal1]l);
i |$y = intval($dal2]);

Listing 9.8: Validate Month Value

1 [if($m < 1 || $m > 12)
{

w N

header("Location: hw-invaliddate.html");
1 exit();

code seen in listing 9.7, performs the splitting and stores the individual parts of the date in
individual variables.
With the individual parts of the date stored in individual variables, inequality checks can be

performed. Refer to the list below for the code snippets:
e If the month portion is less than 1 or more than 12, code seen in listing 9.8.
e [f the day portion is less than 1 or more than 31, code seen in listing 9.9.

e If the month portion is April, June, September, or November and the day portion has

more than 30, code seen in listing 9.10.

e If the month portion is February and the day portion is more than 29, code seen in listing

9.11.

e If the month portion is February and the day portion is 29 and the year portion is not a

leap year, code seen in listing 9.12.

Listing 9.9: Validate Day in All Months
1 |if($d < 1 || $d > 31)
{

w N

header("Location: hw-invaliddate.html");
! exit();




16

Listing 9.10: Validate Day in 30 Day Months

102

1i{f($m==4 [l $m == 6 || $m == 9 || $m == 11)

if($d == 31)
{
header("Location: invaliddate.html");
exit Q) ;
}
}
Listing 9.11: Validate Day in February for Any Year
if ($m == 2)
{
if ($d > 29)
{
header("Location: invaliddate.html");
exit () ;
}
}
Listing 9.12: Validate Day in February for Leap Years
if($m == 2)
{
if($d == 29)
{
if( (($y % 4 == 0) && ($y % 100 '= 0)) || ($y % 400 == 0) )
//this is a leap year, which is valid
}
else
{
header("Location: invaliddate.html");
exit();
}
}
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HARDENED CODE

The hardened code, file by file, can be seen in the following listings, along with their respec-

tive file names.

Listing 9.13: hw-index.html

1 | <html>
2 <body style="background-color: black; color: white">
3 <div style="text-align: center">
<form action="auth.php" method="get">
5 Username: <input type="text" name="user'"><br>
6 Password: <input type="text" name="pass'"><br>
7 <input type="submit">
8 </form>
9 </div>
10 </b0dy>
11 | </html>
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Listing 9.14: hw-auth.php

1 | <?php

2

3 | $servername = "localhost";
i | $username = "webappl";

5 | $password = "webappl";
¢ | $dbname = "test";

s |$conn = new mysqli($servername,$username,$password,$dbname) ;

10 |$sql = $conn->prepare("SELECT * FROM employees WHERE name=7 AND password=?7");
12 | $sql->bind_param("ss",$_GET[’user’],$_GET[’pass’]);

11 | $sql->execute();

16 | $result = $sql->get_result();

18 | if ($result->num_rows > 0)

10 | {
20 print "Click you name to access your date entry form!<br>";
21 while($row = $result->fetch_assoc())
22
23 $n = $row[’name’];
24 print "<a href=’insertdate.php?name=$n’>" . $n . "</a><br><br>";
26 }
o7 |}
28 |else
20 | {
30 header("Location: invalid.html");
31 |}
32
33 | $conn->close() ;
34 | 7>
Listing 9.15: hw-insertdate.php
1 | <?php
2 $n = $_GET[’name’];
3 | ?>
4
5 | <html>

6 <body style="background-color: black; color: white">

7 <div style="text-align: center">

8 <form action="insert.php" method="get">

9 Enter a date in MM/DD/YYYY format<br>
10 <input type="text" name="date'"><br>

11 <input type="text" name="user" value="<7php echo $n;
?>" readonly><br>

12 <input type="submit">

13 </form>

14 </div>

15 </body>

16 | </html>
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<?php

$servername = "localhost";
$username = "webapp2";
$password = "webapp2";
$dbname = "test";

$_GET[’user’];
$_GET[’date’];

$regex = "/(\d{2}H)\/(\d{2}H)\/(\d{4})/";
preg_match($regex,$date, $matches);

$user
$date

if ($matches == NULL)
{

header("Location: invaliddate.html");

exit();
}
else
{
$da = explode("/",$date);
$m = intval($dal0]);
$d = intval($dal1l);
$y = intval($dal2]);
if($m < 1 || $m > 12)
{
header("Location: invaliddate.html");
exit () ;
+
if($d < 1 || $d > 31)
{
header("Location: invaliddate.html");
exit();
}
if($m == 4 || $m == 6 || $m == 9 || $m == 11)
{
if($d == 31)
{
header("Location: invaliddate.html");
exit () ;
+
}
if ($m == 2)
{
if($d > 29)
{
header("Location: invaliddate.html");
exit () ;
}
if($d == 29)
{

‘i{f( (($y % 4 == 0) && ($y % 100 != 0))

//this is a leap year, which is valid

[l ($y % 400 == 0) )
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+

else

{
header("Location: invaliddate.html");
exit Q) ;

}

$conn = new mysqli($servername,$username, $password,$dbname) ;

if ($conn->connect_error)

{
3
$sql = $conn->prepare("INSERT INTO startdates (name,date) VALUES (7,7)");

$sql->bind_param("ss",$user,$date) ;
$sql->execute();

die("Connection Failed: " . $conn->connect_error);

7>
<html>
<body style="background-color: black; color: white">
<div style="text-align: center">
<h1>Insert Complete!</h1>
<button onclick="location.href=’index.html’">Return to Login
Page</button>
</div>
</body>
</html>
Listing 9.17: hw-invaliddate.html
<html>
<body style="background-color: black; color: white">
<div style="text-align: center">
<h1>Invalid Date Entered!</h1>
<button onclick="location.href=’index.html’">Return to Login
Page</button>
</div>
</body>
</html>
Listing 9.18: hw-invalid.html
<html>

<body style="background-color: black; color: white">
<div style="text-align: center">
<h1>Invalid Logon Attempt!</h1>
<button onclick="location.href=’index.html’">Return to Login
Page</button>
</div>
</body>
</html>
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CHAPTER 10: AcTIVE DIRECTORY USAGE & HARDENING

In this laboratory exercise, the student will be introduced to the basic concepts of Active

Directory and configure a domain, create group policy objects, and harden a domain controller.

10.1 LABORATORY EXERCISE

Active Directory Usage € Hardening

)

CYOTE

10.1.1 SPECIFICATIONS

This lab exercise will be performed on Windows Server 2016, hereon referred to as the
Windows Server. A trial version of Windows Server 2016 was used for development.

10.1.2 LEARNING OBJECTIVES

e Configure Windows Server

e Configure Active Directory

e Understand the Concept of Active Directory and Domain Controllers

10.1.3 MAPPING TO NIST NICE FRAMEWORK

This laboratory exercise is intended to increase the student’s familiarity with Active Direc-
tory and Group Policy. This exercise is skills application heavy. This laboratory exercise maps

to the following KSAs from the NIST NICE Framework:
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Cybersecurity and Privacy Principles (K0004)

Cyber Threats and Vulnerabilities (K0005)

Test and Evaluation Processes (K0250)

e Recognize Types of Vulnerabilities (S0078)

Apply Cybersecurity and Privacy Principles to Organizational Requirements (S0367)

Apply Cybersecurity and Privacy Principles to Organizational Requirements (A0123)
10.1.4 NECESSARY BACKGROUND AND EXPECTED COMPLETION TIME

This laboratory exercise can be completed by students with varying background and experi-
ence. The following categories should help identify approximately how much time (in minutes)
will be necessary to complete the laboratory exercise, for a student meeting the criteria for the

respective experience level.

e Beginner: A student in this category has little to no experience with the basics of active

directory, group policy, and Windows Server.

e Intermediate: A student in this category is familiar with the basics of active directory,
group policy, and Windows Server. This student may have hands-on experience using

Windows Server.

e Advanced: A student in this category has experience with the basics of active directory,
group policy, and Windows Server. This student also has hands-on experience using Win-

dows Server, possibly a background as a systems administrator.
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Active Directory Usage & Hardening

Completion Time (min)

BEGINNER INTERMEDIATE ADVANCED

Figure 10.1: Active Directory Usage & Hardening Laboratory Exercise FExpected Completion
Time (min)

10.1.5 CONFIGURATION AND SETUP

The machine for this laboratory exercise does not require any custom configuration as the
exercise requires the student to configure a Windows Server using Active Directory and Group
Policies.

10.1.6 CHALLENGES

Brief Introduction to Active Directory
Active Directory is a service typically found on Windows Server operating systems. Active
Directory is a suite of configuration tools created by Microsoft which can be used to perform
remote administration of systems [93]. Active Directory, short for the term Active Directory
Domain Services [93], is a service which can be enabled on a Windows Server; when used to
control and configure a group of machines, this server becomes known as a Domain Controller
[93]. A domain controller can be used to remotely push policies, known as Group Policies, to all
systems on the domain. In the following tasks, you will enable and configure Active Directory
on a Windows Server, create Group Policy Objects, and perform a few basic domain controller

hardening tasks.
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. Configure the Windows Server to have the hostname CYOTEE-DC

. Configure the Windows Server to have an IPv4 address of 192.168.7.20 and a default

gateway of 192.168.7.1.

. Configure the Windows Server to use itself as its preferred DNS Server and do not set an

alternate DNS server.

. Configure the Windows Server to reflect your time zone.
. Install Active Directory on the Windows Server.

. Create a new domain cyotee.local in a new forest.

Configure the Forest Functional Level to Windows Server 2008.

. Configure the Domain Functional Level to Windows Server 2008.

. Ensure that the Windows Server is configured as a Global Catalog server.

Ensure that the Windows Server is configured as a DNS Server.

Configure DNS on the Windows Server to use the external DNS server with IPv4 address

192.168.7.30 as a forwarder.
Configure the Windows Server to not allow root hints.
Create the following Organizational Units in Active Directory.

e Professors

e Staff

Create the following three users in each of the Organizational Units. The username nam-
ing convention should be <firstname>.<lastname>@<domain>. Spaces or punctuation
within a name should be omitted. Create a default password for each user (Password123)

but require they change their password at the next login.

e Professors
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— Emma Castillo
— Jeanette Wise

— Bernadette Rivera
o Staff

— Boyd Harmon
— Jeremiah Houston

— Adrian Miles

Create a new Security Group in each Organizational Unit with the same name as the

Organizational Unit. The Security Group should be Global.
Add the three users in each Organizational Unit to the respective Security Group.

Create a Shared Folder for each Organizational Unit. The name of the Shared Folder should
be the same as the name of the Organizational Unit with the word Folder appended to it
(ex: StaffFolder). The only users who belong to the Organizational Unit should have access

to the folder. The network path to the folder should be \server\share\<foldername>.
Create a new site called CYOTEE. Add the Windows Server to the new site.

Create a new Group Policy Object (GPO) and link it to the domain. The new GPO should
match the following specification:
e Name the GPO cyotee-pol.

e Create a Folder Redirection policy to map the Documents folder to a network share

on the Windows Server located at \\server\share\network-share.
e Remove Run from the Start Menu.
e Configure Control Panel to only start in icon view.
e Block use of regedit.exe to mitigate against users editing the registry.
e Disable the ability for users to access the command prompt.

e Disable the ability for users to change the system time.
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e Block use of taskmgr.exe to disable the ability for users to access the Task Manager.

20. Install the File Server Resource Manager role. Configure it according to the following
specification:
e Install the File Server Resource Manager on the Windows Server.
e Create a text file in the user’s Desktop directory containing the word classified.
e Create a Classification Property called Classified Property.

e Create a Classification Rule called Classified Files for files which contain the word

classified.

e Apply the Classified Files rule to the user’s Desktop directory.

e Verify whether or not the classification rule was applied properly by running the
classification.

21. Create a File Screen which meets the following specifications:

e Block all .bat and .exe files from running.
e Apply the screen to the My Documents directory.
e Generate an appropriate warning message.
e Verify that the screen works by attempting to run a .bat file in the affected directory.
22. Reduce the Attack Surface by Removing Browsers
One suggestion made in Microsoft’s online documentation of Windows Server, in order to

improve the security of domain controllers, is to remove all web browsers [94]. The article

states:
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“Browsing the Internet (or an infected intranet) from one
of the most powerful computers in a Windows infrastructure
using a highly privileged account (which are the only accounts
permitted to log on locally to domain controllers by default)
presents an extraordinary risk to an organization’s security.
Whether via a drive by download or by download of malware-
infected “utilities,” attackers can gain access to everything
they need to completely compromise or destroy the Active
Directory environment.”

Task: To mitigate against this risk, remove all web browsers from the domain

controller (Windows Server).

Apply Principles of Least Privilege

In Active Directory, there are three levels of administrators, namely: Built-In Admins
(BA), Domain Admins (DA), and Enterprise Admins (EA). The BA group tends to have
many users because they are thought to have less privileges than those in the DA and EA
groups. This may be true, the base privileges granted to BA members is less than that of
DA and EA members. This becomes irrelevant when noting that a member of any of the
three groups can modify the membership of other groups, effectively gaining administrative
control over all systems in the nested group [95]. It is suggested that administrative
privileges only be granted to users who absolutely require the role to perform their tasking
[96].

Task: Reduce the number of administrators on a domain, including built-in
administrators. Regularly monitor the administrators, as attackers will create

domain admin accounts to gain control over a domain.

Hardening the Administrator Accounts

Administrator accounts have increased privileges and can often be used to wreak havoc
on a domain if compromised. Some suggestions for securing the administrator accounts
include dual factor authentication and anti-delegation [95].

Task 1: Require that administrator accounts need a smart card for logon.

Task 2: Mark the administrator account as sensitive and cannot be delegated.
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10.2 SOLUTIONS AND GUIDED WALKTHROUGH
Walkthrough

In order to complete the challenges in this laboratory exercise, see the steps in this walk-

through.

1. Navigate to Start Menu — Control Panel — System — Computer Name, Domain,
and Workgroup Settings — Change Settings and then click Change to rename the

computer.

2. Navigate to Start Menu — Control Panel — Network and Sharing Center —
Change Adapter Settings — Right-Click on the Local Area Connection and
select Properties — Select Internet Protocol Version 4 —

Select Properties. From here, configure the desired IP address settings.
3. Follow the steps in Step 2 and configure the desired DNS settings.

4. Navigate to Start Menu — Control Panel — Date and Time — Change Time Zone.

From here, select the desired time zone settings.

5. In the Server Manager, right click on Roles and select Add Roles. Follow the steps in the

wizard and select Active Directory Domain Services as the role to install.

6. During the Active Directory installation process, you should be asked to Create a New
Domain. Select Domain in a New Forest and then click Next. Enter the name of the new

domain.

7. During the Active Directory installation process, you should configure the Forest functional

level to the desired setting when prompted.

8. During the Active Directory installation process, you should configure the Domain func-

tional level to the desired setting when prompted.
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. During the Active Directory installation process, you should configure the Windows Server

as a Global Catalog Server by checking the box next to Global Catalog Server. It may

already be checked by default.

During the Active Directory installation process, you should configure the Windows Server
as a DNS Server by checking the box next to DNS Server. This box is typically not checked

by default, ensure this is checked.

In the Server Manager, expand the Roles tab. Expand the DNS Server tab. Expand
the DNS tab. Then right-click the name of your server and select properties. Select the

Forwarders tab. Click Edit and add the desired Forwarder IP address.

In the Forwarders tab mentioned in Step 11, uncheck the box labeled Use root hints

if no forwarders are available.

In the Server Manager, expand the Roles tab. Expand the Active Directory Domain
Services tab. Expand the Active Directory Users and Computers tab. Then right-
click the name of your domain and select New. Select Organizational Unit. Configure the

names as desired.

Follow the directions in Step 13 to navigate to your domain. Next, expand your domain,
you should see the Organizational Units which were created in Step 13. Right-click on the
Organizational Unit and select New. Next, select User. Follow the specifications to create

the users appropriately.

Follow the directions in Step 14 to navigate to your Organizational Units. Right-click on
the Organizational Unit and select New. Next, select Group. Name the group according to
the specification. Ensure that the Group Scope and Group Type are configured according

to the specification as well.

Follow the directions in Step 14 to navigate to your Organizational Units. Next select
all of the users which need to be added to the Security Group. When all are selected,

right-click on one of them and select Add to Group. Type in the name of the group.
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Follow the directions in Step 14 to navigate to your Organizational Units. Next, right-click
the Organizational Unit and select New. Next, select Shared Folder. Configure the name

and network path according to the specification.

In the Server Manager, expand the Roles tab. Expand the Active Directory Domain
Services tab. Expand the Active Directory Sites and Services tab. Right-click the
Sites tab. Select New and then select Site. To add the server to the site, right-click the

site and select New. Next, select Server. Enter the name of your server.

In the Server Manager, expand the Features tab. Expand the Forest tab. Expand
the Domains tab. Expand the tab with your domain name. Right-click the Domain

Controllers tab. Select Create a GPO in this domain, and Link it here.

e Name the GPO according to the specification when prompted. If not immediately
brought to the Group Policy Management Editor, go back to the Domain Controllers

tab and right-click on the name of your new GPO and select Edit.

e In the Group Policy Management Editor, navigate to User Configuration —
Policies — Windows Settings — Folder Redirection and configure according

to the specification.

e In the Group Policy Management Editor, navigate to User Configuration —
Policies — Administrative Templates — Start Menu and Taskbar and then

find the setting titled Remove Run menu from Start Menu. Enable that setting.

e In the Group Policy Management Editor, navigate to User Configuration —
Policies — Administrative Templates — Control Panel and find the setting
titled Always Open all Control Panel Items when Opening Control Panel.

Enable that setting.

e In the Group Policy Management Editor, navigate to User Configuration —
Policies — Administrative Templates — System and then find setting titled

Prevent Access to Registry Editing Tools. Enable that setting.

e In the Group Policy Management Editor, navigate to User Configuration —
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Policies — Administrative Templates — System and then find setting titled

Prevent Access to the command prompt. Enable that setting.

e In the Group Policy Management Editor, navigate to User Configuration —
Policies — Administrative Templates — System — Locale Services and
then find setting titled Disallow User Override of Locale Settings. Enable that

setting.

e In the Group Policy Management Editor, navigate to User Configuration —
Policies — Administrative Templates — System — Ctrl + Alt + Del

Options and then find setting titled Remove Task Manager. Enable that setting.
20. From the Server Manager, follow these steps:

e Right-click on the Roles tab. Select Add Roles. Navigate through the Wizard.

Ensure that File Services is selected to be installed.

e Navigate to Roles — File Services — Share and Storage Management —
File Server Resource Manager — Classification Management. Right-click on
Classification Properties and select Create Property. Give the property a
name and set the type as Yes/No. Next, right-click Classification Rules and select
Create a New Rule. Name the rule and select the scope to which it should apply
(which folders it should be applied to) based on the specification. Then select the
Classification tab. Set the Classification Mechanism to Content Classifier.
Set the Property Name to the name of the property you created earlier in this step.
Set the property value accordingly. Next, select Advanced. Click on the Additional
Classification Parameters tab. Set the Name field to String and set the value

according to the specification.

e Run the rule by right-clicking the Classification Rules tab and selecting Run

Classification with all Rules Now.
21. To create a File Screen, follow these steps:

e Navigate to Roles — Services — Share and Storage Management —
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File Server Resource Manager — File Screening Management and right-click

on File Screens.
e Select Create File Screen.
e Specify the path to the directory on which the screen should apply.

e Kither use an existing file screen or create a custom screen.

To remove a browser on Windows Server, open the Control Panel. From there, navigate
to Programs — Programs and Features — Uninstall or Change a Program. From here

uninstall any browsers installed on the machine.

Apply Principles of Least Privilege

Check your users and user groups to determine if there are users with unnecessary privi-
leges. You can check this in the Server Manager. Navigate to Roles — Active Directory
Domain Services — Active Directory Users and Computers — Domain Name —
Users. Here, click the Type button in the top bar to sort by type, this will make it
easier to see users vs groups. Ensure that the Guest account is disabled, this account is
usually unprotected and unnecessary but provides an attack vector. Next, look through
the remaining users, determine if they are necessary, if not, disable the account. Next,
check the various security group and see what members are in them. To do this, right click
the desired group, select Properties, then click on the Members tab. Ensure that a user
is only in the group if necessary. One concept of least privilege is to only grant access as
needed. Some individuals within an organization may need to perform domain services on
occasion. Rather than leave that user account in an administrators group, only add them
when necessary, and remove after. This ensures that accounts are not being compromised

and used to perform privileged actions.

Hardening the Administrator Accounts
Task 1: Require that administrator accounts need a smart card for logon.
Task 2: Mark the administrator account as sensitive and cannot be delegated.

For each of these tasks, access a user’s properties by navigating to Roles — Active
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Directory Domain Services — Active Directory Users and Computers — Domain
Name — Users within the Server Manager. From here, right click on the desired user
and select Properties. In the Account tab, there will be a sections titled Account
Options. Scroll through the options and select the desired security features. Note: In

order to require the smart card login, your organization will need to have a public key

infrastructure in place.
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CHAPTER 11: PERFORMING CUSTOMER SERVICE AT COMPETITIONS

11.1 CoMMON CUSTOMER SERVICE TASKS AT COMPETITIONS

This section discusses, in detail, common tasks required of the blue team with respect to

customer service at cyber defense competitions.

11.1.1 SETTING UP AN APPROPRIATE VOICEMAIL GREETING

As technology advances, organizations are moving towards newer technological methods,
encryption enabled services, VPNs, telecommuting, the Cloud, etc. One technological item
which is still a staple in almost every organization is a telephone. It is important to ensure that
an organization is appropriately staffed such that the telephone is answered when calls arrive.
That said, even the best organization cannot always ensure that every call is answered. In the
case that a staff member is not able to field a telephone call, it is integral to the continued
success of the organization that an appropriate voicemail greeting is in place.

There are many components to an effective voicemail greeting. The first component to be
addressed is the actual language and tone of voice used. Jackie Silver, a voice artist who has

been in the industry for over 25 years, states that:

“Voice is the first connection a client has to the business -

make it count!” [68]

It can be convenient to use some sort of text to speech software or an automated voicemail
system to record a greeting, but this can lead to the perception that an organization is not
personal with their clients. In a world which is shifting towards automation, remaining personal
with clients can be the leg up that an organization has over its competitors. A more personal
greeting can also improve the overall mood of the caller, thus reducing the likelihood that a

customer will be difficult over the phone. Silver states:
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“Using a warm, relateable person for a business voice over is
preferable to the automation-soundin, monotone voice that

many businesses choose.” [68]

By ensuring that the voicemail greeting is personal, genuine, and warm, an organization sets
a positive first impression with the client.

The next component of a quality voicemail greeting is brevity. If a client has gone the
route of calling you on the telephone, they are likely hoping for a quick response rather than
a delayed response via email. Ensure that your voicemail greeting does not leave the client
waiting for an extended period of time before they can record their message. In an article from
Statup Stockpile, author Ryan Bozeman suggests that an organization should aim for a voicemail
greeting last 20 seconds. Less than 10 seconds likely means that the speaker was speaking to
fast or all relevant information was not relayed. He states that a voicemail greeting should never
exceed 30 seconds [69].

The next component of an effective voicemail greeting is ensuring that all pertinent infor-
mation is relayed to caller. Keep the voicemail greeting short and to the point, but do not leave

out necessary details. A successful voicemail greeting should include the following items:
e The name of the individual or organization the caller has reached.

e Express your apology for lack of availability.

Normal business operating hours.

Alternative methods of contact (if applicable).

Request a message including the callers name (and organization if applicable), a call back

number, and the reason for the call.

A salutation.

An example of a high quality effective voicemail greeting script is shown below:
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Thank you for calling XYZ Corp. We apologize in advance
for missing your call. Our business operating hours are 8
AM to 5 PM Pacific Time, Monday to Friday. You
may also contact us at customerservice@xryzcorp.com.
Please leave your name, telephone number, and your reason
for calling today, and we will return your call as soon as

possible. Please record your message at the tone and have a

wonderful day.

More examples of effective voicemail greetings are available in Silver’s article [68], Bozeman’s

article [69], and an article from OnSIP [67].

11.1.2 PERFORMING EFFECTIVE CUSTOMER SERVICE

In order for an organization to achieve lasting success, it is important that customers and
clients have the ability to have their questions answered. This leads to a necessity for a customer
service center of some sort. This does not inherently need to be a full team of 50 individuals,
but can even just be a single individual who is on hand to assist customers and clients with their
needs. Digital.gov, a product of the U.S. General Services Administration notes that customer
contact centers serve as an effective liaison between the customers and the organization [63].

Effective customer service starts with establishing standards which must be met when in-
teracting with customers. Concrete standards allow each individual in the organization to have
an outline of what items must be met when interacting with a customer and allow individuals
to hold them self and others accountable. Example standards are listed as part of the U.S. De-
partment of Health & Human Services’ Agency for Healthcare Research and Quality’s Strategy
6Q Standards for Customer Service [64].

The U.S. Office of Personnel Management lists in a 1997 report that effective customer service

is achieved by incorporating the following items into an organization [65]:

e Goal Setting and Measurement: Set goals and measure whether they were achieved.
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Without a quantifiable or verifiable method of assessing goals, it is challenging to identify

areas of strength and weakness.

e Goal Setting and Feedback: Having concrete feedback helps lead an organization to

reevaluate its goals and set new goals which have more positive feedback.

e Measurement and Feedback: It is important that the measurement system is not
shared with the same individuals who will be providing feedback. This can lead to skewed

feedback.

e Measurement and Rewards: For individuals to participate in any exercise with real

effort, there must be some sort of reward for participating in a genuine, honest manner.

e Feedback and Rewards: An organization must recognize individuals who have solicited
positive feedback from customers. This leads to positive reinforcement for the individual

as well as setting a standard for others to follow.

This process is exemplified in the following statement by Connellan and Zemke [66]:

114

if you set both a standard and a goal; if you involve
indiviuals or teams in setting their targets; if you empower
individuals and teams to make decisions on their own; if you
combine goal setting with measurement of customer satisfac-
tion tracked back to both individuals and teams; if you add
positive coaching; if you celebrate progress; and if you use
reqular positive reinforcement for the right set of behaviors,
then goal setting is a powerful, positive tool for sustaining

Knock Your Socks Off Service.”

To review, in order to provide effective customer support and service, an organization needs
to identify what the needs of the customers are. Next, the organization must set goals which aim
to satisfy the customer needs. Using some form of measurement, customer satisfaction needs to

be reported. Individuals or teams which solicit positive customer feedback need to be rewarded.
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This process should be repeated until customer satisfaction is at an acceptable level, and then

continuously repeated as customer needs may change over time.

11.1.3 DIFFUSING CHALLENGING CUSTOMERS

Despite the best efforts of the customer service staff to please all customers, there will be times
where a particularly challenging customer will require assistance. A customer can be challenging
for a number of reasons, the one addressed here is the upset customer. This customer has a
problem, they don’t have a solution, and are already upset coming into the telephone call. Part
of providing effective customer service is understanding how to diffuse the challenging customer.
In a short article, author Mor Assouline walks through four techniques for defusing an angry

customer. His techniques are to [74]:
1. Listen
2. Apologize
3. Solve
4. Thank

Mich Solomon, in an article on Forbes, provides a separate but similar approach to turn an
upset customer into a satisfied customer. Solomon’s approach, titled AWARE, consists of the

following techniques [75]:
1. Acknowledge
2. Widen
3. Agree
4. Resolve

5. Acknowledge

Both strategies share a common theme, put the customer first. Start by acknowledging the

customer’s concern. Regardless of how an individual feels, they should validate the customer’s
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concern. Listen to exactly what their concern is and try to recognize what they are upset about.
Present yourself as a caring individual who is genuinely interested in their concern. The upset
customer is typically going to have a lot to say, so allow them to speak. Just hear them out.
At this point, feel free to either apologize, agree, or both. The goal here is to present empathy
for the customer and their concern. After showing empathy, move on to actually solving the
problem. This is ultimately what is going to diffuse the angry customer. Be sure to include the
customer in your solution. Do not just leave them hanging and then present a solution which
they are unhappy with. Rather, involve the customer. Walk through the solution with them
as it is developed, regularly asking for their feedback. This will help ensure that the solution is
satisfactory for the customer. At the end, be sure to thank the customer for their time.

It is very important that an individual avoids becoming upset or annoyed with the customer.
This will only further escalate the situation and may lead to the loss of a customer. Maintain
poise and composure despite the upset customer. The customer may be unruly, using foul
language, etc. Do not view this as an opportunity to be upset with the customer or lecture
them. Simply listen and identify the important details in the slurry of words which may be
coming from the customer. While it is important to make the customer happy, do remember
that no organization policies, including data classification policies, should be compromised in
the process. Defusing the angry customer is one of the more challenging aspects of customer

service, but a very necessary skill to run an effective customer service center.
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11.2 LABORATORY EXERCISE

In this laboratory exercise, the student will be introduced to the basic concepts of performing

customer service as it applies to cyber defense competitions.
Performing Customer Service at Competitions

=)

CYOTE

11.2.1 SPECIFICATIONS

This laboratory exercise will not require any technology. Rather, perform the exercises on
your own, or with a partner(s).

11.2.2 LEARNING OBJECTIVES

Creating a Voicemail Greeting

Documenting Telephone Calls

Responding to Caller Requests

Maintaining Poise Under Pressure

Responding to Technical Requests

11.2.3 MAPPING TO NIST NICE FRAMEWORK

This laboratory exercise is intended to increase the student’s skills at providing effective

customer service. At cyber defense competitions, students can expect to have at least one indi-
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vidual performing customer service tasks such as answering phone calls, responding to technical
help desk requests, and documenting incoming requests. This laboratory exercise maps to the

following KSAs from the NIST NICE Framework:

e Cybersecurity and Privacy Principles (K0004)

Cyber Threats and Vulnerabilities (K0005)

Electronic Devices (K0114)

File Extensions (K0116)

Industry Best Practices for Service Desk (K0237)

Basic Operation of Computers (K0302)

11.2.4 NECESSARY BACKGROUND AND EXPECTED COMPLETION TIME

This laboratory exercise does not have any necessary background. Because the exercises are
open ended, expected completion time will be omitted. If being conducted in a course or other
time-constrained environment, adjust the amount of time allocated for each challenge.

11.2.5 CHALLENGES

1. Make Your Help Desk Accessible

An organization needs to be accessible. One of the forms of contact that an organization
has is the telephone. While it is ideal to have individuals on hand to field incoming phone
calls at all times, this is not always possible. Rather than leave callers with a dead line at
the end of an attempted call, having a pleasant voicemail greeting is in the interest of the
organization.

For this task, create a voicemail greeting for a fake organization. Compare your voicemail
to the one included in the solutions to identify strengths and weaknesses of your voicemail

greeting.

2. Log Incoming and Outgoing Phone Calls

The importance of logs cannot be overstated, even when it relates to telephone calls.
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Logging phone calls ensures that a record of all incoming and outgoing calls is kept.
These records can be used to recall information from a previous call with an individual,
document any requests made by the caller, and remind you to call an individual back
when more information is available, among other things. Logs are only as effective as
the details recorded; if your organization only logs the name of an individual and their
telephone number, there is no meaningful information in the log which can be helpful later.
Consider what details would be helpful in a telephone call logging sheet.

For this task, see the sample log sheet seen in table 11.1 and identify weaknesses. Then
create your own sheet with information you feel would be helpful in a telephone call log.

Compare the criteria you create with the criteria in the solutions.

Caller Name | Time of Call | Receiving Employee
John Doe 11:43 Trey

Table 11.1: Sample Call Log with Entry

. Practice Mock Phone Calls

Phone calls can be intimidating in a professional environment, especially for an individ-
ual who does not have experience fielding telephone calls. This task will help individuals
develop some familiarity with the process and increase comfort. There are three common
types of phone calls which a team receives at competitions; these are the pleasant cus-
tomer, the angry customer, and the nonsense customer. The pleasant customer will have
a legitimate reason for calling and has patience for the individual answering the telephone.
The angry caller has a legitimate reason for calling but lacks patience. This customer will
have many demands and will require answers quickly. The nonsense caller does not have
a legitimate reason for calling. They may be a spam caller or someone trying to waste the
organization’s resources. Despite this, one cannot be rude to the nonsense caller, however,
efforts should be made to respectfully but quickly end the call.

For this task, there are three sample phone call scripts below. In the first scenario, your
organization’s billing system on the webpage is down. For the second scenario, the caller

is upset that he cannot access the webpage. In the third scenario, the caller is trying to
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sell you pizza rolls. Perform this exercise in groups of two, one individual acting as the
caller, the other as the recipient. The scripts provide sample topics for the conversation,
however, you may choose to make the conversation more natural by steering it in your

desired direction. For tips on how to handle the angry caller, see the solutions.

Incoming call from 555-111-2222. Good morning, this
is Insert Name from Insert Organization Name. [
had a question regarding your website. Response. I noticed
this morning that I wasn’t able to access my electric bill. Is
there something wrong with the website? Response. Oh I
see, well, when will the issue be resolved? Response. Okay,
thank you for the information. I will look forward to Insert
time/date when I will be able to access my bill. Response.

Thank you for your help, have a nice day!

Incoming call from 555-222-3333. Hey, this is Jeff.
What’s wrong with your website bro? Response. Yeah look,
I don’t really care, I gotta pay my bill today or else I'll have a
late fee. Response. Dude, are you telling me that you can’t
just fix it? What are you good for? Response. Can you
just tell me when it’ll be back up? Response. Hmm, yeah,
I can’t wait that long man! I need it sooner. Response.
C’mon. Can’t you just do some IT magic and make it work
already? I pay for a service with you guys, I expect the page
to be working! Response. Continue upset questions
with increased urgency as long as seen fit, the goal
is actually to see if the recipient will crack under

pressure. All right, fine whatever. I'll be calling back later,

with my boss on the line! It better be working by then!
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Incoming call from 555-888-4444. Dude, this is Jenny
from the pizza roll company, wanna buy some pizza rolls?
Response. But let me explain the deal to you first. Re-
sponse. Nah, I'm gonna go ahead and explain it anyway.
So our current offer is 15 boxes of pizza rolls for only 25
dollars! The variety includes pepperoni, sausage, and com-
bination. Response. Now, you’ve been real nice, so let me
tell you about a secret offer we have, right now we can get
you 30 boxes of pizza rolls for only 50 dollars. So what do
you say, are you interested? Response. Okay, you drive
a hard bargain, but how about 30 boxes for 45 dollars. Re-

sponse. At this point, just keep them on the line as

long as possible.

4. Answer Technical Help Desk Questions
Tech desk employees will have to be able to answer some degree of basic questions related
to information technology. There are common tasks which they will have to be familiar
with as well. Additionally, they will need to be familiar with organization policies well
enough to be able to answer questions or at the very least defer to an appropriate party.

For this task, answer the following sample technical questions:

(a) A caller notices there are many new files on their machine which they don’t remember
being there previously. They are concerned that the files may be malicious. The caller
is using a Windows machine with the standard file explorer. You want to know the
extension of the files to make an initial determination if they are malicious.

How you would direct the caller to tell you the file extensions?

What are some common file types which may be malicious?

(b) A caller notices that they are requested to create a new password. They are confused
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why they need to do this. How would you explain to the caller why they need to
change their password.

The same caller calls back later in the afternoon (logs would help you to know it is the
same caller) confused why their new password isn’t being accepted. Your organization
has a new password policy with complexity requirements. Create the password policy

and share with the customer what complexity requirements must be met.

(¢) A caller is upset that their computer will have to restart in 15 minutes to apply
updates. Explain to the caller why updates are important, and then suggest any

steps the caller should take in the next 15 minutes to ensure no work is lost.

11.2.6 SOLUTIONS

1. Make Your Help Desk Accessible
For this task, you will want to ensure that your voicemail greeting includes the following
items.
e The name of the individual or organization the caller has reached

e An expression of apology for missing the call

Normal business operating hours

Alternative methods of contact (if applicable)

Request a message including the callers name (and organization if applicable), a call

back number, and the reason for the call

e A salutation

Example of a High Quality Voicemail Greeting
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Thank you for calling XYZ Corp. We apologize in advance
for missing your call. Our business operating hours are 8
AM to 5 PM Pacific Time, Monday to Friday. You
may also contact us at customerservice@xyzcorp.com.
Please leave your name, telephone number, and your reason
for calling today, and we will return your call as soon as

possible. Please record your message at the tone and have a

wonderful day.

2. Log Incoming and Outgoing Phone Calls
A detailed log for incoming and outgoing phone calls should include the following items:
e Incoming vs Outgoing
e Name of caller (for outgoing, this is the employee making the call)
e Name of callee (for outgoing, this is the person being called)

Date of call

Time of call (either use 24 hour time or include AM vs PM)

Number of caller (if incoming)

Number of callee (if outgoing)

Description of call

e Notes

3. Practice Mock Phone Calls
Target criteria for each of the mock calls.
Pleasant Caller
For this caller, be sure to thank them for their time. Explain what the issue is and when
you expect it to be resolved. Express your apologies for their having technical issues. If
possible, make note to give them a call back when the service is available again.

Angry Caller
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For this caller, it is crucial that you stay calm and poised. They are going to try to get
you to get angry in retaliation. This caller will have a lot to say, and isn’t interested in
hearing much. Rather than try to reason with this caller, simply reassure them that you
understand their issue and apologize for the inconvenience. This caller may get personal,
but just maintain composure. Answer objectively and appropriately. It can be easy to get
pressured by this sort of caller to either provide either false information (I think the service
might be back up later this afternoon) simply to provide an answer to their question, or
to provide confidential or privileged information (the service is down because we were
hacked). Remember that an upset phone call is only a temporary event and will be over
soon, and focus on making the customer as happy as possible, even if they appear unhappy.
Nonsense Caller

For this caller, be sure to be respectful and not dismiss their call. Yes it may be annoying,
and you may have other more time sensitive matters to attend to. Simply hear them out,
answer any questions appropriately. Make an effort to end the phone call, but do not
just hang up on the individual. If the call is getting too long, request that the customer
call you back later. If you absolutely must leave the call, express your sincere apology for

having to end the call abruptly.

4. Answer Technical Help Desk Questions

(a) Direct the caller to open file explorer and navigate to the folder containing the new
files. Explain to them how to view the files in Details view. If file type is not a
visible option, instruct them to enable the file type check box in the column names.
Also have them note the extension on the end of the file. A non-exhaustive list of
common file types which may be malicious includes executable file types (.exe, .bat,
.msi, etc.), Microsoft Office file types (.docx, .pptx, .xlsx), and script file types (.py,

sh, .pl, etc.).

(b) Explain to the caller that because passwords protect our accounts from being ac-

cessed by an unauthorized user, it is important to regularly change passwords. In



134

the event that a password has been compromised, a password change can prevent the
unauthorized user from maintaining access to our assets. Explain to the caller that
password policies are in place to prevent users from creating simple passwords which
can easily be cracked by a malicious user. Explain your created password policy and

why you chose what you did (i.e. length vs. complexity).

Explain that new vulnerabilities are discovered regularly and updates are regularly
released to mitigate against the aforementioned vulnerabilities. Without these up-
dates, the user’s devices remain vulnerable and be the target of a cyber attack. In
order to ensure no work is lost, suggest that the caller save any documents he/she is

working on at the moment and close any applications which may be running.
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CHAPTER 12: ORGANIZATIONAL MANAGEMENT TASKS APPLIED AT COMPETITIONS

12.1 BACKGROUND OF ORGANIZATION MANAGEMENT TASKS

This section discusses, in detail, concepts related to organizational management which are

commonly needed at cyber defense competitions.

12.1.1 CREATING A COMPREHENSIVE INFORMATION CLASSIFICATION PROGRAM

Organizations today deal with so much data. Often, it can be difficult to determine what data
is important, what data is not important, and what data is considered sensitive. To ensure that
sensitive data is not released to unauthorized individuals, creating a comprehensive information
classification program can be helpful. Andrew McCreath notes the following in a Computer

Weekly article [80]:

“Data classification best practices enable organisations to
store their data in line with compliance controls, thereby re-
ducing any risk to the business in the event of an audit or

legal discovery.”

The legal issue is just one of many reasons to implement a data classification program.
Additionally, data classification can be useful in ensuring that the concept of least privilege is
achieved, that is, that only individuals with a need to know have access to designated informa-
tion. A comedic, yet relevant example of this exists in the children’s television show, “SpongeBob
SquarePants” [81]. In the show, the owner of a restaurant has a secret formula for creating their
signature item, the Krabby Patty. Throughout the series, various individuals attempt to gain
access to the formula, though the owner ensures that information is protected. Even his own
employees don’t know the secret formula because they do not need to in order to perform their
function. Similarly, organizations should ensure that privileged information is limited to only
those individuals who require access.

This further begs the following two questions:

e What levels of information classification should an organization have?



136

e How does an organization determine what access level an individual should have to infor-

mation?

The answer to the first question is very subjective. Every organization will handle infor-
mation differently, and different types of information. Depending on the type of information,
different classification levels will be needed. For example, in healthcare organizations, protected
health information (PHI) are present whereas at a automobile production company, engine de-
sign details exist. This leads one to need to go through a full process to determine how to set
up an appropriate information classification program. Generically, there are three high level
categories of classification according to an article in Strong DM relating to SOC 2 Compliance
[79]. Author Brian Johnson presents these three high level categories in descending order of
sensitivity. These levels are Confidential, Internal, and Public. Public data is information with
no protection. This data is available openly to the public and may include items such as what
products the company is producing. Internal data is protected within the organization. These
data should not be discussed publicly but may freely be discussed internally. These data may
include employee salaries. Lastly, confidential data is confined to select individuals with a strict
need to know. These information may include employee and client information including social
security numbers.

In a Sirius Edge article, authors Thomas Eck and Anne Grahn outline seven steps to creating

an effective information classification program [78]. These steps are as follows:

1. Complete a Risk Assessment: Determine what regulatory and contractual require-

ments the organization has related to data confidentiality.

2. Develop a Formal Classification Policy: Determine the categories of data classifica-
tion. Limit to three to five categories to avoid unnecessary confusion over high level of

granularity.

3. Categorize Data Types: Determine what protected data the organization manages.
This means identifying what data the organization maintains, creates, or handles. Knowing

the data and assets allows the organization to determine classification levels.
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4. Discover Location of Data: Now that the types of data have been identified, the
organization needs to identify where the data are located. This may be physical location
of data (storage room in the room 104 of the east wing) or digital (credit cards folder on

the private share).

5. Identify and Classify Data: Formally classify the data. Make it known to the organi-

zation that a policy is in place and must be followed.

6. Enable Security Controls: Implement the program. This may require limiting access to
data digitally using group policy type software or physically by granting access to specific
areas. Additionally, the organization can implement encryption for digital data as well as

air gaps for physical data.

7. Monitor and Maintain: Having implemented the program, it is critical that the program
is maintained. Regularly monitor both digital and physical accesses to high sensitivity
documents and ensure that the access was from an authorized individual. Be sure to
regularly reevaluate the classification level of data as well as the level of access an individual

within the organization has.

Following the seven step process, an organization should be able to implement a fairly compre-

hensive information classification program.

12.1.2 SELECTING THE APPROPRIATE ORGANIZATIONAL STRUCTURE

An effective organization requires an appropriate organizational structure. Organizational
structures refer to the configuration of relationships between positions and teams within an
organization. According to articles from Smart Draw and Point Park University, four common

organizational structures include [90, 89]:
e Functional Top-Down
e Divisional

e Matrix
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e Flat

The functional top-down structure is hierarchical and very much based on chain of authority.
In this structure executives rest at the top of the structures, with senior management below,
followed by junior management, team leads, etc. This organizational structure excels in it’s
ability to group similarly skilled individuals in teams which allow a focused approach to problems.
However, this structure leads to a lack of communication between groups and poor transparency
up the structure.

The divisional structure has the organization split into various divisions which operate as
sub organizations in some sense. In this structure, the individual divisions have a high level
of independence and may not require higher level authority to make decisions. However, in
this structure, individuals working in similar capacities in different divisions may have little
collaboration.

The matrix structure has its teams split based on projects or products. Individuals may
work as part of a project with a project lead, but will typically also have a function manager
they report to. This structure excels in its ability to facilitate communication and provide
a dynamically shifting work environment. This structure struggles in coordination at times.
Individuals may belong to multiple projects and thereby report to separate project leads, between
whom their may be little communication.

The flat structure has very little to no hierarchy. All individuals report equally to a single
authority. This structure enables a very individually managed team where individuals work
independent of others and provide autonomy for each employee. This structure does struggle in
that by providing each employee autonomy, there can be disagreements on how to proceed with
a task without intervention of the single higher authority.

Which organizational structure should be implemented is entirely dependent upon the needs
of the organization, what type of products/services it offers, and the size of the organization,

among other things.
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12.1.3 CHOOSING AN EFFECTIVE TEAM

An organization is only as successful as its staff. Ensuring that an effective team of staff
members has been chosen can be the difference between a successful organization and failed
organization. Articles from BrightWork [92] and AboutLeaders [91] outline tips for selecting
an effective team. They suggest hiring individuals who are able to communicate effectively.
Individuals who can listen to others in a meaningful manner but also respond eloquently are
invaluable. These individuals can help facilitate cooperation internally but also interact with
sponsors and prospective clients.

Additionally, skilled project managers should be hired. The organization will need an indi-
vidual(s) who possess strong leadership skills and can manage small to large teams to lighten
the burden on any single individual within the organization.

Another suggestion is to remain strictly objective in the hiring process. It can be tempting
to hire an individual who is family friends with a project lead, but if a better candidate applies
for the role, ensure that the best candidate is hired.

It is important to be mindful of the budget your organization has as well as what needs it

has. Select the team accordingly to ensure the most effective team.
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12.2 LABORATORY EXERCISE

In this laboratory exercise, the student will be introduced to organizational structures, team

selection, and simple data classification policy.
Organizational Management Tasks Applied at Competitions

)

CYOTE

12.2.1 SPECIFICATIONS

This laboratory exercise will not require any technology. Rather, perform the exercises on
your own, or with a partner(s).

12.2.2 LEARNING OBJECTIVES

e Understanding Organizational Structures
e Levels of Data Classification
e Selecting an Effective Project Team

12.2.3 MAPPING TO NIST NICE FRAMEWORK

This laboratory exercise is intended to increase the student’s skills in business management.
At cyber defense competitions, organizing a team and operating an organization is scored in
addition to the technical tasks. This includes organizing the team, creating a data classification
program, and selecting an effective team. This laboratory exercise maps to the following KSAs

from the NIST NICE Framework:
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Cybersecurity and Privacy Principles (K0004)

Cyber Threats and Vulnerabilities (K0005)

Organization’s Information Classification Program (K0287)

Apply Cybersecurity and Privacy Principles to Organizational Requirements (S0367)

Apply Cybersecurity and Privacy Principles to Organizational Requirements (A0123)
12.2.4 NECESSARY BACKGROUND AND EXPECTED COMPLETION TIME

This laboratory exercise does not have any necessary background. Reading documents on
organizational structure types may be helpful as well as understanding basic data classification
concepts. Because the exercises are open ended, expected completion time will be omitted. If
being conducted in a course or other time-constrained environment, adjust the amount of time
allocated for each challenge.

12.2.5 CHALLENGES

1. Using an Effective Organizational Structure
Organizational structures can help determine how individuals within an organization in-
teract with each other, as well as how teams are managed. Four common organizational
structures are the functional top-down, divisional, matrix, and flat structures.
For this task, do some research about the four organizational structures above, read the
descriptions of two mock organizations seen in table 12.1, and determine which organiza-

tional structure fits best for the two.

2. Creating an Comprehensive Data Classification Program
Information classification is necessary for organizations which handle sensitive data. Your
organization currently has no information classification program, but has various levels of
sensitive documents.

For this task, create an information classification program for your organization. Explain
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MeCorp At MeCorp, we believe giving our employees autonomy. The classic hi-
Energy erarchical structure, that’s not what we stand for. Our organization has
sponsors for various projects, and project managers. Our project man-
agers choose various other employees to work on their projects. Em-
ployees may be working on multiple projects at any given time. Project
managers individually organize their teams how they see fit, assigning
team leads to provide granularity of the organization.

XYZ At XYZ Technologies we stand by the traditional managerial methods.
Technolo- | Our executives sit atop the organization. Senior and junior management
gies follow. Below management we have our project leads then manage indi-

vidual teams. This method allows us to follow a direct chain of command
with decisions bubbling up to an appropriate level.

Table 12.1: Sample Organization Mission Statements

the levels of classification as well as how the different levels of information should be

managed.

. Choosing the Right Team
An organization needs to ensure that the right team is selected to meet its needs. A strong
team needs a variety of individuals who possess strengths in different areas, technical and
non-technical, managerial and non-managerial. In reality, it is very rare that an organiza-
tion will hire a full team at one time; however, for the purposes of this exercise, you will
be performing the task of selecting a full team.
For this task, read the required personnel traits seen in table 12.2. Your mock organization
will have a budget of $400,000 to hire the required personnel. You will also be given a list
of candidates, each candidate having a certain level of strength in multiple categories, and
the cost of hiring said employee. Use these information to select the most qualified team
to fit the organization’s needs while staying under budget.
The traits that each individual possesses are Leadership, Independence, Teamwork, Tech-
nical, Soft Skills.
Requirements:
This team needs needs a strong project manager, this individual needs to have high lead-

ership and teamwork traits. The team also needs at least two programmers. Our pro-
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grammers need strong technical ability as well as the ability to work well as a team for
some projects but also develop independently for others. Our team would like to be able
to reach out to potential clients with an individual who bridges the gap between technical
and non-technical. This individual will need to have very strong soft skills but be well
versed technically as well. Teamwork is important to this team, we want to have a very

strong team culture.

Name Cost Leadership | Independence | Teamwork | Technical | Soft

Skill
Joseph | $170,000 6 7 6 10 3
Marianne | $70,000 7 6 5 8 3
Tessa $75,000 8 4 6 5 5
Chris $65,000 5 5 6 7 5
Gordon $80,000 7 4 5 6 7
Trey $150,000 10 5 7 6 6
Jordan $40,000 3 4 3 6 5
Shawn $30,000 2 4 6 3 9
Harold $45,000 4 4 4 7 7
Brittney | $200,000 10 8 9 8 8
Jayci $70,000 3 5 6 9 4
Brooke $60,000 6 4 7 6 8

Table 12.2: Prospective Employee Traits

12.2.6 SOLUTIONS

1. Using an Effective Organizational Structure
For MeCorp Energy, the flexibility and autonomy of the organization suggest that a Matrix
organizational structure would be a good fit.
For XYZ Technologies, the traditional hierarchical design and employing a strong chain of
command suggest that a Functional Top-Down organizational structure would be a good

fit.

2. Creating an Comprehensive Data Classification Program

You will want to ensure that your data classification program does not contain to many
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layers of granularity. Maintaining a classification program with a single layer is convenient
but insecure; conversely, one with too many layers is secure, but very inconvenient. Your
structure should include 3-4 layers. Common programs use layers such as Public, Internal,
and Confidential or Public, Internal, Confidential, and Secret. You will also want to ensure
that appropriate information is being kept in each layer. This will vary by organization.
For example, a restaurant may value its recipes more than its employee records (not
suggested for legal reasons) while a medical company may value its patient records at

highest priority (for HIPAA purposes).

. Choosing the Right Team

This exercise can be performed many ways, and there may be multiple high quality teams
which can be selected from the team above. The main takeaways should be that the
company requires four employees; 1 project manager, 2 programmers, and 1 sponsor rep-
resentative.

Looking at the candidate pool, we can break the candidates into which categories they
possess an affinity for trait wise.

Project Manager Candidates: Trey and Brittney both have high leadership traits and both
have above average teamwork traits.

Programmer Candidates: Joseph, Marianne, Brittney, and Jayci all have high technical
traits, as well as average to above average independence and teamwork traits.

Sponsor Representative Candidates: Shawn, Brittney, and Brooke all have high soft skill
traits. Brittney and Brooke have above average technical trait while Shawn has a below
average technical trait.

This sort of problem has many known variants in computer science, one of which is known
as the Knapsack Problem. In essence, the goal is to select the highest value items (in this
case candidates), while remaining under a threshold (in this case the budget). While there
may be other team selections, potentially better, one example, along with a justification
follows.

For the following team, Brittney has been selected as the project manager, Joseph and

Marianne have been selected as the programmers, and Brooke has been selected as the
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sponsor representative.

The choice for project manager was made by virtue of Brittney having more strength in
the teamwork trait. Although Brittney does have a higher cost, the increased teamwork
was valued at a higher priority.

The choice for Marianne and Jayci was made based on cost. Although Joseph was a
stronger candidate in terms of trait values, the cost was not worth the trade off. Brittney
was no longer considered on account of already being selected for the project manager
position.

The choice for the sponsor representative was made because Brooke had a much higher
technical trait, which was necessary for this position. Brittney was again not considered
on account of having already been selected for project manager.

As stated earlier, this is not the only solution to this problem, and may not even be the
most optimal solution. Consider writing a computer program which calculates the most

optimal team given the constrains of this problem.
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CHAPTER 13: INTRODUCTION TO INCIDENT MANAGEMENT AND RESPONSE

13.1 BACKGROUND ON INCIDENT MANAGEMENT AND RESPONSE

This section discusses, in detail, concepts related to incident management and incident re-

sponse as they apply at cyber defense competitions.

13.1.1 TYPES OF POTENTIAL INCIDENTS

When dealing with cyber threats, it can be challenging to know where to begin. A good
place to start is to identify what type of threat is present. The Commonwealth of Massachusetts
and the U.S. DHS’s CISA provide descriptions of various different types of cyber threats [84, 85].

As noted by the Commonwealth of Massachusetts, common threat vectors include [84]:

o Malware
e Phishing
e Denial of Service

e Ransomware

In addition to the type of threat, the source of the threat should be noted. The U.S. DHS’s

CISA outlines multiple potential sources for cyber threats including [85]:

e Foreign Intelligence Services
e Independent Hackers
e Insiders

e Terrorists

Any of the types of attacks can be carried out by any of the potential sources.

Malware is described as malicious code or software. The individuals responsible for creating
malware typically aim to compromise the overall security of the target system. Malware can
range from very obviously present on a machine to extremely covert. Complex malware have

the ability to steal data, compromise systems, and even take down power grids.
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Phishing is a relatively new form of attack which takes advantage of email as an attack
vector. Phishing attacks can be generic or targeted. An example of a generic phishing scheme
is the Nigerian Prince. In this scheme, the unsuspecting user receives an email from a prince
claiming to have millions in assets which they will send you if you wire them a small sum of
money to be released from prison (or something similar). These schemes, while unsavory, do
not necessarily have the ability to cause significant damage. Targeted phishing attacks on the
other hand take advantage of information about the target which help convince the target that
the sender is legitimate. These emails may appear to come from a trusted sender and typically
request that you either click on a link or download a file. The unsuspecting target is unaware
that the link may route them to a website which will attempt to solicit confidential information
under the guise of a legitimate source such as the target’s bank, or download a file which executes
malicious code upon being opened.

Denial of Service (DoS) attacks perform exactly what they sound like; they attack a target
such that the target is no longer accessible. In the case of a web page, DoS attacks may spam
the page with so much traffic that valid users can no longer access the page. DoS attacks
are a significant inconvenience to the target and require attention, which then allow malicious
attackers to commit other acts such as intrusions or fraud while the response teams are distracted
by the DoS attack.

Ransomware is another relatively new type of attack. Typically, the malicious actor uses
malware to encrypt the targets assets or file system. The malicious actor then requires a sum

of money to decrypt the assets.

13.1.2 DEALING WITH INSIDER THREATS

Insider threats are those which occur internal to an organization. Three common archetypes
for insider threats, according to a Sirius Edge article, are Mistake-Makers, Malicious Insiders,
and Imposters [77]. Mistake makers are described as individuals within the organization who
fall for phishing schemes or otherwise become an a means of access to data. This individual is

not necessarily involved in the malicious act, but rather, their carelessness makes them a vul-
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nerability. Imposters are described as malicious actors who use legitimate credentials (typically
stolen) for employees of an organization to access data legitimately. The malicious insider is a
current or previous employee or other related figure to the organization, such as a contractor,
who exploit the fact that they have authorized access to data [77].

Insider threats are challenging to defend against, especially in the case of the malicious
insider, because the behavior is normal. An authorized individual is accessing data which they
access every day. Although the technical behavior is not anomalous, there are certain measures
which an organization can take to help combat against insider threats.

In an article from Sage Data Security, author Becky Metivier provides four tips for detecting

insider threats [76].

1. Be Aware: An organization needs to know where their most sensitive data is located and
monitor access to that data. This means that the organization may need to perform an
assessment of the data, determine what is valuable, and keep record of the location of that
data. Which individuals access the data, when they access the data, and how they access

the data should all be recorded.

2. Change Things Up: An organization needs to be modular. Criteria such as the location
of data, authorized individuals and stewards of the data, and monitoring of the data
should be regularly rotated. Keeping the system under constant change means that a
single individual or team never has extended access to the data, which can make it easy

for them to regularly exfiltrate small amounts of data so as to go under the radar.

3. Know Indicators of Compromise: There are many indicators of compromise which can
lead to the discovery of an insider threat. One of the way that insider threats are carried
out is to exfiltrate data. This can be detected by monitoring data transfer. An insider
may transfer anomalous amount of data, whether it downloaded onto an external drive,
sent across email, or uploaded to a file sharing service or cloud service. Monitor access
logs, checking if individuals have been accessing assets anomalously (outside of normal
hours, special access areas without authorization), if terminated employees are accessing

organization systems, or if an individual who has been transferred internally is accessing
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previously authorized assets.

4. Implement Security Technologies: Knowing the indicators of compromise is only
valuable if there are measures in place to protect against the threat. Regularly updating
employee accesses will help to prevent against a terminated or transferred employee from
having residual access to previous assets. For critical assets, ensure the data is encrypted,

this will keep it from being useful if exfiltrated.

If suspicion rises that an organization may have an insider threat, formal investigative work
will need to be done. Accusing an employee of being a potential insider can not come lightly.
Documentation, logs, evidence are key; if approaching a potential insider, leading with evidence

will help support any claims made [76].

13.1.3 RESPONDING TO CYBER INCIDENTS

Incidence response is not a new topic, nor is it poorly documented; various organizations
have explicit response plan steps. An article from AlienVault lists the steps that NIST and
SANS use for incident response [62]. Both have very similar models, including the following

steps:
1. Prepare for an Incident
2. Identify and Analyze an Incident
3. Contain the Incident
4. Eradicate the Incident
5. Recover from the Incident
6. Perform an Analysis Post Incident

Exabeam lists best practices for incident response plans [72]. The best practices include
using automation, leveraging playbooks, and testing the incident response plan [72]. In a time

where there is so much data, it can be difficult to perform effective data analysis to detect
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anomalous activity which may be an incident. Using automation can help cut out some of the
noise, making it easier to identify the anomalous events.

Hacking groups, nation state actors, and other malicious actors tend to follow similar patterns
on low profile attacks. Playbooks can be used to prepare a response to incidents which perform
a series of steps on a prospective malicious incident.

As with any plan, an incident response plan needs to be tested to determine its efficacy.
Carry out a mock incident and determine how the incident response plan fared against the
mock incident.

A proper incident response plan will help ensure that an organization is prepared for inci-
dents and can swiftly minimize the impact. Other sources for incident response plans include
the U.S. Department of Homeland Security’s National Cyber Incident Response Plan [59] and
NIST’s Computer Security Incident Handling Guide (SP 800-61 rev.2) [60].

13.1.4 DOCUMENTING CYBER INCIDENTS

As with anything else in life, documentation is critical. Having detailed and accurate cyber
incident documentation will help the response team to perform their role swiftly and effectively.
There are many quality resources which walk through cyber incident reporting and documenta-
tion.

One suggestion, from a Turn Key Technologies article, is to build up a tiered reporting process
[70]. Author Tony Pugielli explains that having separate reporting procedures for different
groups within an organization can lead to confusion regarding which procedure to follow and
may slow the documentation process [70]. By using a comprehensive documenting procedure
which applies to all groups within the organization, response teams can quickly document any
necessary information, following the universal documentation process.

Having a cyber incident documentation template can help ensure that all appropriate infor-
mation is recorded. Any necessary evidence from the incident can also be collected. In the event
that the incident requires legal dispute, having proper documentation is crucial, according to

a Digital Guardian article [71]. A template will help ensure that critical information, such as
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the time the incident was detected or the systems impacted, are noted. The template could be
based on an organization wide policy for incident documentation which ensures that sufficient
information is record to be presented in a legal court [71].

In a Computer Weekly article, author Dinesh Bareja provides a list of best practices for
security incident management [73]. Bareja suggests having a policy and procedure in place
to ensure that as information becomes available, it is documented in a specific way, including
specific details. It is also suggested there are clearly defined roles for individuals in the incident
documenting procedure. Bareja notes that carrying out regular training with sample incidents
can help ensure that an organization’s employees stay sharp on the skills and allow management
to assess if any employees need clarity on their role in the reporting process [73].

Having clear and defined information which should be collected and a template will ensure
that employees do not leave out necessary information or include unnecessary information. An
organization can develop its own incident report template or adopt pre existing templates. Two
existing templates for incident reporting are the U.S. Department of Homeland Security’s FEMA
form ICS 201 [58] and the U.S. Department of Homeland Security’s US-CERT Incident Report-

ing System [61].

13.1.5 BRIEFING APPROPRIATE AUDIENCES ON CYBER INCIDENTS

Organization suffer from cyber incidents, it is inevitable. However, how an organization
documents the incident, responds to the incident, and briefs the appropriate audiences will
determine the long term impact of the incident on the organization. Audiences can range
from a small group within an organization to the public; regardless of the size of audience, an
appropriate briefing of the event is necessary. Consider the following suggestions when preparing
a briefing.

In a document from the Massachusetts Institute of Technology titled Guidelines for Effective
Briefings, it is suggested that the presenter determine the medium for the briefing [82]. Consider
the audience for whom the briefing is being prepared. Common mediums for briefings include

spoken, email, and pre-recorded video. Another tip is to follow an organized script of topics.
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A suggested order for topics is to begin with background and context of the incident, follow up
with an appropriate amount of detail regarding the organizations response, and finish with a
conclusion of the current state of the incident and what the organization has done to prevent a
similar incident in the future [82].

In a Chron article, author Jackie Lohrey stresses the importance of an effective Q& A period.
After an incident, the audience will surely have questions. Lohrey notes that the distinguishing
factor of a successful briefing is an effective question and answer session. There may be some
common questions which can be anticipated, such as the source of the incident, affected systems,
what it means for clients, etc. The organization should prepare well thought out answers to these
common questions. For the more challenging or random questions, an organization should ensure
that the individual giving the briefing is able to articulate well, possesses strong stage presence,
and speaks with assurance [83]; even if the question cannot be answered directly, these qualities

will speak to the audience.
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13.2 LABORATORY EXERCISE

In this laboratory exercise, the student will be introduced to the stages of incident response

and apply incident response concepts to mock incidents.
Introduction to Incident Management and Response

)

CYOTE

13.2.1 SPECIFICATIONS

This laboratory exercise will not require any technology. Rather, perform the exercises on
your own, or with a partner(s).

13.2.2 LEARNING OBJECTIVES

Identifying Types of Incidents

e Familiarity with Stages of Incident Response

Assessing Incident Response Plans

Applying Incident Response Plans

Documenting Cyber Incidents

Qualities of an Effective Briefing
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13.2.3 MAPPING TO NIST NICE FRAMEWORK

This laboratory exercise is intended to increase the student’s skills in the area of incident
response. At cyber defense competitions, students can expect to suffer from a range of cyber
incidents. Skills including documenting, responding to, and briefing on cyber incidents are
necessary to perform well at competitions. This laboratory exercise maps to the following KSAs

from the NIST NICE Framework:

e Cybersecurity and Privacy Principles (K0004)

Cyber Threats and Vulnerabilities (K0005)

Hacking Methodologies (K0310)

Documenting Reported Incidents, Problems, and Events (K0317)
e Recognize Types of Vulnerabilities (S0078)

Accurately Define Incidents, Problems, and Events (A0025)

13.2.4 NECESSARY BACKGROUND

This laboratory exercise does not have any necessary background. Familiarity with cyber
incidents and the incident response process may be helpful but is not required. Because the
exercises are open ended, expected completion time will be omitted. If being conducted in a
course or other time-constrained environment, adjust the amount of time allocated for each
challenge.

13.2.5 CHALLENGES

1. Types of Incidents There are many different types of cyber incidents. Each with specific
capabilities and purposes.

For this task, you will be matching types of cyber incidents, seen in table 13.1, with their

descriptions, seen in table 13.2.

2. The Stages of Incident Response

The incident response process is well documented with many suggested procedures to go
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Malware
Phishing
Denial of Service

Ransomware

Table 13.1: Types of Incidents

This type of incident typically uses email as its medium of attack. The malicious user
sends an email pretending to be a legitimate sender and aims for the target to either click
a malicious link or download a malicious file.

This type of incident typically involves locking the targets assets by encrypting their hard
drive. The malicious user promises to unlock the targets assets upon receiving a sum of
money.

This type of incident typically involves flooding a targets asset with so much traffic that
it is unable to operate properly. The malicious user sends a mass of network traffic to the
target system until it crashes or is otherwise unable to perform its intended task.

This type of incident is categorized by malicious code or software. The malicious user
crafts special code to compromise the security of the target system in hope to steal data or
damage the target system.

Table 13.2: Incident Type Descriptions

from preparing for the incident to post incident analysis.

For this task, read the mock incident response seen in table 13.3. It will have the incident
response steps in it using specific terminology. Using the scenarios, try to identify the
stages of incident response. The stages in the plan being referenced map to the NIST and

SANS incident response frameworks. Compare your list with the list in the solutions.

. Assess an Existing Incident Response Plan

Organizations do not always have the best incident response plan in place. Sometimes this
can lead to certain actions not being performed and specific evidence not being collected.
In addition to letting certain aspects of the incident go unattended to, this can lead to
the organization not having enough evidence or information to take the incident to court
if the suspected perpetrators are determined.

For this task, read the stages of the poorly designed incident response plan with vague
terminology below. Using these stages, explain the steps you would take to respond to

the incidents described below. Then assess the strengths and weaknesses of the poorly
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Response | At MeCorp Energy, we recently had a cyber incident. Our team had pre-
pared for a potential incident by contracting with a cyber assessment
team who performed an assessment of our infrastructure to determine
where our weak points were. Our organization identified that the attack
was a standard Denial of Service attack. Further analysis revealed that
the attackers used a SYN flood attack which affected our NA-West web
servers. In an effort to contain the incident, upon detection, we took our
NA-West server offline to prevent the incident from spreading. Once we
were able to figure out how the attackers were accomplishing the SYN
flood, we were able to use additional firewall rules to eradicate the at-
tackers from our systems. We have since began working to improve our
firewall rules to recover from the incident. Our team is currently per-
forming a post incident analysis to identify the attackers and implement
any findings into our incident response plan.

Table 13.3: Sample Incident Response

designed incident response plan.

Poorly Designed Incident Response Plan

(a) Detect the Incident
(b) Get Rid of the Threat

(¢) Involve Law Enforcement

Mock Incident #1

XYZ Technologies is reporting on a recent cyber incident. On the 19th of September, 2019,
at 7:43PM, our operations center detected an incident. A staff member of our adminis-
trative team received an email from their internet service provider on a personal laptop.
The email was part of a phishing scheme which included a downloadable billing statement.
Upon downloading the billing statement, a malicious file began running on the personal
laptop. Unfortunately, the laptop was connected to the XYZ Technologies internal net-
work, causing the malware to spread to other machines on the network.

Mock Incident #2

Delicate Deserts and Drinks has received confirmation that a recent global ransomware

campaign has affected our systems. At approximately 4:27AM on April 13th, 2018, one
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of our employees documented an inability to open our inventory spreadsheet for the day.
Upon inspection, the file system on the affected machine is encrypted and requires a pay-
ment of $500 equivalent in Bitcoin. At present, no other machines appear to be infected,
though customers commonly bring personal laptops and connect to the same network our
systems are connected to. Our doors open at 7:00AM.

Mock Incident #3

The public relations manager at Ponderosa Regional Medical Center reported a loss in
power in certain parts of the hospital at 5:34PM on February 11th, 2003. At present,
the exact cause is unknown, though there is suspicion that the outage is the result of a
cyber attack. An intern at the hospital reports that they found a thumb drive outside the
hospital earlier that morning and plugged it into their workstation on the cardiac floor.
Shortly thereafter, the cardiac floor lost power. Backup generators have been activated to

avoid loss of life.

From here, using the poorly designed incident response plan, discuss how you

would respond to the incident.

. Develop a New Incident Response Plan and Document

Incident response is not static. It is constantly improving, with new takeaways being
implemented after each incident encountered.

For this task, given the same mock incident from task 3, design a new incident response
plan. Use this new plan and explain what steps your organization would take to respond to
the same incidents in task 3. Explain why your plan is improved from the poorly designed

plan. Additionally, document any details from the incidents that you feel are necessary.

. Brief Audiences on Incidents

After an incident, briefing an appropriate audience may be necessary. Briefings need to
include enough detail to satisfy the audience but not so much that they may interfere with
any ongoing incident response processes.

For this task, practice briefing an audience based on the outcome of your discussion for
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carrying out the new incident response plan. See the solutions for some key points to note.

13.2.6 SOLUTIONS

1. Types of Incidents The correct matching of types of incident and description are shown in

table 13.4.

Phishing This type of incident typically uses email as its medium of attack.
The malicious user sends an email pretending to be a legitimate
sender and aims for the target to either click a malicious link or
download a malicious file.

Ransomware This type of incident typically involves locking the targets assets by

encrypting their hard drive. The malicious user promises to unlock
the targets assets upon receiving a sum of money.

Denial of Service

This type of incident typically involves flooding a targets asset with
so much traffic that it is unable to operate properly. The malicious
user sends a mass of network traffic to the target system until it
crashes or is otherwise unable to perform its intended task.

Malware

This type of incident is categorized by malicious code or software.
The malicious user crafts special code to compromise the security
of the target system in hope to steal data or damage the target
system.

Table 13.4: Matching Incident Types to Descriptions

2. The Stages of Incident Response

A combination of the NIST and SANS incident response plans results in the following

steps for incident response:

(a) Prepare for an Incident

(b) Identify and Analyze an Incident

(¢) Contain the Incident

(d) Eradicate the Incident

(e) Recover from the Incident

(f) Perform an Analysis Post Incident
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3. Assess an Euxisting Incident Response Plan
This plans strengths are that it vaguely suggests that the organization should identify and
analyze the incident (detect the incident) and eradicate the incident (get rid of the threat).
The terminology needs to be more concrete here. The step to involve law enforcement

should not be on the list. Law enforcement should only be involved as necessary.

4. Dewvelop a New Incident Response Plan

Be sure to note the following items are noted and documented for each incident:

e Date

e Time

Detecting Individual

Systems Impacted

Description of Incident

Steps Taken in Response

Incident #1

Be sure to question whether or not personal devices should be connected to the same net-
work as business assets. Your discussion should include a plan to hold phishing awareness
training after the incident.

Incident #2

Be sure to question why customers are not connecting to a guest network instead of the
business network. Your discussion should include conversation regarding whether or not
the ransom should be paid. Also comment on what steps should be taken with doors
opening in less than two hours from the detection of the incident.

Incident #3

Your discussion should include a plan to hold training on removable device hygiene. Also
discuss what actions may need to be taken since loss of life is a potential consequence in

this case.
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5. Brief Audiences on Incidents

Criteria which should be noted in the briefing include:

e Date

Broadly, what systems are impacted

Broadly, what the impact was

In detail, what has been done so far in response

e In detail, the plan going forward

The briefing should begin with a brief description of the incident, then cover the criteria
above, end the session with a question-answer period. Be sure not to give away any
details which may be considered confidential according to your organizations classification
program or any information which is too technical, the audience is likely more interested
in what the incident means for them, what has been done to fix it, and how you can assure

them it will not happen again.
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CHAPTER 14: CONCLUSIONS

Cyber defense competitions have shown to be effective at preparing participants for inte-
gration into the workforce. CYOTEE fills the need for targeted preparation material with
respect to cyber defense competitions. By completing the laboratory exercises in CYOTEE;,
participants will develop knowledge, skills, and abilities which directly map to those indicated
in the NIST NICE Cybersecurity Workforce Framework. The laboratory exercises provide
participants with the opportunity to perform various technical tasks which are motivated by
tasks seen at competitions. Skills such as securely using MySQL, appropriately configuring
Active Directory, and creating secure web applications are necessary to effectively run an en-
terprise I'T environment, especially at cyber defense competitions. The discussion-based lab-
oratory exercises provide the participants with the opportunity to discuss topics which are
less commonly thought of as technical, but are equally important in an enterprise IT envi-
ronment. Topics such as customer service, organizational management, and incident man-
agement are critical to the successful operation of an organization and are included at cyber
defense competitions. CYOTEE exercises are available for free in the project GitHub repos-
itory: https://github.com/CenterForSecureAndDependableSystems/CYOTEE. The

exercises can also be modified freely as needed.
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APPENDIX A: RELEVANT SPECIALTY AREA AND WORK ROLE DESCRIPTIONS FROM THE

NIST NICE CYBERSECURITY WORKFORCE FRAMEWORK

e Incident Response (CIR) [54, 55, 56, 57]
“Responds to crises or urgent situations within the pertinent domain to mitigate imme-
diate and potential threats. Uses mitigation, preparedness, and response and recovery
approaches, as needed, to maximize survival of life, preservation of property, and informa-
tion security. Investigates and analyzes all relevant response activities.”
PR-CIR-001: Cyber Defense Incident Responder Work Role Description
“Investigates, analyzes, and responds to cyber incidents within the network environment

or enclave.”

e Cybersecurity Defense Infrastructure Support (INF) [54, 55, 56, 57]

“Tests, implements, deploys, maintains, reviews, and administers the infrastructure hard-
ware and software that are required to effectively manage the computer network defense
service provider network and resources. Monitors network to actively remediate unautho-
rized activities.”

PR-INF-001: Cyber Defense Infrastructure Support Specialist Work Role De-
scription

“Tests, implements, deploys, maintains, and administers the infrastructure hardware and

software.”

e Data Administration (DTA) [54, 55, 56, 57]
“Develops and administers databases and/or data management systems that allow for the
storage, query, protection, and utilization of data.”
OM-DTA-001: Database Administrator Work Role Description
“Administers databases and /or data management systems that allow for the secure storage,

query, protection, and utilization of data.”

e Customer Service and Technical Support (STS) [54, 55, 56, 57|
“Addresses problems; installs, configures, troubleshoots, and provides maintenance and

training in response to customer requirements or inquiries (e.g., tiered-level customer sup-
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port). Typically provides initial incident information to the Incident Response (IR) Spe-
cialty.”

OM-STS-001: Technical Support Specialist Work Role Description

“Provides technical support to customers who need assistance utilizing client-level hard-
ware and software in accordance with established or approved organizational process com-

ponents (i.e., Master Incident Management Plan, when applicable).”

Software Development (DEV) [54, 55, 56, 57|

“Develops and writes/codes new (or modifies existing) computer applications, software, or
specialized utility programs following software assurance best practices.”

SP-DEV-001: Software Developer Work Role Description

“Develops, creates, maintains, and writes/codes new (or modifies existing) computer ap-

plications, software, or specialized utility programs.”

SP-DEV-002: Secure Software Assessor Work Role Description [54, 55, 56, 57|
“Analyzes the security of new or existing computer applications, software, or specialized

utility programs and provides actionable results.”

Technology R&D (TRD) [54, 55, 56, 57]

“Conducts technology assessment and integration processes; provides and supports a pro-
totype capability and/or evaluates its utility.”

SP-TRD-001: Research & Development Specialist Work Role Description
“Conducts software and systems engineering and software systems research to develop new
capabilities, ensuring cybersecurity is fully integrated. Conducts comprehensive technol-

ogy research to evaluate potential vulnerabilities in cyberspace systems.”

Test and Evaluation (TST) [54, 55, 56, 57|

“Develops and conducts tests of systems to evaluate compliance with specifications and
requirements by applying principles and methods for cost-effective planning, evaluating,
verifying, and validating of technical, functional, and performance characteristics (includ-
ing interoperability) of systems or elements of systems incorporating IT.”

SP-TST-001: System Testing and Evaluation Specialist Work Role Description
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“Plans, prepares, and executes tests of systems to evaluate results against specifications

and requirements as well as analyze/report test results.”
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