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Abstract

A smart home is one of the most popular Internet of Things (1oT) implementations. It is widely
used because of the autonomous functions it provides to homeowners. It is equipped with smart loT
devices designed to automatically perform unique and specific functions. The 10T smart home network
has different types of connections based on the application’s requirements. Any attacks or unauthorized
access to 10T smart home systems or connected devices could harm the system and lead to unauthorized
access to the homeowner’s information. Therefore, IoT smart home devices' security, privacy, and
firmware vulnerabilities are getting more attention from researchers because of the danger that comes
from attacking such devices that collect personal information about an individual’s lifestyle and

behavior.

This research aims to provide an 10T labeling system that covers the 10T smart home devices'
security, privacy, and firmware factors. This label will target the Saudi Arabian market. The label will
help loT smart home device consumers make better decisions on which device to purchase and increase
their awareness of the attacks and, therefore, use the devices more safely. Based on a review of the
literature on 10T smart home devices’ security, privacy, and firmware aspects, a data collection and
analysis process is used to demonstrate the importance of the factors on the label. A scoring system is
designed to provide a weight for all chosen factors. An online survey is conducted and distributed
among computer science and security experts, regular IoT consumers, risk management and
communication experts, and label designers across Saudi Arabia and the United States to develop a
better labeling system for the devices. This survey produces the best quality of the 10T smart home
device’s security, privacy, and firmware label. The proposed label is expected to help the loT smart
home device’s consumers be educated and aware of the potential issues associated with the smart home
devices, hence protecting them from being a victim of many problems and attacks when using the

devices.
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Chapter 1: Introduction

Nowadays, most of the human industries’ developments and innovations that have been used
to simplify and facilitate any simple or complex tasks are supported by technology procedures,
especially the tasks performed daily. Internet of Things (loT) deals with connecting devices and
physical objects, also known as “things.” The 10T devices are usually embedded with sensors,
software/firmware, or other technologies to automatically connect and communicate with other devices
or the control system in the network to exchange information. 10T is one of the most valuable and
exciting technologies in recent years because of the great makings of the connected automated systems
and its ability to be adopted and combined with other technologies [1]. This technology opens a new
field to create solutions for many obstacles that lack affordable solutions that regular people can adopt
and purchase.

10T smart home is a home automation system that utilizes I0T devices. It collects data from
smart home devices for monitoring and controlling the devices via the internet. Under certain situations,
it can automatically activate or deactivate a smart home device. For example, smart lights can be turned
on or off based on the room occupancy and the location of the individuals inside the room. 10T smart
homes present a spectacular improvement in quality of living and intelligent benefits from using its
customized applications to save time, money, and human interactions. If a smart thermostat is installed
at home, homeowners can turn the heating and cooling system on and off to adjust room temperature
via phone or voice, even if the user is not at home. Some smart thermostats can even learn the owner’s
habits and automatically set unique environment customization before they arrive.

Moreover, 10T smart homes are supported by other advanced technologies to provide a better
user experience for homeowners. For instance, the intelligent personal assistant “Alexa,” developed by
Amazon, has been installed in many IoT smart home devices. It provides a service center that connects
and controls 10T smart home devices in the same network [4]. “The smart floor” aims to identify the
individual’s identity and exact location inside the loT smart home environment based on their footsteps
[5].

IoT smart home research has been adopted internationally since the early 2000s. The
enhancement of smart technologies makes our lives easier and more comfortable, and people are
interested in spending money to keep up with modern and intelligent technologies. Therefore, IoT smart
home market is growing enormously. A report estimates that by 2024 more than 53% of North
Americans will live in 10T smart homes [2]. Famous global companies such as Samsung Electronics,

Amazon, and Google provide different types of 10T smart home services and products to take advantage



of this rapidly growing market. The Compound Annual Growth Rate (CAGR) of this market in Saudi
Arabia from 2017 to 2022 is 28.69% which was 25.76% from 2012 to 2017 [26].

1.1 1oT Smart Home challenges and concerns

Most IoT smart home devices are the “stand alone” kind, such as a smart bulb or smart plug,
which ought to be safe, secure, and do not have any limitations. Unfortunately, this is not true. loT
smart home devices have certain restrictions, and there are some challenges associated with using them.
Table 1 summarizes the 10T smart home challenges and concerns [1].

Table 1: IoT Smart Home applications challenges [1]

loT smart home applications challenges

e Motion sensors.

Hardware e No RAMs.
limitation e Remote controlling.
e Handling expiration of DHCP IP address.
Device e A huge number of new devices from manufacturers.
connectivity e No standards.
e No standard communication protocols.
Data management e Interpretable by machines.

e  Collect personal information about human life and behavior.
o Decision-making capabilities.

Machine learning e  Status of the device.
e Data prediction.
Habit and lifestyle e Record user behavior.

o Classify patterns based on position and energy information.

Unfaithful manufacturers: Seeking a secure and safe home is challenging these days
because of the amount of information collected from individuals. Most social media and search engines
contain user preferences to support their business. The situation worsens when the user is not aware of
the sensitive data collected from unsecured devices. Security and privacy are the individuals’
responsibilities in the first place. Allowing permission for any untrusted application or device to access
personal information should be denied. The IoT smart home device vendors are accelerating their
business by developing new products that support human beings’ quality of life. However, not all of

them follow the high security and privacy standards that meet the end users' expectations.

Sensitive information in the 10T smart home systems: Many things could happen by
attacking loT smart home devices. The amount of information that could be accessed is enormous. The

data often includes sensitive personal information about homeowners such as email addresses, phone



numbers or contact lists, private pictures and videos, valued documents, messages, etc. The situation

might worsen if the hacker uses this accessed data to blackmail the owner for any reason.

Controlling the 10T smart home devices: 10T smart home systems connect the devices to
the central control center. By collecting data from different smart home devices, the central control
center can analyze the collected information, make decisions, and control devices in this environment.
For example, if the device collected room occupancy information and learned that nobody is at home
then the central control center may alert the homeowner and shut down the air conditioner to save
energy. Because the central control center is powerful and can control many smart home devices, if
someone hacks into the system, the intruder can do many things, such as control certain smart home
devices to mess up the home environment or even cause problems and harms to the system. For
example, a hacker hacked into a stuffed cat which was equipped with Alexa with a Bluetooth device
and speaker to order cat food [18].

Lack of international standards in 10T smart home devices manufacturing: The loT
smart home devices market is growing rapidly and internationally. There are large scale manufacturers
such as Samsung Electronics, Amazon, and google who follow the ISO/IEC 30141 standards in their
designs. ISO/IEC 30141 provides a standardized loT reference architecture using a common loT
vocabulary and reusable development designs along with industry best practices [51]. Their products
are highly adopted among loT smart homeowners because of the enormous numbers of 10T devices
using the same system as their embedded features such as Samsung speakers that could be accessed by
Alexa, a product from another manufacturer. However, there are no international standards available
for 1oT smart home devices. No international organization monitors the launched products for any
security and privacy aspects. So, vendors can sell their products without showing that they meet specific
standards or proving they have implemented a security mechanism to protect sensitive data collected
by the device. In addition, vendors are selling their products locally and internationally through a low-

cost market and leaving the consumers at their own risk without any protection.

1.2 Security issues related to 10T smart homes

Individuals and organizations around the world recognize Cyber attacks. These attacks happen
every minute and may not be noticed from the hacked systems [20]. These attacks could be identified
and counted using special software in influential organizations. According to the United States FBI, on
the 1st of January 2015, there were 42 committed random attacks in just an hour, 1000 in a day, 3000

in a month, and 0.36 million in a year. The surprising fact is that these numbers increased by 300% in


https://www.iso.org/obp/ui/#!iso:std:65695:en

January 2016. Additionally, annual Cyber crime reports that 1.1 million web attacks were committed
in just one day [20]. This significant number of attacks estimates today’s massive numbers of
cyberattacks; as 10T smart homes are widely used, many cyberattacks also target the 10T smart homes
systems.

This section summarizes the major security issues related to IoT smart homes, such as weak

node authentication and identification, weak security and privacy protection.

1.2.1 Weak or bypass-able node authentication and identification

Node authentication and identification are essential in the 0T smart home environment because
it is considered the first stage of network protection and an essential security requirement for 10T smart
home network connection. Weak authentication techniques may lead to easy and harmful attacks. 10T
smart homes should adopt the highest standards of security to prevent such attacks because of the
sensitive information that could be exposed, such as owners’ names, addresses, and financial accounts.
10T smart homes connect heterogeneous smart devices that support different automated functions such
as smart lights and smart security cameras. Any successful attack on a single smart home device might
harm the whole system because 10T smart home devices are all connected to the same network. The
authentication process during this heterogeneity is a dilemma in the IoT smart homes industry that

requires attention from IoT security researchers and manufacturers [17].

The loT smart home devices suffer from weak authentication and identification techniques.
Many 10T devices do not require any authentication or identification to establish a connection to the
combined application or to join the home network [28]. The heterogeneity of the 10T smart home
devices and the resource constraints are two significant shortcomings of the 10T smart home system
that prevent a fixed or general authentication approach from being adopted in all 10T smart home
devices. Besides, the environment has a significant impact on adopting authentication and identification
techniques and methods. The smart home is considered crucial because of the sensitive information that
these devices would observe and collect [28].

There are different threats against authentication in smart devices such as DoS, eavesdropping,
physical attacks, tracking, and cloning attacks. Smart devices have some crucial vulnerabilities which
can happen by using weak user credentials, un-encrypted or un-scanned data transmissions or
downloading un-encrypted updates. Here is a classification of the 10T authentication threads and attacks

on smart homes. Table 2 lists the common threats at the device, network, and application levels.



Table 2: Classification of Authentication threats and attacks [12]

Attacks
Layer Threats In Transit At Rest
e Limited Resources e  Firmware
Device Level e Architecture e Brute force e Firmware
Vi v e Interfaces o Defraud e Physical
e Software e DoS e Credentials
e Eavesdropping
e Device scan
Network Level e Architecture *  Spoofing e Device scan
e Openness e MITM e Brute force
e Protocols e Reply
e Unknown key
e Sharing
e Interactions e Impersonation
Application Level e Constrains e Malware
pplication Leve e Environment e Insider
e Human

1.2.2 Weak security and privacy protection to the end users

Consumer behavior is different from one to another; some decisions or actions might differ
based on the individual’s knowledge and evaluation of the current situation of the problem. Some loT
smart home devices come with weak default credentials that are easy to guess or find online. This issue
gets worse when the end users leave these default credentials unchanged. Malware exploitation could
result from such security issues. Most 10T smart home device configuration processes require end users
to enter information about the home network, create a new account, set up some customizations, and

29 ¢

allow access permissions. Naive users may click “next,” “continue,” or “allow” for any screen prompt
without understanding the consequences of doing so. Such unresponsive actions due to high trust in
such technologies could harm the users because not all 10T devices are equipped with security and

privacy specifications that protect the end user’s information [25].

1.2.3 Lack of security, privacy, and firmware information for users

The 10T smart home devices need some attention by monitoring the market to protect
consumers from weak security and privacy products. Therefore, the number of cyberattacks would
decrease, and the consumers would trust this technology and buy more devices for a better quality of

living in their homes [41]. In the IoT smart home devices market, there is no information provided to



consumers about security, privacy, and firmware update lifetime information. This missing information
makes naive consumers suffer from bad purchases. Blink, Amazon’s smart security camera, is an
example of an 10T smart home device. As presented on the website, there is no information about any
security, privacy, and firmware update lifetime information and it is rated by 85,889 with 4.5 stars [27].
Companies design and implement their product with careful considerations about security and privacy
throughout the whole process. On the other hand, some companies develop their products without

thinking about security. However, consumers cannot tell this before they make the purchase.

1.3 The research problem statements and objectives
This section discusses the problems on which the research will focus. The research objectives

are later introduced to show what is planned to solve the issues.

1.3.1 Problem statements
Problem 1: No international standard on security and privacy requirement in 10T smart
home devices

The issue of weak security and privacy aspects in 10T smart home devices might need a lot of
time until the government assigns this problem to a particular organization that focuses on fixing this
kind of problem to overcome the massive loss in money and resources by suffering the consequences.
There is no international organization that provides security and privacy standards that could be adopted
by 10T smart home device manufacturers to guide them in providing secure products. On the other
hand, Saudi Arabia has a special organization called the Saudi Arabian Standards Organization
(SASO), responsible for all product standards in their market. This organization adopts the highest
international standards and forces all the manufacturers targeting the Saudi market to sell their products
to follow these standards and receive a certificate of proof about this specific product. SASO follows

the international regulations international Accreditation Forum IAF, 1SO, and IALC [19].

Problem 2: Lack of security and privacy awareness among consumers

Today, there is a lack of security and privacy awareness among many internet users, especially
IoT smart home device consumers. Devices and applications access permissions required more
attention to avoid privacy and security breaches. This issue is getting worse if the adopted 10T smart
home device is purchased and provided with more access permissions to personal and behavior
information. It is essential to know the provided functions and their vulnerabilities or attacking

scenarios of all devices. It is considered the first line of self-defense against such attacks.



Problem 3: No security and privacy information on the device’s packaging
So far, this organization has two labels specially designed for water efficiency and electric
efficiency product labeling systems. The idea of a labeling system helps the consumer for a better and
trusted purchase decision because of the government enforcement over the products manufacturers
companies. All water and electricity products must present this label on the product’s packaging for
proof of passing the SASO standards and to show all the user expected information about the desired
product. Here are the available labels in the Saudi market, which are the water efficiency label and the
energy efficiency label:
Figure 1: The water efficiency label and the energy efficiency labels [19]
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However, there are no loT smart home devices security or privacy labels in the Saudi market.
The Saudi market is highly adopting the technology of 10T smart home devices, but there is a lack of
information labeling on them. This high adoption encouraged different researchers to create such useful
labels.

The security and privacy information is usually not listed on the product packaging. Hence
there is no way that consumers could use or read about 0T smart home devices' security and privacy
aspects before purchasing. Therefore, consumers are not aware of buying products' security and privacy
issues. Moreover, most companies will present their devices in the best way to avoid any exposure to
weak aspects of any kind. Most 10T smart home devices come with usage, connectivity, electricity
information, troubleshooting, etc. They never tell the purchaser anything about security, privacy, and
firmware characterizations. There is a need to analyze such devices and explore their functions to
understand their functionality better and test all possible vulnerabilities used to hack such machines to

gain unauthorized access to the owner’s personal information. This testing could be done by creating a



new technical committee or organization funded and trusted to do all possible security and privacy
testing and provide a “security and privacy standards certificate” for all IoT smart home devices in the
market [24]. Unfortunately, creating this type of responsive organization could take so much time. On
the other hand, 10T smart home device manufacturers are rapidly developing new devices and launching

them in the international market.

1.3.2 Dissertation objectives

To solve the previous problem statements, new IoT smart home devices’ security, privacy, and
firmware labels were developed. These labels have major security and privacy information about the
0T smart home device such as firmware analysis, device’s technical specifications, different security
or privacy factors, sensor practices, 0T smart home devices security and privacy general score or grade,
along with general information about the model, brand, and privacy policy. By developing such labels,
the problem of lack of security and privacy awareness among consumers should be solved. Moreover,
this research is presenting a new 10T smart home device security privacy and firmware labels that were
never used in the Saudi Arabian market. The adoption of these labels would help the Saudi Arabian
standards organization to have powerful standards that they can create and force the 10T smart home
devices manufacturers to follow to sell their products in the Saudi Arabian market. This will control
the rapid selling of IoT smart home devices in the market. General 10T smart home devices consumers’

education and outreach plans would help in widely recognition and usage of the labels.

This dissertation introduces two complementary versions of the IoT smart home devices’
security, privacy, and firmware labels. The first version is the summarized label. It provides bullet
points about the IoT smart home devices’ security and privacy aspects that any consumer should be
aware of before purchasing. It represents each security and privacy factor and its score to provide
adequate information about each analyzed factor and its importance in analyzing and testing procedures
of the 1oT smart home device. Also, it includes a graph that represents the final grade that the 10T smart

home device achieved after analyzing its security and privacy factors.

The second version is the detailed label. It provides a bigger picture about all security and
privacy features that any consumers may look for about the loT smart home device. It represents
information about the available sensors and their practices in collecting the data from the surrounding
environment, technical specifications, privacy policies, and a detailed description of the analyzed

security and privacy factors’ that were represented on the summarized label.

The 10T smart home security, privacy, and firmware summarized, and detailed labels should

be put together by a government agency or organization such as SASO or any cyber security or 10T



organization. Usually, these organizations follow high security and privacy standards to protect
different types of consumers from bad devices. This would help in solving the problem of there being
no international standard on security and privacy requirement in 10T smart home devices. Therefore,
the Saudi Arabian organizations would state their standards for all 10T smart home devices in their
market. This adoption would encourage different vendors to make sure that they pass any test or
certificate requirements to sell their products in the Saudi Arabian market. Moreover, it will gain the
trust of the IoT smart home devices’ consumers because they usually trust the government
organizations. These labels will be presented on the product’s packaging to inform the consumers about
the security, privacy, and firmware features and to understand more about the devices they are
purchasing. By doing so, the problem of no security and privacy information on the device’s packaging
will be solved because these labels would present major security and privacy features about the device
along with scores for seven security and privacy factors that derive a final score or grade for the lIoT
smart home devices.

There are several benefits of using these labels; the main goal is to provide helpful information
about the product that covers privacy, security, and firmware update lifetime information. Also, the
labels will give some general information that supports the purchaser's needs and expectations for a
knowledgeable and wise purchasing decision [24]. Moreover, the labels will encourage the market’s
manufacturers to provide better devices because of the high awareness level consumers developed by
reading and understanding such labels. Also, these labels could provide an additional link for more
information about the product features or some extra explanation about its features that not every
consumer looks for [41]. Finally, this would lead to a knowledgeable community that knows how to

deal with such powerful technologies [24].

The development of the [oT smart home devices’ security, privacy, and firmware labels has
three phases. It starts by presenting basic information about major security and privacy aspects that any
consumers might look for before purchasing. The security and privacy features in the 0T smart home
devices are different from one type to another. Therefore, it is important to choose the important ones
to describe the device properly. There is a need to find resources to collect information about the
security and privacy aspects to create the prototype of the labels. The available resources are the 10T
smart home device’s manufacturer or third-party websites, user manual, firmware analysis, and network
analysis. Moreover, there is a need to analyze the device’s security and privacy features along with its
firmware vulnerabilities to better evaluation of the 10T smart home devices and to provide a final
security and privacy grade or score. Therefore, in phase two a scoring system is designed to solve this
part. There are seven security and privacy factors that are evaluated, and each factor is assigned with

an individual calculated score. This scoring system helps in better presentation of the loT smart home



10

devices’ security and privacy aspects. After the second phase, the initial designs of the 10T smart home
devices’ security, privacy and firmware labels are ready to be used in the final phase of the development
process. Finally, phase three is about conducting surveys. This phase is designed to collect comments
from 10T smart home experts, consumers, label designers, and risk management professionals. These
comments help in creating the content and finalizing the design of the labels. A detailed explanation
can be found in Chapter Three (Research Methodology).

1.3.3 Dissertation Contributions and Timeline

First contribution: Enhance IoT smart home devices consumers’ security and privacy
awareness. Reading such labels will educate the community of the 10T smart homeowners and make
them understand the device’s functionality, security, and privacy features along with different attacks
that they could easily avoid. Increasing security and privacy awareness will protect the 0T smart home
community from different types of attacks that could be easily avoided.

Second contribution: Developed new security, privacy, and firmware labeling system that
supports the consumer’s knowledge for better purchase decisions. The proposed 10T smart home device
labels would help the consumers in better and more confident purchasing decisions because they will
read all security and privacy information about the target 10T smart home device. Along with the
evaluation score that will help in comparing different devices based on different security and privacy
factors.

Third Contribution: Encourage 10T smart home device manufacturers to produce better and
safer products. Because they know that there will be a label that presents all the security and privacy
features after a detailed evaluation. This would require them to produce better products. This will
protect the 10T smart home consumers from bad devices.

Fourth Contribution: The IoT smart home device label will help the government agencies
to adopt higher standards of 10T smart home devices in their market. This 10T smart home devices label
could be adopted by any standards organizations or government agencies and help them derive the
standards for all the 10T smart home devices that will be sold in their markets. This will help them come
up with standards based on all the evaluated factors that these labels present. This will force the
manufacturers who target their market to ensure that all presented factors that this label evaluates should
be in the best shape in order to sell their products in that market.

Fifth Contribution: Enhance the security of 10T smart home system by not introducing

insecure devices into it. Such 10T smart home labels would be used to determine the minimum score
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for any devices that could be added to 10T smart home systems. This will ensure that all used devices
in a specific 10T smart home are in the very good range to be added to that 10T smart home system.

1.3.4 Dissertation Overview

The remainder of this dissertation is organized as follows. Chapter one provides a
comprehensive introduction to 1oT technology and its implementation of smart home devices. Also, it
discusses the 10T smart home device challenges, environment architecture, and its security and privacy
concerns. Moreover, presenting the problem statements that this dissertation is trying to solve along
with its objectives and contributions. Chapter two presents a detailed background and related work
about the IoT smart home devices’ security and privacy labels. It discusses the evaluation of the IoT
smart home devices along with the creation of such labels to be used in the 10T smart home devices
market. Chapter three presents the methodology for this dissertation. It describes the three phases of
the 10T smart home devices security and privacy creation along with the technical work results. Chapter
four presents the survey implementation and all the stages processed to conclude the final 10T smart
home devices security, privacy, and firmware labels. Chapter five discusses the implementation of the
created labels and the procedures to fill the labels with the information about the testes 10T smart home
device. That includes a full evaluation of the seven security and privacy factors. Chapter six concludes
the 1oT smart home devices security, privacy, and firmware labels work that has been done. It is
followed by the future work section, which proposes the possible future work. Finally, the Appendix
section has four appendices that present the firmware technical work on two different 10T smart security
cameras along with the surveys that target the 10T smart home devices experts and regular consumers.

In summary, this dissertation proposes IoT smart home devices’ security and privacy labels.
These labels would help the consumers to better understand the technology and have confident purchase
decisions. These labels target the 10T smart home devices market in Saudi Arabia. The dissertation
describes the process of creating the security and privacy factors that should be evaluated to understand
the device’s features. In addition to the development of a scoring system to better describe the results
of the factors’ evaluation procedures and to derive a final grade for the IoT smart home devices’ security
and privacy aspects. Also, the conducted surveys that support the creation of the labels’ design and
contents. This label can be adopted by any standards organization in the country to gain the trust of the

IoT smart home device’s consumers.
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Chapter 2: Background and Related Work

The Internet of Things (10T) is a special network that connects heterogeneous smart and digital
devices, such as sensors and actuators, to the internet and allows the devices to communicate and share
information through wired or wireless connections [8]. One of the most popular and globally used
implementations of 10T is smart homes. It is a combination of heterogeneous automation systems or
regulations that can be managed or customized through a remote user with the help of the internet to

ease communications [9].

Different smart devices are widely used in smart homes; each smart home device is responsible
for a particular task that it was manufactured to do, such as Security-Smart Door Locks (e.g. August
Smart Lock Pro 3rd), Entertainment-Smart TVs (e.g. Apple TV), Electricity-Smart Plugs (e.g. Amazon
Smart blogs.). 10T smart home automation environments have a high risk for cyber threats because of
the heterogeneous smart devices that power the smart home, which are automatically based on the
available information from the communications in the surrounding environment [1]. It's a double-edged
sword. Although, the wireless remote access and control via smartphones and web applications, which
raises the risk of unauthorized access to 10T devices in smart homes.

This chapter presents the background of 10T technology and smart home systems. A related
work section is summarized at the end of this chapter.

2.1 Background

This section discusses the 10T smart home system background and its devices.

2.1.1 10T smart home architecture
Smart homes are one of the best examples of the specific and crucial application of the loT.
They implement network communication, automation, control technologies, and artificial intelligence
in one integrated platform [35]. As shown in Figure 2, 10T smart homes system architecture can be
divided into three layers [36]:
1. The sensing layer: usually called the perception layer, it consists of adaptors that collect
information from the surrounding home environment.
2. The network layer: is responsible for data communications and transmission using
different media types within the environment. It also works as a multi-protocol aggregator

and convertor.
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3. The management layer: all data is managed and processed by this layer using the home
information service terminal. The end-user presents the results using the IoT devices’
companion applications through mobile applications or web services.

Figure 2: 10T Smart Home Architecture [36]
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0T device authentication is the first security aspect considered when designing an loT device
that uses communication methodology (e.g. user authentication) [12]. It is an essential part of the
perception layer of 10T smart home architecture because these devices must be authenticated to use and
share accurate data. 10T network connects a large scale of heterogeneous devices that cooperate for
different goals, and any unauthorized device would harm the network at different levels. There are two
authentication types: 1) Source authentication guarantees that the source object is the one that it claims
to be and is well known to everybody in the domain of the 10T network, and 2) Data authentication
guarantees that this message is original, and not a replay of the original one [37].

An intelligent interactive 10T device can control and affect the adaptors/sensors in smart homes
for any changes in the environment parameters [36]. An loT-based smart home has five components to
achieve the best intelligent automation environment:

1. 10T devices: sensors that collect information and actuators to execute actions.

2. Coordinators: control all processes and report everything to the loT service provider.

3. 10T services: a cloud-based service accessed by users at any time.

4. Controllers: control the loT system.

5. Sensor bridge: the connection between the local 10T network and the 10T cloud services

[14].

2.1.2 Communications in 1oT smart home systems

Smart homes use different wireless technologies to manage communications using different
standards that vary based on the implemented applications [17]. The standard technologies include Wi-
Fi, ZigBee, Z-Wave, Bluetooth LE (Low Energy), etc.
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The communication between the loT-based smart home devices is a critical issue because of

the personal and sensitive information that these devices pass to each other to make crucial decisions

in the 10T environment.

Four Communication Models are used by loT-based smart home devices in general [38]:

1. Device to device communications: The communication is established when two or more
10T devices are directly connected, without any intermediary object (e.g. server).

2. Device to cloud communication: Communication is established when a connection
between the device and the IP network using Wi-Fi or an ethernet cable such as the
Samsung Smart Kit.

3. Device to gateway communication: Application Layer Gateway service establishes a
connection between the 10T device and the cloud service. It is an intermediary between
them and acts as a local gateway for data translation and security, such as a fitness tracker
watch.

4. Back-end data sharing model: This model uses an architecture that helps users export
data and smart object data analyzing from different sources (service clouds). All data are
collected from 0T sensors and utility systems then uploaded to multiple application service

providers.

2.1.3 Node authentication mechanisms in smart homes

The authentication of 10T smart devices is essential. The current 10T device authentication

schemes that are used in smart homes could be categorized as the following [14]:

One-time password: create a new passcode used once for each time there is a communication
or transaction. This scheme is wildly used in international banking systems and e-Commerce.
Zero-knowledge proof: This technique verifies information between the communicator parts
without revealing any sensitive information.

Mutual authentication: two-way authentication, both entities authenticate each other.
Public-key cryptography: It's asymmetric encryption by generating public and private key
pairs used between the 10T devices.

Digital signature: use the private source key, widely used in authentication technology.

The 10T device should be authenticated before any data transmission or communication. This

authentication should be done from the 10T device source. Any cryptographic keys generated in this

transmission should not make any overhead for the 10T devices in the 10T system. loT authorization

and access control are two different things [39].
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2.1.4 10T smart home devices

The definition of a “smart home device” is any single-purpose Internet-connected device
designed for a home or a hub, like a device designed to connect and control more than one single-
purpose device [10]. The smart I0T devices are in almost half of the houses in each continent, with at
least one smart 10T device per home [11]. These devices increase the owner's time efficiency and save
money. However, safety and security may be reduced when using low-guality standard devices because
of the high breach affection probability. There are different types of this kind of device, all based on
the provided functions and services, such as smart cameras, smart bulbs, smart air conditioners, smart
thermostats, etc.

Table 3: 10T smart home devices examples

# Types Description Product Example

1 Security Cameras A standalone system with vision sensors to monitor the Blink Mini
surrounding environment.

2 Smart Thermostat | Monitor and adjust the surrounding environment Google Nest
temperature. Some are equipped with smoke sensors. Thermostat

3 Smart Plugs Wi-Fi outlet that works with smart home assistants such | Kasa smart Plugs
as “Alexa.” It provides run-time and usage tracking
features.

4 Smart TV Traditional TV with integrated internet to stream | Samsung Smart TV
pictures or videos and browse the web.

5 Smart Lights A personal wireless lighting system that provides light Philips Hue
control and ambiance adjustments.

6 Smart Doorbell Answer the doorbell from any authorized smartphone. Ring Doorbell
Most of them are equipped with security cameras.

7 Smart Lock Manage doors (lock or un-lock) from any location using | August Smart Lock
authorized smartphones.
Itis a stand-alone system equipped with microphone and

8 Smart Virtual speaker to analyze user’s commands and make decisions Amazon Echo

assistance and or actions over any connected devices on the network.
speaker

2.2 Related work

This section has two subsections. The first subsection discusses the different evaluation
techniques to analyze the ToT smart home device’s security and privacy aspects. It presents different
test beds and cyber security forensics tools to help in the firmware analysis procedures. The second
subsection is about the current 0T smart home devices’ security or privacy labels. It discusses different
approaches of developing the labels along with different designs and standards used in the

developments.
2.2.1 10T smart home devices analysis procedures

There are different testing methodologies to evaluate 10T smart home devices. Each

methodology has its own procedures to ensure the best results. In the following studies, one of the
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researchers attacks the 10T smart home device after recognizing its vulnerabilities. Another researcher
designed a testbed to analyze the device and to find any available vulnerabilities.

Bjarneset et al. [21] developed a testing methodology that has been used for testing five
different IP cameras through various methods, including ethical hacking. This author's approach started
by gathering some information about the target device. Then, the authors scan the target for
vulnerability. Finally, attack the target and report results. For analysis, they exposed some of how
hackers use to find 0T smart home devices. One of the common vulnerabilities that they found among
the tested IP cameras is the default user credentials (username and password). This issue would affect
the 10T smart home system if the user did not fix it before the hacker reached him. Their testing
methodology starts by performing an attack based on previously done ones, using some of the ethical
attacking tools embedded in the Kali Linux penetration testing platform. This paper demonstrates
different tools such as Nmap, Ncrack, Patator, Medusa, and Wireshark.

Abdalla et al. [22] targeted another IP camera called “Intelligent Onvif YY HD” to be a case
study of their testing methodology to explore the security and privacy vulnerabilities. This device
records the surrounding environment continuously, knowingly and unknowingly. They found that
several problems might be exposed in almost all IP smart cameras. These are the default login username
and password, guessable and straightforward keys, and low encryption techniques in data collection
and transmission. They followed an approach that started with data collection traffic analysis and finally
checked flaws in the application that works with this IP camera. The pen testing of the IP camera
methodology starts from defining the area describing the experiment scope. Then, the implementation
of the process summarizes all gaps and vulnerabilities that may put the entire system to risk. Finally,
the researchers conclude the whole procedure in a report that contains the following: 1) all device
vulnerabilities, 2) classify all possible threats and assign their levels (low, medium, high), 3) Present
all vulnerabilities, threats, and weaknesses on the target, 4) provide information about the weaknesses
and strengths of the target’s security system. This paper uses several tools such as Wireshark,
Netdiscover, Bettercap, Nmap, and Kali Linux platform. After using the designed bed test, the authors
found several issues with this IP camera. There is a weak lIdentifier Default number that is easily
guessable, a lack of encryption in all transmissions, and the combined Android application is storing
the user-sensitive information in plain text, which is a crucial issue.

A testbed was designed to combine hardware and software with exploring the 10T devices in
basic and advanced approaches [23]. This testbed is fully functioning to test IoT devices for security
requirements. This testbed supports multiple penetration tests such as scanning (data traffic, IP, and
port scanning), fingerprint, data leakage, data protection, and breaking encrypted traffic. This testbed

found that it is hard to test all 10T devices because of the heterogamy of this field. The 10T devices are
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different in hardware and software. Daily updates and developments are another challenges to state that
this presented method will work on all 10T devices in the market. This testbed applies several
approaches for better testing mechanisms. This testbed can simulate the real environment of the 10T
device to identify possible context-based attacks after the comptonization of the target. Also, a machine
learning approach is applied to better IoT device identification after analyzing the device’s network
traffic. This testbed could be used on many loT devices with a bit of modification to follow the target

features for the best results.

2.2.2 10T smart home devices label

The 10T smart home devices are growing internationally. The market is expected to grow at a
compound annual growth rate of 28.30%, in value terms, during 2017 — 2022, on account of higher
gross domestic product per capita of the countries like Qatar, the United Arab Emirates, and Kuwait
[26]. This growth is never monitored for any security and privacy aspects by many countries worldwide,
especially in the middle east region. Some countries like the U.K. adopt the Labeling System, and some
regulations are applied in this approach for better security and privacy implementations that satisfy the
need of consumers.

Emami-Naeini et. al. [24] have designed an IoT smart devices labeling system that presents
information about security and privacy effortlessly and clearly that consumers would easily define and
understand. This design is developed after surveying 22 security experts and 15 loT consumers. It uses
the three-round Delphi method to understand the consumer needs better and engages some expert
knowledge from people with a solid technical background. This paper proposes two types of labeling
systems, summarized and complete information. The summarized label contains the most important
information that all 10T consumers usually look for when purchasing 10T smart home devices. This
label has a website link or QR code that presents all other information that is not presented on the
summarized one. Using this approach, the size of the label would fit on most 10T smart home device
boxes [24]. The survey audience is not enough and needs to expand and include more regular consumers
and people with a limited technical background.

Emami-Naeini et al. [41] followed the previous research with a survey conducted with 1371
Mechanical Turk (MTurk) participants to test the effectiveness of each of the privacy and security
attribute-value pairs proposed in that prior work along two key dimensions: the ability to convey risk
to consumers and impact on their willingness to purchase an 10T device. They proposed some
recommendations for effective presentation of privacy and security aspects on the 10T smart home

devices labels to better communicate risk to consumers. For example, they recommend that
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manufacturers should provide additional information about the following: 1) specify the use of the
security and privacy practice in the device, 2) determine what could harm or protect the user by using
these security and privacy practices, 3) specify the controls related to the security and privacy practices,
4) provide customization steps for any security and privacy options if applicable. The researchers
decided to add a plus sign next to any information on the detailed label in case the consumer wants to
know more details about the factor. This label does not provide any rating for the security and privacy
aspects at all; rather it provides the information that a consumer should know about the device before
purchasing.

From Germany; Morgner et al. [25] state that most 10T smart home devices are suffering from
the firmware update lifetime information. loT smart home device manufacturers are doing their best to
launch new products in the early stages without mentioning the lifetime of that product, leaving the
consumer bared without any help after discontinuing that model. This issue makes this consumer
unprotected because they will no longer have any updated patches for their 10T smart home device.
Thus, higher risk of vulnerabilities, and he would be considered an easy target of attack. Therefore, this
paper proposes a firmware update lifetime label that should be presented on the 10T smart home box to
inform the user about the security patches period that he will be receiving manually or automatically.
This result came after 1400 participants agreed about the need for such a labeling system. Also,
provisioning time information is included on the same label to prove the time frame that this product is
going to be patched in case of any bugs or vulnerabilities exposure found. This proposed label has three
design goals that are 1) It can be easily understood by 10T smart home devices consumers. 2) It can be
easily used for products comparison 3) It does not require third parties testing or analyzing.

Hosein F. Badran [48] supports the 10T smart devices labeling system. The Internet Society
(1ISOC) in the Asia Pacific Region conducted a survey in which they found that 81% of participants are
concerned about personal information being leaked, 73% are concerned about hackers who can take
control over their devices to commit crimes and 71% are concerned about being recorded without their
consent. These outcomes indicate the need for an educational label that could be used for a better
understanding of the security and privacy aspects of [oT smart devices. loT consumers’ trust is highly
desired for the adoption of such technologies.

Moreover, the certification of 10T smart devices is required for products and services. Thus,
the certification would encourage consumers to purchase more devices. The Netherlands adopts the
Cybersecurity Act (CSA) and the active development of a European Cybersecurity Certification
Framework for 10T smart devices. This adoption is supported by the Dutch government, and it’s a
mandatory certification for products that have high risk and insecure practices. Also, the certification

of 10T smart devices in the United Kingdom is supported by the government. This certificate is awarded
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after a set of tests and measures to ensure the safety of the 10T devices. There are different types of BSI
Kitemark (product and service quality certification) for 10T devices, which will be awarded according
to the device’s usage: residential, commercial, and enhanced. In addition, I0T product certification in
Australia encourages manufacturers of 10T products to submit their new products for testing by an
accredited test laboratory-like the National Association of Testing Authority (NATA) or Australasian
Information Security Evaluation Program (AISEP). If the device passed the test, it is awarded a security
certificate. Lastly, The Canadian Standards Association (CSA) Group Cyber Verification Program is
designing a standard to address the 10T smart devices' security aspects. It aims to test the organization
to ensure that a security organization would develop a secure product. These standards consider 6
domains and 18 practices areas within these domains. Once the test is completed, the organization will
be provided with a maturity rating.

Hosein F. Badran proposed an loT smart devices label that covered the main security aspects
after testing. The proposed label includes 1) identification of the organization overseeing the
certification and formal testing. 2) QR code or URL (web site) link that provides updated information
about the product that includes, A) Product model and version, B) firmware version number, C) recent
vulnerability information, D) testing framework, E) security configuration guide, F) declare what data
is collected and how it will be shared.

Yun Shen et al. [49] adopted a new approach to secure 10T smart home devices, which is
“security by design.” The main idea is to ensure that security and privacy are built-in 10T devices so
that they are secured at all system levels. The proposed security and privacy label was designed based
on the idea of the “food nutrition facts” label created by the Food and Drug Administration (FDA).
They used similar sectioning and grouping for major security and privacy aspects to present the
information in an informative way that regular 10T smart devices consumers could understand. This
label has five categories, each category of the label provides a set of guidelines to consumers to consider
from their perspective in terms of security and privacy, which are called factors. The categories and
their factors are as follows: 1) system (security) category, which has the following factors: certificate,
secure boot, firmware, password, remote access, and authentication, 2) communication (security), it
has the following factors: encryption, internet access and talk to other devices. 3) data (privacy), it has
the following factors: Personal information, telemetry data, and data storage, 4) sensory (privacy), it
has the following factors: audio, video, motion, location, environment, 5) connectivity (information),
it has the following factors: Ethernet/LAN, Wi-Fi, Bluetooth, Zigbee, Z-Wave. They used three
techniques to extract information from the device that are passive discovery, active probing (fuzzing),
and hardware and software analysis. However, there is a shortcoming in this design: the proposed loT

smart home devices label is only one label that presents all information, and there is no additional label
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that contains extra information about the technical characteristics of the device. Also, this label design
does not provide any testing results for the tested security and privacy factors that have been tested to
generate the content of this label. Such results would provide a better vision for consumers so they can
make confident purchase decisions.
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Chapter 3: Methodology

This chapter presents the development of the loT smart home devices’ security, privacy, and
firmware labeling system in detail. It discusses all phases and their stages to achieve the best outcomes
for the labels. Overall, there are three phases in this development. The first phase is the IoT smart home
device security, privacy, and firmware information collection. There is a need to find the best resources
to create the content of some of the label sections such as general information and technical
specifications sections. Moreover, firmware analysis tools are required to test the 10T smart home
device’s firmware for any vulnerabilities and to monitor its network performance. This phase has two
stages: (1) the information resources such as the manufacturer or third-party websites, user manual,
firmware analysis, and network analysis and (2) the types of useful information such as internal storage
availability and connectivity methodology. All outcomes of this phase are used in the next phase. The
second phase is about choosing security and privacy factors to be evaluated along with designing a
scoring system to better represent the evaluation results. This phase uses the CVSS calculator to ease
the evaluation and factors score calculation. Finally, the survey phase (third phase) is about conducting
surveys that target different groups of 1oT smart home device’s experts and consumers. This phase
helps in creating of the labels’ content and final designs. It has four stages that complement each other.
These stages start with the IoT smart home devices expert’s survey. Then, the 10T smart home devices
consumers survey. After that, the data analysis, and label designers short survey. Finally, the final
versions of the 10T smart home devices’ security, privacy, and firmware labels are created. The
following is a presentation of the general architecture of the proposed design and development of the

lIoT smart home devices labeling system:

e Phase one: Information collection.
1. Stage one: information resources.
2. Stage two: types of useful information.
e Phase two: The scoring system.
1. Internet pairing.
Configuration & authentication.

Update modes.

Vulnerabilities.

2

3

4. Exposed services.
5

6. Protocols.

7

Network encryption.
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e Phase three: The survey.
1. Stage one: A survey that targets the 10T smart home devices experts.
2. Stage two: A survey that targets the loT smart home devices
consumers.
3. Stage three: A short survey that targets social data analysis, risk
management researchers, and label’s design experts.
4. Stage four: final version for the loT smart home device labeling

system

3.1 Phase 1: Information collection

This is the first phase of the development procedures of the 10T smart home devices security,
privacy, and firmware labels. It is designed to collect data about the IoT smart home device to be used
as contents of the labels. There is a need to determine the useful information resources that provide the
useful information about the targeted IoT smart home devices, along with the best cyber security
forensics tools to analyze the firmware of the 10T smart home devices.

3.1.1 Collecting information from different sources

After choosing the 10T smart home device target, information collection is needed to explore
the device features and to understand all provided functions to check all possible security, privacy, and
firmware vulnerabilities in it. This phase contains two stages that are described in detail in the

following:

1. Information resources
Most of the loT smart home devices share the same information resources that are
manufacturers, the third-party website, user manuals, firmware analysis, network analysis, consumer
experience, and feedback. However, firmware and network analysis require more technical work to
extract the important details that are not presented in other resources and are hidden usually from
consumers because it might change their purchase decisions if weak firmware is used.

2. Useful information
The amount of information that could be collected and analyzed is big, depending on how weak

or open is the l1oT smart home device designed and manufactured. Here is a list of all possible
information that could be collected from each resource of the targeted 1oT smart home device:

10T smart home device website (manufacturer) & third-party seller website:



23

1. Last revision date and time.

2. Notification methodology (push or pull).

3. Cloud services and storage.

4. A Combined application or/and web access availability.

5. OS support options (iOS, Android, Microsoft).

6. Connectivity methodology (wi-fi, Bluetooth, wired).

7. Compatibility with other 10T smart home devices assistants (Alexa or Google).

8. Warranty specifications and lifetime (software, hardware, updates, vulnerability fix).

9. Wi-Fi Ethernet Technology: Fast Ethernet Protocols (DDNS Protocols: DHCP
Protocols)

10. Network ports (RJ-45)

11. Internal storage (MicroSD).

10T smart home device user manual:

1. Firmware version without any updates.

2. Networking platforms supportive (TCP/IP, HTTP, Intranet/internet)

3. Web configuration option.

4, Is there any human interaction needed to install the device or just plug and play?

5. Default username and password.

6. Default IP addresses.

7. Wireless security mode “encryption” (None, 802.11b/g/n Wireless with
WEP/WPA/WPA2/WPS security).

8. Built-In Protocol (10/100BASE-TX Fast Ethernet, 802.11b/g/n WLAN).

9. Emission (EMI), Safety & Other Certifications (FCC Class B, IC, C-Tick, CE).

Firmware analysis:
Passwords

API endpoints (URLS)
Vulnerable services
Backdoor accounts
Configuration files
Source code

Private keys

How data is stored

© 0 N o g~ w D PRE

Hidden emails.
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Network analysis:

1. Authentication process issues.
2. Network data flow issues.
3. Data encryption.

3.1.2 Firmware Security and Privacy Analysis

There are different types of vulnerabilities in the 10T smart home devices. It is important to
understand the short comings of such devices to better evaluate the security and privacy features. Some
of the technical information cannot be found online or from the device package such as the information
about the firmware and its vulnerabilities. Therefore, to understand the firmware and its related
information, firmware analysis needs to be conducted with the help of cyber security tools. There are
different types of vulnerabilities to look for in this analysis such as hidden username and passwords, IP
addresses and default configurations. This section provides two examples of the firmware analysis

work.

3.1.3 Experimental Environment Setup

This section presents the Firmware security and privacy analysis process for two popular 10T
smart home device cameras. This type of loT smart home device is one of the most popular devices
that consumers purchase. However, this type of camera is connected to the Internet all the time to
provide the best live surveillance for the surrounding environment. Lack of security and privacy in such
devices might cause serious problems, especially if the devices are not presenting any privacy or
security information, such devices must be avoided. This problem influenced many security researchers
to explore and analyze such technology for a safer future. This study is adopting two of the powerful
tools that support this kind of security and privacy analysis, which are Binwalk and Firmwalker tools.
These tools are working on Kali Linux OS v2021.1 on VMware workstation player 16. This section
presents all the steps and methods that result in finding vulnerable security, privacy aspects in the tested
firmware. The detailed analysis can be found in Appendix A and Appendix B. Meanwhile, the
preparation of the analysis of the results will be carried out on a machine with Intel(R) Core(TM) i7-
1065G7 CPU @ 1.30GHz 1.50 GHz and 16GB RAM [33] [34].
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A. First firmware security and privacy analysis results (Details in Appendix A)

The image uses U-Boot as the bootloader by tracing the ulmage file which is a Linux
Kernel type (image header at address 327680 0x50000 and compressed bootloader
image at address 327744 0x50040). Based on the ulmage header at address 327680
0x50000, we know the CPU architecture is MIPS. This firmware is using a
compression type of “lzma” archive.

This firmware uses an old version (Linux kernel versions 2.6.21). however, the product

itself is younger than the version used in it. Here are some statistics about it from [32]:

Figure 3: Linux kernel versions 2.6.21 vulnerabilities [32]

Vulnerabilities By Type
M Denial of Service 124
Overflow 44
Gain Information 19
M Execute Code 6

Memory Corruption 11

124

Bypass Something 9
44 Gain Privilege 13

19
g 11 g 13

(account.htm) shows how to create a new account. The user password max length is
“8” and the username max length is “12”. All user credentials are encrypted.
(Upgrade.htm) shows that this device is following push mode updates in which a
manufacturer's server sends a notification to the devices and requires users to accept
the new update installation.

Network usernames and passwords default credentials and DHCP IP addresses.
Default configuration information.

The FTP setup file.

The firmware image has some encryption.

Firmwalker tool shows that there are some emails, IP addresses, Keys, password
locations, configuration files, etc. All these files and directories are vulnerable and

could cause serious damage if explored.

B. Second firmware security and privacy analysis results (Details in Appendix B)

The image uses U-Boot as the bootloader by tracing the ulmage file which is a Linux
Kernel type (image header at address 64 0x40 and compressed bootloader image at
address 128 0x80). Based on the ulmage header at address 64 0x40, we know the CPU

architecture is MIPS. This firmware uses a compression type of “lzma” archive. This
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firmware is using “kernel Linux3.10.1” which has a high rate of DoS vulnerabilities
[32].
Figure 4: Linux kernel versions 3.10.1 vulnerabilities [32]

Vulnerabilities By Type
M Denial of Service 185
M Execute Code 9
Overflow 66
Memory Corruption 21

185

Bypass Something 17
Gain Information 39
66 Gain Privilege 40

39 40
9 21 47
-

o Some of the cryptography information and configurations.

o Network port 80 configuration information, Server name, and address are available.
¢ Information about wireless Pre-shared Key (PSK).

e UDHCP configuration file with IP addresses.

e The firmware image has some encryption.

3.1.4 Current IoT smart home devices labeling system’s content

This loT smart home devices labeling system has two versions for each 10T smart home device
which are summarized and detailed labels. There is a need for two versions because the summarized
label will be presented on the IoT smart home device’s box or packaging. Usually, these boxes are
small and might not fit all details about all security and privacy features. A scan of the QR code on this
summarized label will direct the purchaser to the second version of the 10T smart home devices label
for extra details. The detailed label has information that is not presented on the summarized label. These
two labels should cover the most important security and privacy aspects that any consumer would like
to know about before purchasing. These labels should provide enough information for safer and more
confident purchasing decisions.

The first one should be a summarized label that covers the most important security and privacy
of the 1oT smart home device. The information is described in scored factors. Each factor represents
the main security, privacy, or firmware feature that any consumer should be aware of when purchasing.
It has five main sections: 1) general information that presents basic information about the loT smart
home device such as name and version number, 2) security privacy factors scores that represent all
security and privacy factors that are evaluated to calculate the final score of the IoT smart home device,
3) label barcode that is created specifically for this summarized label to provide a unique 1D for the loT
smart home device’s security and privacy evaluation details, 4) detailed label QR code is presented to

access the second version of the 10T smart home devices label to read extra information about the
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security and privacy features, 5) final device score is a graph or chart that represents the final security
and privacy score after the evaluation of the seven security and privacy factors. Overall, each section
would represent some information that should help the 10T smart home devices consumers, to make
confident and knowledgeable purchase decisions. This label will be presented on the 10T smart home
device's packaging (box) to help consumers to know more about it and to make better purchase
decisions. This label should contain the basic information about the 10T smart home device and gives
clear information about the security and privacy in an easy way to understand by different types of

consumers. Table 4 refers to the recommended information for the initial design of the summarized

label.
Table 4;: Summarized label overview

Section First label

Number
o Type
e Brand/model ID/name
e \ersion

1 General information e Operating system options (i0S, Android, Microsoft)

e Warranty lifetime
e Firmware version
e  Storage type (internal, cloud)

e Internet pairing

e Configuration and authentication
e  Update mode

e Exposed service

2 Security factors (scored) e Firmware Vulnerabilities

e Protocols

e  Network encryption

3 Final Device score e Grade, graph, or emojis based on the calculated
factors

4 Label barcode number/ID e Specifically, for this device

5 Link to more detailed label e QR code, URL link

Secondly, the detailed label presents in detail all security, privacy, and firmware features
information that consumers might need when looking for certain details. This could be bigger and have
more written details rather than numbering or graphical information. It has five main sections that
represent some accurate information about the smart home devices' security and privacy concerns that
consumers might need to know about for purchase decisions. These sections are the 1)general

information, security, privacy, and firmware factors scoring description table (describe all scored
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security and privacy factors represented on the summarized label), 2)data sensor practices (provide
information about all device’s sensors and their work methods), 3)technical specifications (provide
information about major technical characteristics and usage of the device beside network and storage
details), 4)label barcode (is created specifically for this detailed label) and 5)privacy policy
(documented from the device’s manufacturer). This label would be accessed by scanning the QR code
on the summarized label.

This label is designed to provide better picture than the previous label about security and
privacy information that any consumers should be aware of before purchasing. It provides a detail
description about the evaluated security and privacy factors that derive the final score of the device that
is presented on the summarized label. Moreover, this label has additional sections that are not presented
on the summarized label such as the data sensor practices section. This section describes the sensor
behaviors and the data collection scenarios along with the storing location of the collected data. Also,
a technical specification section that represents information about hardware or software features such
as the connectivity information, power consumption, and any smart assistance (e.g. Alexa). Table 5

refers to the recommended information for the initial design of the detailed label.
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Section
number

Second label

General information

Type

Brand/model ID/name

Version

Operating system options (iOS, Android,
Microsoft)

Warranty specifications (software,
hardware, updates, vulnerability fix).

Firmware version

Storage type (internal, cloud)

Security factors
(summarize factor’s
details)

Internet pairing

Configuration and authentication

Update mode

Exposed service

Firmware Vulnerabilities

Protocols

Network encryption

Technical
specifications

Sensor data practices:

e Sensor data collection
(camera, audio,
presence, temperature,
carbon monoxide)

e Data storage location
and reiteration time.

e Shared with the third
party or sold to the third
party or for children’s
practices

Power and Max power consumption

Any certifications awarded such as
(CE,IC,FCC class B)

SDRAM and Flash Memory

Data Codecs (JPEG, MUPEG)

operation environment temperature
limitation and humidity.

Combined application

Compatibility with other 10T smart home
devices assistants (Alexa nor google)

Network Port (RG-45)

Privacy policy

URL link or documentation

Label barcode
number/ID

Specifically, for this device




30

3.2 Phase 2: Scoring system

There is a need to present the result of the security and privacy factors evaluation along
with the final device score that is represented in the summarized label. It is important to choose
the best common security and privacy factors to be evaluated and ensure they will help the 1oT
smart home consumers in their purchasing decisions. Therefore, a scoring system is designed
based on the Common Vulnerability Scoring System (CVSS) version 3 [30]. This scoring system
provides a universal way to help evaluate different security and privacy factors of the 10T smart home
devices such as internet pairing that represent the method that the loT smart home device is using to
connect to the internet, configuration and authentication that discusses if there is any manual or
automatic configuration required to launch the 0T smart home device, update modes that describe the
updates scenarios to update the IoT smart home device’s firmware, exposed services that discuss the
services that this 10T smart home device accessing or controlling using the smart home network,
vulnerabilities that analyze all 1oT smart home device limitations in the hardware and software,
protocols that present all the network protocols and standards used in communications by the 10T smart
home device, network encryption that discusses the availability of the encryption in any data
transmission inside and outside the home environment. It also helps in evaluating vulnerability severity
in software, hardware, and firmware by setting metrics and formulas to calculate the score that helps in
determining the urgency and priority of responses. Moreover, it provides a standard for reporting
vulnerabilities and threats that could be used by anyone. This scoring system has a calculator that could
be used to evaluate the vulnerability and provide a score for it based on three metric groups (base,

temporal, environmental). Also, it uses a score range from 0/no-risk to 10/critical-risk [31].

3.2.1 Scoring Rubric

Seven factors will be examined, and values will be assigned for them to calculate the score for
each factor and for the device to represent security, privacy, and firmware grade/score. This scoring
rubric presents the weight for each scored factor in the IoT smart home labeling system. The calculated
points are configured to emphasize the importance of the factor’s attributes across the environment of
the 10T ecosystem besides the CVSS support.

Device (total 57 Points): is for all scored factors. The higher the total the better grade it

deserves. Here is a description of each factor in detail.
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1. Internet Pairing Technology (max of 3 points): it describes the establishment of the network
connection between the 10T smart home device and the local smart home network to provide
internet connection and configuration to the 10T smart home device. The detailed points are
shown in Table 7. Based on the connection technology, devices get different points.

Table 6: Internet pairing technology

Technology Description Points

Wi-Fi The device is using a Wi-Fi connection to connect directly 0
to the local network without any user interaction or
network customization.

Low Energy The device is connected to a combined mobile application 1
for configuration and internet access (e.g Bluetooth).
Wired/cable The device is connected to a local network router using a 2
wired medium.
Manual network setup The user is required to fill up the network credentials into 3

the device to enable internet connection and
configuration.

2. Configuration and Authentication (max of 7 points): This category refers to the
configuration and authentication procedures that are required to set up the IoT smart home
device for operation. As shown in Table 8, if the device is using a build-in default username

and password, it gets 0 points. If no default configuration is involved, it gets 7 points.

Table 7: Configuration and authentication

Setup type Description Points
Default Configuration The device is using the build-in default 0
configuration such as the default
username/password.
Manual configuration The device required user interaction to set up the 7
configuration such as creating a new user
account with active email.

3. Update Modes (max of 3 points): A newly purchased device comes with firmware running
on it. However, people usually reveal vulnerabilities and bugs in the firmware later. Good
manufacturers can keep track of this and launch security updates regularly to fix the bugs. This
requires the user to update the device’s firmware when an update is available. The update
modes refer to the procedure that is used to install the latest updates for the 10T smart home
device’s firmware. The scores are shown in Table 9. Devices that require a manual check and
update to the firmware get 0 points. If a device can automatically install updates, it gets 3 points,

which is the best update mode.
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Technology Description Points
Manual Updates are using the pull mode (the user is required to check for 0
update and install it).
Permission required Updates are using the push mode (the user will receive a 2
notification for update downloading and installation).
Automatic Updates are installed without user interactions. 3

Exposed Services (max of 3 points): Exposed services refer to the total number of services
that a user of the smart home device could access using a local network connection to this
device. Table 10 shows the number of exposed services of a smart home device and their

corresponding points.

Table 9: Exposed services

Total services Description Points
More than 5 Such as video, audio, temp, presence, carbon monoxide. 0
3 to 4 services Such as video, audio, temp, presence. 1
1 to 2 services Such as video, audio. 2
No services No services could be accessed or controlled using any local network 3
access.

5. Firmware vulnerabilities (max of 24 points): A firmware is a mini system running on the

10T smart home device. Some of them may be very simple, and some of them are much more
complex than others. Multiple vulnerabilities are often found in the firmware. Based on the
CVSS list, each vulnerability is assigned to a risk level from critical to low. From a list of
vulnerabilities for a smart home device, the numbers of critical risk vulnerabilities, high-risk
vulnerabilities, medium risk vulnerabilities, and low-risk vulnerabilities can be found. One
score is assigned based on the number of vulnerabilities of each risk level (see Table 11).
Therefore, 4 scores are given to the device. The sum of the 4 scores is calculated to be the final
score for vulnerabilities. For instance, if there are 4 vulnerabilities of critical risk level, 1 at
high-risk level, 3 medium risk level vulnerabilities, and 5 low-risk vulnerabilities. Then the

score will be 3, 6, 6, and 3 separately, and the total score is 18 (out of 24) points.



Table 10: Vulnerabilities

Risk Level Description Points
7ormore | 4t06 1to3
Critical Refer to the CVSS vulnerabilities
High list to check the risk level of the
Medium targeted vulnerability. 0 3 6
Low
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6. Protocols (max of 8 points): Table 13 shows that the smart home devices get scores based on

the protocols it uses. The protocols in this category include non-standard custom protocol, 3rd
party DNS, UPnP, HTTPS, NTPv3.

Table 11: Protocols

networks

Protocol Description Points
Standard custom protocol Such as IEEE wireless standards. 1
3r9party DNS Using the DNS of the vendor or smart home 1
assistance.
UPNP universal plug and play protocol. 2
HTTPS Hypertext transfer protocol + SSL 2
WPA/WPA2/WPA3 security standards that protect wireless 2

7. Network Encryption (max of 9 Points): The category refers to the encryption techniques or

procedures that are used in the data transmission in the 10T smart home ecosystem network. As

shown in Table X, it is divided into three categories to cover all communication types. Full

data encryption means the data is encrypted when stored in the device and at transmission. Half

data encryption indicates the data is only encrypted during transmission. And none means the

data is not encrypted to protect its confidentiality at rest and in transmission.

Table 12: Network encryption

Communication Description Data encryption
parties Full | Half | None
Device-to-Cloud The data between the 10T smart home device and the cloud 2 1
service is encrypted when transmitted.
Mobile Application- | The data between the IoT smart home device’s combined 3 2 0
to-Cloud mobile application and the cloud service is encrypted when
transmitted.
Mobile Application- | The data between the IoT smart home device’s combined 4 3
to-Device mobile application and the 10T device itself is encrypted
when transmitted.
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The table below represents all the detailed descriptions of the security, privacy, and firmware

factors that are represented on the summarized label. Thus, provide factors information for the loT

smart home devices consumers for a better understanding of the evaluated factors.

Table 13: Security, privacy, and firmware factors scoring

3 | Update mode

# Factor Symbol Description Used method
1 Internet T Establish of the network connection between | Wi-Fi, Bluetooth,
pairing i the 10T device and the local network to Zigbee.

=1 provide an internet connection.
2 | Configuration % Configuration and authentication procedures | Use default,
and that are required to set up the loT smart customized or
Authentication home device for operation Manual.

UFDATE

o

The procedure that is used to install the latest
updates for the 10T smart home device
firmware.

Permission required
(Push mode),
Manual (Pull
Mode), Automatic.

4 Exposed “/'g@ The total number of services that a user of video, audio, temp,
service N{oE the smart home device could access using a presence, carbon
local network connection to this device. monoxide (fire).
5 Firmware The shortcomings in the mini system running | Password
Vulnerabilities @ on the 1oT smart home device. Exploitation, Rogue
Recordings,
Outdated Software.
6 Protocols e The set of rules that format the data non-standard
transmission over the local network and custom protocol,
=i Internet. 3rd party DNS,
UPnP, HTTPS,
NTPv3.
7 Network Encryption techniques or procedures that are | Device to Cloud,
Encryption used in the data transmission in the 1oT smart | Mobile Application

home ecosystem network.

to Cloud, Mobile
Application to
Device.

3.2.3 Scoring grades range

The scoring range has five levels. Each level has its own range. To find the right grade, it is

required to calculate the total points that the 10T smart home device got after the evaluation of all

security and privacy factors. Table 14 shows the scoring grades range in detail.
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Table 14: Scoring grades range

Range | Grade
90-100 A
80-89 B
70-79 C
60-69 D
0-59 F

3.2.4 Example: Device “XY”

To illustrate the points calculation process, an example is presented here. In the device
category, it got a total of 49 points based on the following factors: (1) Internet pairing 73", (2)
Configuration and authentication “7”, (3) Update mode “3”, (4) Exposed service “3”, (5) Firmware
Vulnerabilities 7217, (6) Protocols “5” and (7) Network encryption “7”. Then, the scores are the
following: Device score: 49/57 = 0.86. Finally, the grade assignments are the following: 0.86 => 86%
gets a “B” based on the following scoring grades range: A is for 90% to 100%, B is for 80% to 89%, C
is for 70% to 79%, D is for 60% to 69% and F is for all lower than 60%.

3.3  Phase 3: Survey

The main goal of conducting the survey is to collect comments and feedback from loT smart
home devices experts, consumers data analysts and label designers to create a useful, powerful design
and content for IoT smart home devices labeling system. Different factors should be considered and
covered when designing the label to provide a high-quality labeling system that could be easily adopted
and implemented by vendors or standards organizations. This phase is totally online [29]. This survey
will be using Qualtrics [40] because of its powerful survey mailer to track, remind, online data
collection, and thank respondents.

The survey should help in answering many questions that lead to the best decision in creating
the high informative labeling system for loT smart home devices. Some questions that could be
answered are consumer awareness checks such as, what are 10T smart home consumers looking for
when purchasing and are they afraid of such new technologies that are collecting sensitive and personal
information about their lifestyle or environment [29].

There is a need to survey 10T smart home consumers, experts, and researchers to create a high-
quality labeling system that could be adopted by 10T regulation organizations, specifically SASO. One
of the survey methods that present a high-quality result and helps to create wise purchasing decisions
is the probability sample survey. This type of survey is conducted if a researcher wants to generalize a

result with statistical confidence from a few individuals who represent a larger number of people. This



36

survey must overcome or minimize four errors (coverage, sampling, nonresponse, and measurement)
to improve the survey estimates for the best outcomes. A mixed-mode framework is applied if needed.

The surveys are web-based questionnaires because of the many benefits that internet service
provides for both the surveyor and the researcher. Currently, internet access through computers and
smartphones or tablets allows the questionnaire to be answered by a larger audience than before.
Therefore, the survey design should meet all screen types and resolutions to avoid any issues when the
user views the survey to answer. Mobile optimization is required for this survey. The survey will be
distributed in Arabic and English languages to facilitate understanding and to reach a larger segment

of participants.

This phase has four stages that are working in sequence to provide or output the desired results

for the next stage inputs. Here are the stages with descriptions to show the expected output information:

1. Survey for experts and scientists with a computer science background: This stage targets
Ph.D. degree holders who have a solid background in computer science or security. This stage
helps in designing the prototype of both labels and provides a full picture about what is the
content of the 10T smart home labeling system. The expert’s feedback would help in choosing
the best content to cover the main security and privacy factors. Also, it would help in choosing
the best presentation of the information on the labels. This stage should cover:

e What factors/features should be on the label, and which should not (provide a range of
factors to choose from or add if the surveyor wants).

e Specify a weight or value for each factor (a range from high, medium, or low).

e The provided information from this factor is for (consumers with technical
backgrounds, experts in 10T devices, manufacturers, etc.).

e The place for each factor in the appropriate section.

o Whatis the right order for the sequence of the section on the label (general information,
security, privacy, technical specifications)?

e The factors should be on the first label and the second label.

2. Survey for regular consumers: This survey narrowed the results of the outcomes from the
consumers and provided a solid base to create a better version of the first prototype version of
the 10T smart home device label. This stage should cover:

e Consumer’s security and privacy awareness check.
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When purchasing; do they look for the loT product details document or do they trust
the store’s salesman representative or website?

What do they look for when purchasing (security and privacy, price, functions
provided, etc.)?

Do they compare between the 10T devices when purchasing, what do they compare
(price, brand name, etc.), or what piece of information helped in purchasing?

Is security, privacy, and firmware label going to help you with better purchasing
decisions?

What will make you trust this label? Is it trusted if it is enforced or managed by (device
manufacturer, government committees such as SASO, third party store or distributer)?
Which are the most 10T devices that they are up to buying (security cameras, bulbs,
sockets, etc.)?

What privacy, security, or firmware issues that they are most afraid of when purchasing
(selling their information, hacked, no privacy, etc.).

What is the best information presentation (grades “A, B, C, D”, Numbers, Emojis,
Graphs)?

What is the preferred layout and format for the 10T label (for both labels)?

Do they recommend one label or two labels (summarized, detailed)?

The layout and content for IoT smart home devices labeling system prototype’s is created.

This uses the data collected from the previous two stages to create an updated prototype of the

10T smart home label system. It should match the previous surveys’ results and expectations.

Short survey for social data analysis, risk management researchers, and label design

experts: This phase targets expert individuals in risk management and communication. This is

the final stage that results in the final version of the 10T smart home security, privacy, and

firmware labeling system.

Test the final version of the designed IoT smart home labeling system and examine all
the sections and factors for general understanding, usability, and adaptability.

Are there any arguments that they need to address or change in any section/factors?
Is there any preference for grouping all the factors under one section or separating them

into different sections would be better?



38

4. The final version for the 10T smart home device labeling system after the previous stage
researchers and scientist examination and recommendations comments.
All the survey details are in chapter four (the survey implementation). Also, the

distributed surveys could be found in appendix section (C,D).
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Chapter 4: The survey implementation

This chapter is discussing the third phase of the development of the IoT smart home
devices security, privacy, and firmware labeling system. It presents the four stages in detail and
reflects their conclusions on the content and the design of the labels. There is a need to ask
different groups of people who are familiar with the IoT smart home devices to have a good
understanding of their needs and expectations from such new labels that discuss security and
privacy features of 10T smart home devices. Therefore, the first survey is designed to ask 10T
smart home devices experts about the major concerns about any security and privacy features
that they believe should be covered in the new labels. Also, the best presentation of the
information to make sure that all 10T smart home devices consumers will easily understand the
labels and use them for better purchasing decisions. The result of this experts’ survey helped
in creating the first draft of the initial versions of the 0T smart home devices labels. These
drafts are used in the second survey. After that, the second survey is targeting the 1oT smart
home devices consumers in Saudi Arabia and the United States. This helps in evaluating the
consumers’ security and privacy awareness and determining the need for such labels in the
Saudi Arabian loT smart home devices market. This survey collects data about the content and
the purchasing scenarios to better group the information to fit them in the best section that
describes them properly. This survey should update the first initial labels and provide better
versions that will be discussed by IoT smart home devices data analysts, risk management
professionals, and labels designers in the third stage. The third stage helps in adding the final
comments on the design and the contents of both labels to output the best 10T smart home
devices security, privacy, firmware summarized, and detailed labels. The conclusion of this
phase is two versions of 10T smart home devices security, privacy, and firmware labels that
complement each other. The first label is the summarized one and will be presented on the 10T
smart home devices boxes with a QR code to be scanned to direct the consumer to the second
version of the 10T smart home devices detailed label for extra information about different
security and privacy features about the target device.

All surveys were conducted electronically and distributed in Saudi Arabia and the
United States using shared direct links Through Whatsapp application and emails. Qualtrics
application help in providing a smooth multiple access to the surveys in the same time by

different participants.
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4.1 Survey for experts and scientists with computer science backgrounds:

This survey is targeting 10T and computer security experts to provide their feedback
on loT smart home devices' privacy and security aspects. This survey is designed to support
some major concerns about the content and design of the IoT smart home devices' security,
privacy, and firmware label, which should describe the loT smart home device from different
points of view to help consumers with brief security and privacy characteristics about it. Also,
the technical aspects covered about the 10T smart home device, in the detail labels technical
specification section, are created to provide information about IoT smart home devices like
power consumption, network connectivity, and any supportive combined applications.
Moreover, for the security and privacy factor’s development and usage, these factors are
considered the main purpose for calculating the device’s final security and privacy score. This
score would help in providing a confident purchase decision by the 10T smart home devices
consumers. In addition, the best representation for the security and privacy factor’s score and
the 10T smart home devices’ security and privacy final score. Experts are familiar with the
security and privacy issues that 10T smart home devices are suffering from. Therefore, their
feedback on the score’s representation would have a great impact on the label’s design.

Moreover, one of the 10T smart home devices' label design concerns was the best
presentation of the device’s final security and privacy score and the individual score for each
security and privacy factors.  However, different representations are widely used
internationally on electricity and water efficiency labels. For example, Australia uses the star
shape to represent the energy rating result. Brazil uses face emojis to represent the energy
rating; a smiley face for good devices or black straight face for below-average rated devices.
Canada uses a bar graph numbered with the final score that ranged from 0 to 100. The Kingdom
of Saudi Arabia uses a bar graph with letters that ranged from A to F where A is the best and F
is the worst [42] [19]. After reviewing the different representations around the world, it is
important to ask the 10T smart home devices experts about 10T smart home devices’ preferred
final security and privacy score representation and the individual security and privacy Factor’s
score representation.

The 10T smart home devices security, privacy, and firmware survey for experts is in

the appendix section C.
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A. Survey for experts with a computer science background results and
analysis:

This survey was distributed through emails and shared links on the Whatsapp application.
The total number of participants in this survey is 71 10T smart home devices experts. 90% of
participated experts are from King Abdul-Aziz university from the faculty of computer science
and information technology in Saudi Arabia and 10% are from different Saudi Arabian
universities. Here are two Figures 5 and Figure 6 for their highest completed level of education
and their experience in the Computer Science or Data Security field (in years):

Figure 5: Highest completed level of education

W Master's candidates W Master's Degree

B Ph.D. candidates Ph.D. Degree

Figure 6: Experience in the Computer Science or Data Security field (in years)

mOto3years M4tob6years M7to9years 10+ years

e Data analysis for Q1:
Which representation do you prefer for describing the factor's score?
The three provided options (Emoji, numbers, and letters representations) are very common
in different label information representations. The choice should provide clear and quick
information for the reader to understand the label’s information in seconds. Based on the chart

below, 32 experts believe the Emoji representation is the best representation of the security and
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privacy factor’s score, making up 45% of the vote. Figure 7 below shows experts' answers
about the three options:

Figure 7: Security and privacy factor's score representation

M Emoji representation
B Numbers representation

Letters representation

o Data analysis for Q2:

In the general information section of all label designs, | have included 4 default categories:
Name, Warranty Lifetime, Firmware version, and Firmware update lifetime. Please
choose 4 additional categories to include based on your expertise?

This question provided options for the label’s content that will be presented in the
general section of the summarized and detailed labels. Experts are allowed to choose more than
one answer to facilitate the need for each label’s content and to prioritize the top-rated ones to
be added to the label's content. Four default types of information are already added to the labels
which are the device’s Name, Warranty Lifetime, Firmware version, and Firmware update
lifetime. The four highest-rated choices by the experts will be added to the default ones to
conclude the general information section by having 8 different information types related to the
security and privacy aspects. This Figure 8 represents the experts’ answers and their

preferences.
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Figure 8: General information section content

3.53%

10.20% 14.51%
11.37% 9.41%
13.73% 18.43%
18.82%

@ loT device's Brand and Model number, such as Philips, Model RT57
@ 0T device's version, such as the 4th or the 5th version
@ Storage Type (Internal or cloud), such as SD card or google drive
@ Operating system compatibility, such as Android or I0S
@ Avallable sensors, such as cameras, microphones
@ Privacy policy; provides a link to the device's manufacturer document about the privacy policy
@ Virtual assistance (Alexa, Sirl, Bixby) Types of the collected data (MP4, MP3) (i Other
e Data analysis for Q3:

For the detailed label’s technical specification section, do you prefer to know
about any of the followings?

This question provided 5 options to select the best content that will be presented in the
technical specifications of the detailed label. Experts are allowed to choose more than one
answer to facilitate the need for each label’s content and to prioritize the top-rated ones to be
added to the label's content. There are three default types of information that are already added
to the labels which are the device’s SDRAM or Flash Memory, Smart assistance, and Network
ports availability (connectivity information). The two highest-rated choices by the experts will
be added to the label’s default ones to conclude the technical specifications section by having
5 different information types related to the device’s technical security and privacy aspects.

Figure 9 represents the experts’ answers and their preferences:
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Figure 9: Technical specifications section content

1.67%

21.67%
38.33%

23.33%
15.00%

@ Power options and consumption, such as any built-in rechargeable battery or DC power supply
@ Any awarded prizes or certificates by this Model, such as Amazon Web Services for best consumer loT Solution
@ Provide supportive combined applications, such as Samsung home or Brilliant

@ Network Port availability (RJ-45) Other:

e Data analysis for Q4:

Which security and privacy factors do you prefer to see on the IoT smart home device’s
label, to assist consumers to make better purchase decisions? Pick the best 5 useful and
understandable factors based on your expertise?

This question has a major impact on the development of the IoT smart home devices'
security, privacy, and firmware labeling because it reflects the understanding of each factor’s
purpose in examining the final security and privacy score. Each factor is designed to assess
specific security or privacy aspect that should make a big change in a consumer’s purchase
decision. Experts are allowed to pick more than one answer to reflect their preferred security
and privacy factors that they believe would help 10T smart home devices consumers choose
the best available device. Figure (10) represents all factors that experts choose, and higher

percentage means more remarkable security and privacy factors



45

Figure 10: Security and privacy factors

M Configuration and Authentication B Firmware Vulnerabilities

| Network Encryption Internet Pairing
H Update Mode M Exposed Service
M Protocols

e Data analysis for Q5:
Which representation do you prefer for the final security and privacy score?
One of the important features of this label design is to provide a clear and quick
understanding of the 10T smart home device from reading the 10T security and privacy label.
The design of the summarized label should reflect the security and privacy aspects of the loT
smart home devices in seconds. This would help the consumer in comparing different IoT smart
home devices quickly and save some time in finalizing their purchasing decision after reading
the detailed label if that is required for an extra confident purchase. Therefore, three different
representation of the final security and privacy score are represented for the experts to choose
from. Their choice should reflect the intention of the 10T smart home devices consumers. More
than half of the experts preferred the bar graph representation and after calculating the mean
(1.87) and the trend direction, it is the majority choice. The bar graph is widely used in different
countries such as the Kingdom of Saudi Arabia [19]. It provides a clear vision of different
levels of scores besides the colors that reflect the final score of the device. Figure 11 that
represents the experts’ choices about the final security and privacy score:

Figure 11: Final security and privacy score

MW big letters M colorful Bar graph W big numbers
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B. Survey for experts with a computer science background conclusions and
decisions:

After analyzing the 10T smart home devices security and privacy survey for experts,
there is a need to update the design and content of the proposed summarized and detailed labels.
After calculating the mean (1.73) and the trend direction of the collected data for Q1, we found
that 10T smart home experts preferred the Emoji representation for the security and privacy
factors score representations. This choice will provide a quick and clear appearance for the

labels to be recognized and understood by different types of consumers.

Based on the collected data from Q2, the highest four choices that experts preferred to
see on the general sections of both labels are the 10T device's Brand and Model numbers, such
as Philips, Model RT57, 10T device's version, such as the 4th or the 5th version, Storage Type
(Internal or cloud), such as SD card or google drive, and Operating system compatibilities, such
as Android or iOS. This information would provide a powerful insight that should be known
by 10T smart home devices consumers before any purchase because they are considered
important components for any safe purchase. These choices will be added to the label in

addition to the default information of this section on the summarized and detailed labels.

The technical specifications section is located only on the detailed label. It is designed
to provide answers for major technical concerns that a regular loT smart home device consumer
would like to know about for a safer and more confident purchase decision. Therefore, based
on Q3, loT smart home devices experts’ preferred choices that they believe would provide the
loT smart home consumers with the best answers. This section has three default information
types that are SDRAM or Flash Memory, Smart assistance, and Network ports availability
(connectivity information). In addition, the experts’ added Power options and consumption,
such as any built-in rechargeable battery or DC power supply, and provide supportive

combined applications, such as Samsung home or Brilliant to the default information.

Based on data collected from Q4 about the 10T smart home devices' security and
privacy factors, the importance of the factor’s differs for each expert. Their preference helps in
understanding which factors they believe will have a great impact on the 10T smart home
consumers' purchase decisions. The data collected shows that all factors are preferred by

different experts because all choices have been selected by them.
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The main section that the summarized label is designed to present is the final security and
privacy score. This score should provide a great impact on the lIoT consumer's preference when
purchasing. Therefore, it should be presented in a clear and understood way to save more time
for the purchaser to compare different devices or continue reading through the summarized
label and look for the detailed label for extra information. The collected data shows that loT
smart home experts believe that the Bar graph is the best presentation of this important
information. Therefore, this choice will be added to the summarized label along with the Emoji
representation for security and privacy factors that are calculated and presented in the

following.

In the beginning, the range of security and privacy factors representation has five levels.
Each level has an assigned emaoji for it as shown in the following table (15), where level 1 is
the best condition or score and 5 is the lowest and worst level.

Table 15: Factors Range levels

Level | Emoji score
! -
2 I\Vﬂ
3 .
4 =
5 A

1. Internet Pairing Technology (max of 3 points):
Table 16: Internet Pairing Technology ranges

Technology | Paints | Score
Wi-Fi 0 P
Low Energy 1 00
Wired/cable 2 [
Manual 3 =
network setup

2. Configuration and Authentication (max of 7 points):

Table 17: Configuration and Authentication ranges

Setup type points Score
Default Configuration 0 =

Manual Configuration 7 25|
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3. Update Modes (max of 3 points):
Table 18: Update modes ranges

Technology points Score
Manual 0 =
Permission required 2 00
Automatic 3 [ |

4. Exposed Services (max of 3 points):

Table 19: Exposed services ranges

Total Services | points Score
More than 5 0 ]

3 to 4 services

1
1 to 2 services 2
3

A A
v

No services

5. Firmware Vulnerabilities (max of 24 points):

Table 20: Firmware Vulnerabilities ranges

Points | Score
21 to 24 .
Risk [T91020 | a2
Level 5773 o
14t0 16 TO
13 or lower =

6. Protocol (max of 8 points):

Table 21: Protocol ranges

Protocol Points Score
standard custom | 7to 8
protocol .
34 party DNS | 5to6 B
UPnP 3tod o
HTTPS 2 '
WPA/WPA2/ 1 .
WPA3

7. Network Encryption (max of 9 points):
Table 22: Network encryption ranges

points Score
8to9 [ |
.. 6to7 o)
Communication ot
parties 4t05 .
2to3 v
Otol .
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It is important to mention that If any of the security and privacy are in poor level (red
color) it is not encouraged to purchase this 10T smart home device because it is very easy to
gain access to the information that this factor presents. After discussing the survey’s data
collected from loT smart home devices experts, this is the updated version of the 10T smart
home security, privacy, and firmware labels. These labels will be presented and discussed with
regular consumers of 10T smart home devices for different goals and better development

procedures for the labels. Both labels are translated into Arabic languages for non-English
speakers.

e The smart home security, privacy, and firmware summarized label:

Figure 12: The lIoT smart home security, privacy, and firmware summarized label (experts
version)

Security, privacy and firmware
label for IoT smart home devices

General Information
Name : Warranty lifetime:
Brand/Model : 0S Compatibility:
Available Sensors: Firmware version:
Storage Type: Firmware update lifetime:

Security, privacy factors scores

Symbol Factor Score
@ Internet pairing
% Configuration and P
e Authentication ()
o i
@ Exposed service O
Firmware
a Vulnerabilities -
@_‘ Protacols "
T T T 1 m Network encryption ne
0N X % W —
Label barcode g
For detailed E ..E
WIRNIIIINE §  soornatson




The 10T smart home security, privacy, and firmware detailed label:
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Figure 13: The 10T smart home security, privacy, and firmware detailed label (experts

version)

Security, privacy

and firmware

label for IoT smart home devices

General Information

Warranty lifetime:

Brand/Model:

0S Compatibility:

Available Sensors:

Firmware version:

Firmware update lifetime:

Storage Type:

Security, privacy and firmware factors scoring

# Factor Symbol Description Used method
E of Wi-Fi, Zigbee.
i - between the IloT device and the local
1 internet pairing = ey
configuration and authentication | Use default, customized or
2 | configuration and 3@ procedures that are reguired to set up the | Manual.
A loT smart home device for operation
The procedure that is used to install the | Permission required (Push
3z Updete mote ﬁ? latest updates for the IoT smart home device | mode), Manual (Pull Mode),
firmware. i
2y | Total number of services that a user of the | video, audio, temp,
a Exposed service mm smart home device could access using a local | presence, carbon monoxide
= ion to this devica. (fire).
5 Firmware = The shortcomings in the mini system running | Password Exploitation,

Vulnerabilities

S
Y
2

on the IoT smart home device.

P

Rogue Recordings, Outdated

Software.
~2I3 | The set of rules that format the data | non-standard custom
6 Protocols G —g transmission over the local network an | protocol, 3rd party DNS,
= Internet. UPNP, HTTPS, NTPv3.
Encryption techniques or procedures that Device to Cloud, Mobile
7 Network are used in the data issi in the loT A i i to Cloud, Mobile
e = e
Data sensor practices
Data Data Shared | Collection
Type Symbol storage retention or
location tine sold recurrence
Camera )
Microphone
fire
Tenperature
Movement/Location

Technical specifications

Specifications

Description

Power and max power consumption

SDRAM or Flash Memory

Combined Applications

Smart Assistance

Connectivity Information

Label Barcode

L)

Privacy Policy
www.Privacy.sa




51

4.2 Survey for regular consumers:

This survey targets the 10T smart home devices, regular consumers because they are
the main subject that this label is designed for. Therefore, this step requires engaging them in
the development of it and to request their feedback about the content, design, and adaptability
of such a new label that focuses on enhancing their security and privacy knowledge to create
an educated society that knows how to use this technology. The survey is designed based on

the outcomes of the previous survey to ensure the best development procedures for the labels.

There are several goals that this survey aims to support. Firstly, a consumer’s security
and privacy awareness check to assess the 10T smart home consumers' security and privacy
understanding and practices. Secondly, the purchasing scenarios that regular consumers follow
to purchase loT smart home devices. Thirdly, the comparison factors that are considered by
regular IoT smart home devices’ consumers without the availability of labeling ideas. This
should support the selection of the presented security and privacy factors on the label. Finally,

measuring the level of acceptance for this label, and understanding the real need for such a one.

The loT smart home devices’ security, privacy, and firmware survey for regular

consumers are in appendix D.

A. Survey for regular consumers results and analysis:

This survey was distributed through direct shared links on the Whatsapp application
with two language options (Arabic and English) in the United States and Saudi Arabia. Both
versions are identical but with different languages. This survey targets all 10T smart home
devices in different universities, technology companies, friends, and families who are using
this technology. The total number of participants in this survey is 382 10T smart home devices
consumers. 86% of them are from Saudi Arabia. Figure 14 shows that 55% of the participants
are between the ages of 30 and 49 years. It proves that this technology is widely adopted among
this segment and their participation in this study will increase their confidence in the loT smart
home products because they are supporting the creation of the 10T smart home security,
privacy, and firmware labels. In addition, Figure 15 shows the highest completed level of
education for this survey participants. It shows that 42% of them completed a bachelor’s

degree.
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Figure 14: Age

H18to29 m30to49 m50to 64 m65+

Figure 15: Highest completed level of education

m High school diploma msome college (no degree)
M Associate's degree M Bachelor's degree
W Master's degree M Professional degree (e.g. law or medicine)

W Doctorate degree

109% 10%,

o Data analysis for S1/Q1:

How familiar are you with computer security and privacy issues?

By calculating the average and the segment direction, the participants are slightly
familiar with computer and security issues. This shows that they have some background in loT
technology and its privacy and security issues that this label mentions for consumers. Figure

16 shows the analysis statistics for this question.

Figure 16: Familiarity with computer security and privacy issues

W Not familiar at all  m Slightly familiar

B Moderately familiar m Very familiar

M Extremely familiar

_ &2%11%

23%
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o Data analysis for S1/Q2:

How often do you change your passwords?

Figure 17 shows that 64% of the participants do not change their passwords until it
expires. This is a security issue because the participants’ familiarity with their passwords would

eventually lead them to being compromised if they did not change their passwords regularly.

Figure 17: Passwords changing period

B Weekly m Monthly m Yearly m| do not change it until it has its expired

e Data analysis for S1/Q3:
Do you change your default username and password that come with the

device?

The participants believe that changing the default username and passwords for any new
accounts is important. The segment direction of this question is always changing the default
user credentials. Figure 18 shows that 43% of the participants care about their information
privacy and security, and they will appreciate any service that could provide support to this

area.

Figure 18: Changing default username and password

M | keep using the defaults
M | change the defaults sometimes

M | always change the defaults
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o Data analysis for S1/Q4:

How often do you check for the device's software updates?

Figure 19 shows that only 25% of the participants rely on automatic updates to ensure
that their devices are up to date. Thus, a need for automatic updates to be the default mode is
required by 10T smart home devices manufacturers, because almost 40% of the participants are
sometimes checking for new updates. It is very important to ensure that loT smart home devices

are up to date to ensure the highest security and privacy levels for homeowners.

Figure 19: Software updates check

W Very often W Sometimes M Never W | rely on automatic updates

o Data analysis for S2/Q1:
In the summarized label, which section do you think would help you the most

in purchasing decisions?

This question focuses on the most important section that 10T consumers would look
for on the label to have quick and adequate information about the 10T smart home devices'
security and privacy aspects. Figure 20 shows that 46% of the participants think that a factors’
score table would help them the most in having the required amount of information for a
purchase decision. They believe that the representation of a score for each factor would show
the strength and weaknesses of each factor. Therefore, they might prefer some factors to be

higher than others to create a purchase decision.



55

Figure 20: Summarized label most important section

B General information section
M The Factors score table

M The final score bar graph

o Data analysis for S2/Q2:
Based on the information provided by the summarized label, if all security,
privacy and firmware features about an 10T smart home device matches what
you need, would you still look for the detailed label or would you directly

make a purchasing decision instead?

Figure 21 shows that 56% of the participants would look for the detailed label for extra
confident purchase decisions. This shows the need for extra details about the 10T smart home
devices that should describe additional characteristics of IoT devices. The detailed label
presents important information that most 10T smart home consumers would like to know about
before purchasing such as the available sensor types and how they record and store the collected
data.

Figure 21: Summarized label is enough

| will make a final purchasing decision without
looking for the detailed label

| will look for the detailed label to make a better
purchasing decision
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e Data analysis for S2/Q3:
There are four sections in the detailed label. Which section are you going to

look for the most in this label?

The detailed label is considered the last source of information that provides security
and privacy aspects for the 10T consumer. It has sections that are designed to explain any
conflicts or missing information that were not presented on the summarized label. Figure 22
shows that there is no specific section that is preferred by IoT smart home devices’ consumers
because there is no adoption that they agreed on the most or even more than 40%. Therefore,
all sections look important to the participants, and they feel that all should be provided in this
label. However, the privacy policy section has the minimum preference of 16%, because it
provides information that is provided by the manufacturer and could not provide a direct impact

on the IoT devices consumer’s purchase decision.

Figure 22: Detailed label preferred section

M Security, Privacy and Firmware factor scoring table
W Data sensor Practices section
Technical specifications section

Privacy policy section

e Data analysis for S2/Q4:
When purchasing an IoT smart home device, will you look for the product’s

detailed label?

Figure 23 and the statistical analysis for this question show that the segment direction
answer is willing to read the detailed label. Their desired need is based on the 10T device that
they are willing to purchase. However, if the device has no sensor to collect data, the need to
read this label will decrease and vice versa. Therefore, all 0T smart home devices should have

this label even if they have basic functions to perform such as smart bulbs.
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Figure 23: Reading the detailed label

m Definitely not H Probably not
W Might or might not m Probably yes

M Definitely yes

o Data analysis for S2/Q5:
Will you trust a 10T smart home devices label if it was created by: (Select all

that apply)

Consumer trust is hard to achieve, especially when it deals with sensitive information
about them. There are different ways that 10T smart home devices’ manufacturers use to
influence consumers to purchase their products, such as YouTube videos that show the
product’s functionality or by presenting their products in use by celebrities around the world.
However, different kinds of consumers would appreciate any government support for any
product because they assume that governments would not support any weak devices of any
kind. Therefore, Figure 24 shows that 51% of the participants (most of them are participants
from Saudi Arabia) agreed to have a government sponsor for the label to trust it. Besides, the
idea of this label is not implemented yet in Saudi Arabia. It is important to be presented and

sponsored by a trusted authority to be adopted and used by I0T consumers.
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Figure 24: Labeling sponsor

W A government authority such as SASO

W A te 1nical or computer devices distribution companies such as
best buy, Extra, Jarir, Walmart

An |l smart home devices manufacturers

Other

e Data analysis for S2/Q6:
If you own a smart doorbell that is equipped with a camera and microphone
sensors, how often do you think these sensors would sense or collect

information?

10T smart home devices consumers are adopting these devices and installing them in
their environment such as homes or offices which ought to be safe and secure places, to perform
a specific function that these devices were designed to do so. However, different stories or
videos on the internet show some bad or tragic experience that prevents some people from
adopting such technology. Understanding the way that these devices work would help in feeling
comfortable. This question aims to measure the understandability of the 10T consumers on the
way that these devices work and collect data from their surrounding environment. This
understanding would help simplify the need for the label to present all available sensors that
each device has and how they are functioning. Figure 25 shows that 42% guessed the right
answer that doorbells will sense data when someone is presenting in front of the door, this
shows that the participants are familiar with the 10T smart home devices functionality.
However, 20% of this question’s participants state that they are not sure how these devices
work. Therefore, one of the major goals of this label is to educate this type of 10T smart home
device’s consumers and help them understand the functionality of the targeted devices before

purchasing to be safe, secure and to protect their home environment.
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Figure 25: Data sensing procedures

m Always sense or collect information
H Sense only when someone is present
M Sense only when | press a button

Not sure how the device works

e Data analysis for S2/Q7:
If you see that an loT smart home device has a full score on its security,
privacy and firmware attributes, how confident would you be in your

purchasing decision?

The 10T smart home security, privacy, and firmware label is new and has never been
implemented in many countries around the world. Adopting such new ideas to the huge
electronic market in the kingdom of Saudi Arabia and influencing regular 10T smart home
consumers to accept it and trust it is a big challenge. However, when they read this label and
use it to support their purchase decisions and see that the label is providing scores for different
security and privacy factors, they will trust it and look for it whenever they purchase such
devices. Figure 26 shows that segment direction with a 49% of this question participants feel
some confidence to see this label when purchasing. Their feeling proves the need for such ideas
to help 10T smart home devices’ consumers to be safe and protect themselves from non-secure

loT devices.
Figure 26: Trusting the label's information
H Not At All Confident

B Somewhat Confident

m Very Confident
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o Data analysis for S3/Q8:
What loT smart home devices are you willing to buy? (Select all that apply)

Figure 27 shows that the smart security camera is the first device that participants are
willing to purchase, by having 27% of the answers among other options. This is because the
wide adoption of security cameras provides the same functions but with limitations such as no
motion detection and cloud storage on the regular smart security cameras. However, this type
of smart home device is crucial because of the personal data that could be collected about the
homeowner and his environment if this device is hacked. It is very important to use the best
security and privacy aspects in such devices because of the sensitivity of the data that could be
breached.

Figure 27: 10T smart home devices preferences

M Security camera  ESmart TV. smart light or bulb.

Smart Thermostats B Smart doorbell W other

-
17% \  27%

|

o Data analysis for S3/Q9:
What privacy, security, or firmware issues are you most afraid of when

purchasing an loT smart home device?

Figure 28 shows that 10T smart home devices’ consumers are afraid of different types
of personal data breaching and usage. The results show that 35% of the participants are afraid
of being recorded without their consent, which is the worst-case scenario that any homeowner
is afraid of. The main reason for this fear is that they know that these devices are connected
24/7 with internet service to function, this would make them easy targets if weak security and
privacy network protocols are used. Shodan.io [43] is a library that presents a lot of weak 0T
smart devices around the world that could be accessed without any authorized access. Thus, it
is very important to choose the best smart home security camera that is equipped with the best

security and privacy aspects.


https://www.shodan.io/dashboard
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Figure 28: Security and privacy fears

H Selling my personal information to other companies
M Breach of personal information to be used for blackmail
Recording video or audio without consent

Other:

e Data analysis for S3/Q10:
How do you typically research for 10T smart home devices that you

purchase?

Today, there are different resources to find information about any topic. The internet
eases this by providing different data presentations such as articles, audio, or video that could
be freely accessed. One of the most popular channels that provide video content about different
topics is YouTube. Figure 29 shows that 36% of the participants are watching YouTube videos
about any loT smart home devices that they are about to purchase. These videos normally show
how to install the device, provided functions, configuration, or troubleshooting, they don’t
discuss any security or privacy issues that homeowners suffer. Moreover, 24% of the
participants prefer to read the information that is displayed on the device’s package. This
information may not mention anything about security or privacy aspects too. In addition, 21%
of the participant ask the salesperson in the stores, this could be misleading for different
reasons. Only 2% of them mentioned that they look for devices rating on third party websites
such as Amazon or BestBuy, others mentioned that they ask their friends about their
experience. Therefore, it’s important to educate regular IoT smart home devices’ consumers
and provide them with some important information that they can rely on to have a confident

purchase decision.
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Figure 29: Get information about the device

M | read the information presented on the package.
M | ask the salesperson at the store.
M | watch a YouTube review about the product.

| read the device's user manual.

W other

e Data analysis for S3/Q11:
Please order the factors that you usually consider when purchasing 0T
smart home devices? (1st factor is the highest priority in the list)

Different factors influence 10T devices’ consumers to purchase them. However, Figure
30 shows that the price factor is playing a major role in their purchase decision with 49% among
other factors. Budget imitation is always important, but it is important to make sure that saving
money on such technology should not be at the expense of the bad consequences that might
cost more than the saved amount such as personal bank account breaching. Furthermore, 28%
of the participants believe that the software update lifetime availability is considered in their
purchase decisions. It is good to know that participants are not trusting the advertisement on

social media or TV. This factor is the lowest with only 3%.
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Figure 30: Purchase factors

M Price
M Brand name
m Warranty
Software update lifetime.
M Easy installation

M advertisements on social media or TV

e Data analysis for S3/Q12:
If the device that you are about to purchase is in the right budget range and
comes from a well-known manufacturer, but it does not have trustworthy
security and privacy characteristics, will you still purchase this loT smart

device?

Figure 31 shows that the segment direction for the answers is going towards not buying
the 10T smart home devices if they are in the budget range, but the label presents weak security
and privacy scores. This proves that they care about the security and privacy aspects of their

devices and the protection of their data too.

Figure 31: Purchase non-secure 10T devices

m Definitely not M Probably not

B Might or might not m Probably yes

H Definitely yes
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B. Survey for regular consumers conclusion and decisions:

The answers provided in this survey are providing a good example of the concerns and
interests of regular consumers of the IoT smart home devices. However, there are some
important points that this survey concludes that help in understanding the need for the loT
smart home devices’ security, privacy, and firmware labels, and the adoption of such ideas by

regular consumers. Here are the points that this survey concludes:

The loT smart home devices’ consumers understand the need for their data protection,
and they believe that it’s important to ensure the highest standards in any loT smart home
devices they adopt. Additionally, they have some basic technical background about the 10T
smart home technology that helps them in choosing the proper way to update and control their

devices.

The factor score table in the summarized label is providing the most important
information that helps the IoT smart home consumers to make purchase decisions about any
10T smart home devices they target. This section should be easy to read and have some symbols
that provide a hint about the security and privacy factors in case the reader does not understand
the meaning of the factor. However, they appreciate the need for extra details that are provided
on the detailed label. Therefore, more than half of the participants will look for the QR code in

the summarized label to read more about the device that they are about to purchase.

The detailed label has more information that would help the 10T smart home devices’,
consumers to better understand the target device and have a confident purchase decision.
However, all label sections are important to be read because every section is providing special
information about the device that is not available in the summarized label. Besides, the
participants do not have a preference for one section over another, because of the importance

of the presented information in each section.

The idea of the 10T smart home devices' security, privacy and firmware labels is new.
It needs time to be used and recognized by the 10T smart home devices consumers. However,
a sponsor with a powerful reputation would help the adoption and the distribution of this idea
to reach the Saudi Arabia market soon. This is clear because more than half of the participants
recommend that this label is managed and created by government authority. This procedure
will gain the trust of the consumers and make them accept all the presented information on the

labels.
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The adoption of 10T smart home technology is increasing around the world. However,
this adoption will increase if the consumer's fear about this technology is explained and
reduced. This could be done using the loT smart home devices' security, privacy, and firmware
labels. This will also provide honest feedback on any IoT smart home devices for others
(consumers or manufacturers) to help in protecting the community and to force the
manufacturers to develop better 10T smart home devices with the most updated security and
privacy standards without expensive prices to help more people to try this great and powerful

technology.

The distributer stores such as BestBuy should educate their salespersons about the
security and privacy aspects that 10T smart home devices should be equipped with. This would
also assist in consumers understanding the way that these devices work and the used procedures
that these devices follow to collect data from their surrounding environment, to warn the
purchasers if they are not comfortable with these procedures.

The survey’s results affected the design and the content of the 0T smart home security,
privacy and firmware labels (summarized and detailed) will be presented for the social data

analysis, risk management researchers, and label’s design experts for any comments and
feedback.

4.3 Social data analysts, risk management researchers, and label design experts:

This stage of the survey section is created to ensure that the final versions of the 10T smart
home devices' security, privacy, and firmware labels are complete and ready to be published and
used. Therefore, Social data analysis, risk management researchers, and label design experts were
requested to review them to ensure the best outcomes for both labels. Overall, the participants of
this survey are two label designers, one Risk management, and two data analysts. That concludes

the sample size of five participants.

A short online survey was distributed among social data analysts and risk management
experts through emails and Zoom meetings to get feedback about the content of the final versions
of the labels. Also, they were requested to evaluate the amount of the information in both labels’
different sections to ensure their understandability of them. They found that the information
provided was enough and grouped them in the right section. Also, they evaluate the importance of
each section of the labels and the average time to read them, especially the summarized label’s
security and privacy factor section and final scores section. Moreover, they provided a list of all

popular types of sensors that are used by 10T smart home devices that are temperature, humidity,
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pressure, proximity, level, accelerometers, gyroscope, gas, infrared, and optical sensors. The data
sensor practices section in the detailed label will be edited based on the available sensors that are
used by the 10T smart home device in the evaluation process.

Moreover, label designers were requested to evaluate the coloring of the label to ensure
that consumers’ eyes will target the important section (e.g bar graph in the summarized label) first.
Also, they have changed the shape of the emojis used on the summarized label to be brighter and
easily recognized. Also, they have added a 3D shape (Pyramid) that presents the 10T smart home
device’s final score in a clear and informative way by describing the different levels and ranges of
each score.
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4.4 The final versions for the 10T smart home devices security, privacy, and firmware

labels:

Final 1oT smart home devices security, privacy, and firmware Summarized

label:

Figure 32: The loT smart home security, privacy, and firmware summarized label (final

version)
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Final 1oT smart home devices security, privacy, and firmware detailed label:

Figure 33: The loT smart home security, privacy, and firmware detailed label (final version)
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Chapter 5: The Implementation of the 10T smart home devices security,

privacy, and firmware label

Here are detailed procedures to create the 10T smart home devices security, privacy,
and firmware label for a Mini Wi-Fi Smart Plug (DSP-W118) from the D-LINK brand. The
content of the general information section, technical specification section, and privacy policy
is collected from the device’s user manual [44], firmware documentation [45], D-LINK privacy
policy [46], and manufacturer website and customer service [47]. All security and privacy
factors scores are calculated in the following:

1. Internet pairing:

This device requires some network information to be added to provide an internet
connection to the 10T smart plug. This mini smart plug is providing a local network that is
designed to give access and control to the device without the internet service, by accessing the
network with the information provided in a small sticker provided inside the device’s package
(Figure 34). However, controlling the device if the owner is out of home requires configuring
the local network information using the combined application and setting the network
credentials to provide an internet connection to the IoT smart plug. Therefore, this device
deserves 3 points because of the manual network setup and emoji (&).

Figure 34: Local Wi-Fi network credentials

‘ Model: DSP-W118
Wi-Fi Name:

- DSP-W118-5C89

- Wi-Fi Password:
dude3934

i PIN Code: 066078

Figure 35: Choose the smart home Wi-Fi network and enter the password

&« Wi-Fi Setting o
Enter Password
r Wi-Fi network for your device
meadhrosnet
Enter the Wi-Fi password for
SpectrumSetup-F0 SpectrumSetup-16
MySpectrumWiFiD1-2G
Stronghold Guest Network _ @

Stronghold Network

~ -
SpectrumSetup-16 [ \ .

( Cancel | @
Other. R b



https://support.dlink.com/resource/PRODUCTS/DSP-W118/REVA/DSP-W118_REVA_DATASHEET_v1.00_US.pdf
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2. Configuration and Authentication:

This factor is important to ensure the highest security mechanisms for a secure
installation and customization of the 10T smart home device. It requires some authentication
and configuration steps that must be accomplished by the owner to use the device. This stage
requires some account creation, account authentication through email, setting up passwords,
and downloading a combined application that provides full control on the device. Therefore,
this device deserves 7 points, and this emoji representation (&)
because of the manual authentication and configuration required to use the device.

e Download mydlink application:
Figure 36: Install the combined application

€« Q
mydlink
mgdink D-Link Corporation
In-app purchases
36% M+ 1 3
47K reviews Downloads Everyone @

About this app >

Control all your devices and interactions in one
place with the new mydlink.

e Add the device by scanning a QR code that is printed on the 10T smart home devices
itself and provided on a special label inside the loT device’s package.

Figure 37: Add the device using the QR code inside the box

7SIMW O 4 OM . (1L TN

T Add Device

Please scan the Setup Code located on
your device or on its configuration card.
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o Create a new account that links to all your D-link 10T smart home devices.

Figure 38: Create a new account

gdiink

naif o

Confirm Password

elagleemthe arms of Use and v Palicy, and certify
that | am 18 years of age or older

° | agree to receive emails on D-Link services and product
information,

o Authenticate the email address through an authentication link sent to the owner’s email
address:

Figure 39: Activate the new account

Your D-Link account will give you
access to associated services
offered by D-Link. You wil be able to
use the same account across a
range of D-Link services. To enjoy all
the benefits of D-Link's free services,

you must activate your D-Link
account within seven days of
receiving this e-mail.

To activate your D-Link account, click
or tap the button below.

Activate
Account

Once activated, you can use the &
mail address and password you
specified when you created your
account ta log in to D-Link Services.

If you have received this e-mail and
you did not recently create a D-Link
account, please contact D-Link
Customer Service.

“ v Reply

1] o <
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o Grant permission to access network and location:

Figure 40: Access permission request

Permission Request

Please allow mydlink to access your
network and location in order to
provide you with an optimal setup
experience.

Update mode:

This device is using the Automatic update mode and provides time options that could
be customized by the owner to download and install it. Therefore, it deserves 3 points, and this
emoji representation (&)

Figure 41: Auto-update mode availability

&« Firmware
Current Firmware Version 1.05.01(3.5.6-b02)

Auto-Update .
Update Time 02:00 AM

Update my device automatically to always enjoy the
latest improvements and features

Your firmware is up to date

Exposed service:

This 10T smart plug connects to the internet through the local home network. It could
be accessed and controlled locally using the application or from any place around the world
using the internet. This device provides one service to be accessed which is switching on or off
the devices to provide the connected device with electricity. Therefore, the device deserves 2
points, and this emoji representation (7).

Figure 42: All device’s functions

€ =
osPwTe
kids room

Pawar
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5. Firmware Vulnerabilities

This factor requires the use of CVSS V3.1 calculator to analyze the available vulnerabilities
in this device. The calculator will provide a risk level that will be used to derive the factor’s

score. In the following is the description of the available vulnerabilities and their calculations:
A. Default network credentials:

This device is providing default network credentials that should be used to have access to
the network to control the 10T smart home device. This information is provided in a sticker

inside the device’s package as you can see on figure 34.

This vulnerability should be addressed and examined. Here is the calculated risk score
for itand its CVSS v3.1 vector which details each metric:

Figure 43: CVSS for default network credentials vulnerability

Base Scores Temporal Environmental Overall CVSS Base Score: 6.8

10.0 10.0 10.0 10.0 Impact Subscore: 5.9

8.0 8.0 8.0 8.0

Exploitability Subscore: 0.9
7.8 7.8

6.0 6.8 w 6.0 o 6.0 o 6.0 CVSS Temporal Score: 6.1

. 4.0 4.0 4.0 CVSS Environmental Score: 7.8
2.0 2.0 2.0 2.0 Modified Impact Subscore: 5.9
0.0 na 0.0 0.0 0.0 Overall CVSS Score: 7.8

Base mpact  Exploitability Temporal Environmental  Modified Impact Overall

Show Equations

CVSS v3.1 Vector:

AV:P/AC:L/PR:N/UL:N/S:U/C:H/I:H/A:H/E:U/RL:W/RC:X/CR: X/IR:X/AR: XIMAV:AIMAC:L/
MPR:X/MUL:X/MS:X/MC:H/MI:H/MA:H

As presented in the picture above, the final score for this vulnerability is 7.8, which is in
(high) risk level.

B. UPNP can not be disabled:

This feature is important to protect the device’s local network from accepting any device
that tries to have connection to the same network. The temporary local network does not
provide this option and it will be always enabled. it provides no configuration to establish a
connection. Ports will automatically be forwarded to establish a connection when they receive
any UPnP request. This vulnerability should be addressed and examined. Here is the calculated

risk score for it and its CVSS v3.1 vector which detail each metric:


https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:U/RL:W/RC:X/CR:X/IR:X/AR:X/MAV:A/MAC:L/MPR:X/MUI:X/MS:X/MC:H/MI:H/MA:H&version=3.1
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:U/RL:W/RC:X/CR:X/IR:X/AR:X/MAV:A/MAC:L/MPR:X/MUI:X/MS:X/MC:H/MI:H/MA:H&version=3.1
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Figure 44: CVSS for UPnP cannot be disabled vulnerability

Base Scores Temporal Environmental

Overall CVSS Base Score: 8.5
10.0 10.0

Impact Subscore: 6.0
Exploitability Subscore: 1.8
CVSS Temporal Score: 7.8

8.0 8.0
6.0

5.3 4.0 CVSS Environmental Score: 6.5
2.0 Modified Impact Subscore: 5.3
0.0 Overall CVSS Score: 6.5

Base Impact  Exploitability Temporal Environmental Modified Impact Overall

CVSS v3.1 Vector:

AV:N/AC:H/PR:L/UL:N/S:C/C:H/1:H/A:H/E:U/RL:U/RC: X/CR:X/IR: X/AR:X/MAV:A/MAC:H/MP
R:L/MUL:N/MS:C/MC:H/MI:L/MA:L

As presented in the picture above, the final score for this vulnerability is 6.5 which is in
(medium) risk level.

C. MAC address access:

This device labels the serial number and the MAC address on the device’s package. This
type of information is vulnerable and should be hidden. As represented in the picture below, it
is very clear that anybody can see the MAC address (MAC ID ECADE0525C89) and perform
a deauth attack or intercept your traffic by posing as the network router.

Figure 45: MAC ID sticker

This vulnerability should be addressed and examined. Here is the calculated risk score for
it and its CVSS v3.1 vector which detail each metric:


https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:H/E:U/RL:U/RC:X/CR:X/IR:X/AR:X/MAV:A/MAC:H/MPR:L/MUI:N/MS:C/MC:H/MI:L/MA:L&version=3.1
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:H/E:U/RL:U/RC:X/CR:X/IR:X/AR:X/MAV:A/MAC:H/MPR:L/MUI:N/MS:C/MC:H/MI:L/MA:L&version=3.1

Figure 46

Base Scores Temporal
10.0

8.0

3.9 . A
2.7 2

CVSS v3.1 Vector:
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: CVSS for MAC address access vulnerability

Environmental

Environmental

Overall

3.5

CVSS Base Score: 3.9

Impact Subscore: 2.7
Exploitability Subscore: 0.8
CVSS Temporal Score: 3.5
CVSS Environmental Score: 3.5
Modified Impact Subscore: 2.7
Overall CVSS Score: 3.5

Show Equations

AV:L/AC:H/PR:H/UL:N/S:C/C:L/1:L/IA:N/E:X/RL:W/RC:U/CR:X/IR: X/AR:X/MAV:L/MAC:H/MP

R:H/MUIL:N/MS:C/MC:L/MI:L/MA:N

Therefore, the device has 1 high-level vulnerability which deserves 6 points, 1 medium

vulnerability which deserves 6 points, and 1 low vulnerability which deserves 6 points. The total

score for this factor is 18 points and the emoji representation is (‘= )

6. Protocols:

The device is providing a local Wi-Fi network that could be accessed using the network

credentials on the sticker found inside the device’s package as presented in Figure 34. After

connecting with the device using this local network, the device uses UPnP (Universal Plug and

Play) to allow the user to find the 10T device and add it to his smart home devices list on mydlink

application. However, there is no way to disable the UPnP feature. In addition, this device is using

a 3rd party DNS that is provided by the vendor to be identified and controlled by the combined

application or smart home assistance

such as Alexa.

Figure 47: Local device’s network access

Connect to device?



https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:L/AC:H/PR:H/UI:N/S:C/C:L/I:L/A:N/E:X/RL:W/RC:U/CR:X/IR:X/AR:X/MAV:L/MAC:H/MPR:H/MUI:N/MS:C/MC:L/MI:L/MA:N&version=3.1
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:L/AC:H/PR:H/UI:N/S:C/C:L/I:L/A:N/E:X/RL:W/RC:U/CR:X/IR:X/AR:X/MAV:L/MAC:H/MPR:H/MUI:N/MS:C/MC:L/MI:L/MA:N&version=3.1
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Moreover, this device is using Wi-Fi Protected Access WPA/WPAZ2 security standards
that protect wireless networks. This is found in the user manual document. This technology
supports powerful encryption and authentication. The WPA2 is using AES encryption,
dynamic session keys, automatic distribution availability, and using 802.1x & EAP (advanced
encryption standards) for authentication procedures [50]. Furthermore, the device is using
“IEEE 802.11n/g” standards, it's usually called Wi-Fi 4. It was developed in 2009 to improve

the speed, reliability and extend the range of the wireless transmission. This standard is using
MIMO (Multiple-Input Multiple-Output) technology for the first time. This technology helps
in receiving more data for faster data transmission. This standard uses 2.4 GHz and 5GHz radio
frequencies to be compatible with 802.11/g devices such as this one. It supports a bandwidth
speed of up to 600Mbps with a theoretical range of 230 ft indoors. Besides, this device is using
HTTPS (Hypertext transfer protocol) protocol as presented in the installation procedures Figure
48 below.

Figure 48: HTTPS protocol availability

mp-us-openapi.auto.mydlink.com (0

D-Link

By analyzing this factor, this device is using the following protocols: IEEE 802.11n/g, UPnP,
WPA/WPAZ2, and HTTPS, 3rd party DNS. This protocol factor has a total point of 8 and deserves this

emoji representation ().
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7. Network encryption:

This device does not transmit data directly to the cloud. It uses its combined application to
send it. On the other hand, this device is accessed and controlled by the application that is accessed
by username and password that are linked with the device. This application is using secure sockets
layer (SSL), Transport layer security (TLS), Hypertext Transfer Protocol Secure (HTTPS), File
transfer protocol (FTP), Wi-Fi Protected Access WPA/WPA2, and UDP to transfer and encrypt the
data transmission between the device and the application and between the device and the cloud
directly or through the smart home network router. Therefore, this device's data transmissions are
fully encrypted and get 9 points and deserve this emoji representation (&).

After analyzing the security and privacy factors of this 0T smart home device, here are the

final scores:

Table 23: Final scores calculations

Factor Score
Internet pairing 3
Configuration and 7

Authentication

Update mode 3
Exposed service 2
Firmware Vulnerabilities 18
Protocols 8
Network encryption 9

The final IoT smart home device’s score is calculated as following:

Total security and privacy factors score: 50/57 = 0.87. Finally, the grade assignments are the following:
0.87 => 87% gets a “B”
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The final 10T smart home devices’ security, privacy, and firmware labels are as follows:
A. The 10T security, privacy, and firmware summarized label:
Figure 49: The loT smart home security, privacy, and firmware summarized label

(smart plug).
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Symbols  Factors Scores [Symbols ~ Factors Scores

Firmware

Internet pairing 6 Vulnerabilities

% Configuration & 6 Protocols 6

Authentication
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Scan this OR code to Eg_lEl
access the detailed label




B. The 10T security, privacy, and firmware detailed label:

Figure 50: The loT smart home security, privacy, and firmware detailed label

(smart plug)
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C. The summarized label represented on the Mini Wi-Fi Smart Plug (DSP-W118):

Figure 51: The loT smart home security, privacy, and firmware summarized label on the

package.
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Chapter 6: Conclusion and Future Work

6.1 Conclusion

10T smart home devices’ security and privacy characteristics are different and hard to be
determined, especially when the consumers are not familiar with this powerful technology that collects
personal information about the owners. In this study, an IoT smart home device’s security, privacy, and
firmware labeling system is designed to provide detailed security, privacy, and firmware information
about any loT smart home device in the Saudi Arabian market. Also, it helps compare different factors
between the target options to conclude better and more knowledgeable purchase decisions. Moreover,
this labeling system would increase the regular IoT smart home device’s consumer’s security and
privacy awareness and encouraged them to educate themselves about such new and sensitive
technologies.

The proposed label consists of three phases in sequence, which are information collection, the
scoring system, and the survey. The information collection phase presents the security, privacy, and
firmware factor’s information along with the procedures to collect them manually or technically
(Firmware analysis). The second phase is the scoring system which represents the scoring value or
weight for each factor that is going to be represented in the final version of the label. The third phase
is the survey which is about collecting field information that would help in creating the content, design,
and layout of the final version of the labeling system. This would provide confident decisions to
increase the quality of the label outcomes.

6.2 Future Work

Creating security and privacy labels for IoT smart home devices is still challenging, and there
is much work to be done. In this dissertation, the tools that were used to analyze the loT smart home
device’s firmware were useful and powerful on two devices out of three, there is a need for a new
testing bed to access the firmware and explore it for any vulnerabilities. This could be done by adopting
the Fuzzing technology. In addition, government adoption of the IoT smart home device’s security,
privacy, and firmware labeling system would encourage the 10T smart home device manufacturers to
post it on their product’s packaging. This would make it used by different types of IoT smart home
devices consumers in the Saudi Arabian Market. Moreover, there is a need for security and privacy
standards that all 10T smart home devices manufacturers should implement in their products.
Researching this area would maintain the highest level of security and privacy for homeowners along
with higher adoption of such technology. Additionally, identical versions of the 10T smart home
device’s security, privacy, and firmware labels could be designed for people with visual impairment,

and this version could be an audio version or use the Braille language. Moreover, a YouTube channel
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could be created to go through the evaluation of the 10T smart home devices and the procedures of
creating the labels would be useful because a large number of second survey participants (10T smart
home devices regular consumers) declared that they watch YouTube videos to know more about their
target 10T smart home devices. Reviewing the security and privacy features of the 10T smart home
devices will help the consumers in their safer purchases.
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Appendices

Appendix A

Here are all the tools, steps, and commands that have been used to discover and analyze
the Firmware.

Download the last firmware version of the DCS-932L loT smart camera from
(legacyfiles.us.dlink.com - /DCS-932L/REVA/FIRMWARE/) on the Kali Linux.

The firmware folder name is (DCS-932L_REVA _FIRMWARE_1.14.04.ZIP) needs to be
“unziped” to work on the firmware file only. The “File” command shows that there is data in
the extracted file.

(] /home/nrajkhan/Downloads

2.1.1_20171024151200home u-boot.bin
ulmage

demo.bin

.04_EN. POF

ajkhan/Downloads
.bin

The “strings” command shows some of the important information about the extracted
firmware such as u-boot 1.1.3. (universal bootloader)

® /home/nrajkhan/Downloads
tri dcs9321_v1.14.04.bin
U-Boot 1.1.3
NetInitTcp
NetTcpSend
NetReceive

send_syn_ack
send_reset
ArpTimeoutCheck
HttpHandler
mpfd_decode
do_httpsvr

Now, let us Binwalk the firmware to explore more information. This tool finds the location of
the files to provide some access to them.


http://legacyfiles.us.dlink.com/DCS-932L/REVA/FIRMWARE/
http://legacyfiles.us.dlink.com/DCS-932L/REVA/FIRMWARE/DCS-932L_REVA_FIRMWARE_1.14.04.ZIP
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/home/nrajkhan/Downloads
24

Entry Point: Bx

The image uses U-Boot as the bootloader by tracing the ulmage file which is a Linux Kernel type
(image header at address 327680 0x50000 and compressed bootloader image at address 327744
0x50040). Based on the ulmage header at address 327680 0x50000, we know the CPU architecture is
MIPS. This firmware is using a compression type of “lzma” archive.

5. Crave it for more exploring directories and files using “dd” command. Then use “file”
command to check the results.

/home/nrajkhan/Downloads
21_v1.14.04.bin skip 4 bs=1 of=932Lkernel.lzma

/home/nrajkhan/Downloads
932Lkernel.l
rnel.lzm. Z co d data, non-s

-] /home/nrajkhan/Downloads
932Lkernel.lzma

/home/nrajkhan/Downloads
Lkernel

/home/nrajkhan/Downloads
932Lkernel

pcam-linux.alph

E _bh_enable
local_bh_en,
__devm_rele,

/home/nrajkhan/Downloads
932Lkernel

HEXADECIMAL DESCRIPTION

0x30004C Linux kernel version 2.6.21
0%307570 SHA256 hash constants, little endian
0x33BA08 Unix path: /usr/gnemul/irix/
0x33C2F4 Unix path: /usr/lib/libc.so.1
0x33C994 Unix path: /dev/vc/@
0x340184 Copyright string: "Copyright (c) 2010 Alpha Networks Inc."
3491536 0x3546D0 Unix path: /etc/Wireless/RT2860STA/RT2860STA.dat
3573187 0x3685C3 Neighborly text, "neighbor %.2x%.2x.%.2x L2X:%.2X:%.2x:%.2x lost on port %d(%s)(%s)"
3807776 0x3A1A20 CRC32 polynomial table, little endian
4038656 0x3DA000 LZMA compressed data, properties: 0x5D, dictionary size: 1048576 bytes, uncompressed size: 8072704 bytes
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This firmware is using an old version (Linux kernel versions 2.6.21). however, the product
itself is younger than the version used in it! Here are some statistics about it from [32]:

Vulnerabilities By Type
M Denial of Service 124
Overflow 44
Gain Information 19
M Execute Code 6
[ Memory Corruption 11

124

Bypass Something 9
44 W Gain Privilege 13

19
g 11 g 13

e B e
We can look for (CPIO) files that contain important information about the file system. Most
manufacturers store this data here. So, using “dd” and “lzma” commands would help in finding
the CPIO. It is going to be a big filesystem. Therefore, creating a directory to store everything
in is highly encouraged. Using the “—no-absolute-filenames” command would avoid any
overwriting on the workstation.

-] /home/nrajkhan/Downloads

if=932Lkernel skip=4038656 bs=1 of=deepin932Lkernel.lzma
2520107+0 records in
2520107+0 records out
2520107 bytes (2.5 MB, 2.4 MiB) copied, 2.94921 s, 855 kB/s

-] /home/nrajkhan/Downloads
deepin932Lkernel.lzma

® /home/nrajkhan/Downloads

deepin932Lkernel
deepin932Lkernel: ASCII cpio archive (SVR4 with no CRC)

/home/nrajkhan/Downloads
cpiojcd cpio

/home/nrajkhan/Downloads/cpio

leading “/' from member

/home/nrajkhan/Downloads/cpio

Now, we have access to all directories in the firmware filesystem. This would help in
exploring all the directories and looking for vulnerabilities. Here are the vulnerability
findings:

o Letus take a look at web application vulnerabilities:
[hone/../Downloads/ cpio/etc_ro/web

reboot.htm
region.htm
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account.htm file shows how to create a new account. It is clear that the user password
max length is “8” and the username max length is “12”. All user credentials are
encrypted.
fhnme)’nrajkhan{nmu loads/cpio
eh

fhome/../Downloads/cpio/etc_ro/web
wunl.bilm

border="0" cellpac

td width
td width

ord” value

vascript
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e Upgrade.htm file shows that this device is following a push mode update in which a
manufacturer's server sends a notification to the devices and require users to accept the
new update installation.

/home/../Downloads/cpio/etc_ro/web

tReleaseTime() type
itle>D-Link Corporation. | WIRELESS INTERNET CAMERA | MAINTENANCE | FIRMWARE UPGRADE
http-equi UA tibl iresActi

pt langy
ipt lan
(top = self)

-/ table
div id="titl ntainer
able id="topnav_containe
vali "middle” ><im

order="0" cellpadding="2 = 5 c g i "838" al er gcolor="#FFFFFF">

and performanc

form-data>
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e Here are some network Username and Passwords default credentials and DHCP IP
addresses:

/home/../cpio/etc_ro/Wireless/RT2860AP

#dhcpStart=10.10.10.100
0.10.10.200

#tdhcpGateway=10.10.1@.254
#dhcplLease=86400
#stpEnabled
#lltdEnable
#igmpEnabled=
#inatEnable
#IPPortFilterEnable=0
#IPPortFilterRul
#PortForwardenabl
#PortForwardRules
#MacFilterEnable
#iMacFil Rule
#DefaultFirewallPolicy=1
HDMZEnable=0
#DMZIPAddress=
RTZ=
HNTPServerIP=
HNTPSync=
#DDNSProvider=
H#DDNS=
H#DDNSAccount=
#DDNSPasswords=
#BssidNum=1

dy

#TxRate=0
#Channel=6
#BasicRate=15

#iDtimPeriod=1
#TxPower=100
#DisableOLBC=0
#BGProtection=0

Here is some default configuration information, all ““.sh” files are human-readable:

[hone/nrajkhan/Downloads/cpio/shin

4 IPCam Default Confi ation #HH
4t Company: D-Link
i Model : DCS-930

# System #
CameraName=DCS
Location=
AdminID=admin
AdminPassword=
LEDControl=0
SnapshotURLAuthentication=0
PrivacyButton=1
# Date and Time #
DateTimeMode=1
TimeServerIPAddre
TimeServerProtoco
TimeZon
TimeZoneIndex=0
1-01

Access Control # iHHt UserValue=UserName/Password/Privilege iHHt
AccessControlEnable=0
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e Hereis the FTP setup file:

setFtp()
{
860 FtpPort
860 FtpMaxUse!

er” "$loginT" "$stayT""
loginT* "$stayT”

stupid-ftpd-
-e "$PART1" ];

for in
do

stupid-ftpd-u

e Detecting the entropy of a given firmware image. This can help you identify whether
a firmware image is compressed or encrypted. To perform entropy analysis,
run Binwalk with the -E flag followed by the firmware name as shown in the following

screenshot:

The large variations prove that this firmware image is having some encryption.
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» Using Firmwalker on the filesystem that is curved already using Binwalk tool:

This tool shows that there are some emails, IP addresses, password locations, configuration files, etc.
all these files and directories are vulnerable and could cause serious damage if explored.

/home/nra)khan/Downloads/f1rmwa1ker
: sh /home/nrajkhan/Downloads/cpio/sbin
***Flrmware Dlrectory***
/home/nrajkhan/Downloads/cpio/sbin
**xSearch for password files#*x

i shell scripts

n/cameraname.sh
n/wifi_unload.sh

n/config-udhcpd.sh
n/global.sh
n/video.sh
n/wan.sh
n/udhcpc.sh
n/config.sh
n/config-dns.sh
n/lan. sh

proxy.sh

n/automount.sh
n/ntp.sh

H bin files

erns in files*x
upgrade

admin
n/storage.sh

n/config.sh
n/udev

password
n/storage.sh
n/internet.sh
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Appendix B

Here are all the tools, steps, and commands that have been used to discover and analyze
the Firmware.

1. Download the last firmware version of the Wyze cam v3 10T smart camera (Webcam
Firmware Instructions — Wyze (zendesk.com)) on the Kali Linux.

2. After Binwalk the firmware (demo.bin). Here are the findings:

] /home/nrajkhan/Downloads
demo.bin

Scan Time: 2021-03-10 23:27:03
han/Downloads/demo.bin
b2702f15ec6810b90c5fbeSb

HEXADECIMAL DESCRIPTION

0x0 uImage header, he

x80

0x200040

0x550040

Vulnerabilities By Type

M Denial of Service 185

M Execute Code 9
QOverflow 66
Memory Corruption 21
Bypass Something 17

185

Gain Information 39
66 M Gain Privilege 40

39 40

o 21 47 l
-

The image uses U-Boot as the bootloader by tracing the ulmage file which is a Linux Kernel type
(image header at address 64 0x40 and compressed bootloader image at address 128 0x80). Based on
the ulmage header at address 64 0x40 , we know the CPU architecture is MIPS. This firmware is using
a compression type of “lzma” archive. This firmware is using “kernel Linux3.10.1” which has a high
rate of DoS vulnerabilities. By executing the Binwalk (-t -vv -e) command, we can locate the file system
(Squashfs) extracted in the main directory as shown below:


https://wyzelabs.zendesk.com/hc/en-us/articles/360041605111-Webcam-Firmware-Instructions
https://wyzelabs.zendesk.com/hc/en-us/articles/360041605111-Webcam-Firmware-Instructions
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® /home/nrajkhan/Downloads
_demo.bin-2.extracted

/home/nrajkhan/Downloads/_demo.bin-2.extracted

6548 Mar
4996 Mar
4035 Mar
2832 Mar
4096 May
4096 Feb

10
10
10
10

4

root
root
root
root
501
501

root
root
root
root
dialout
dialout

27 ABEGAC.
23:27 ABECBC
23:27 A8F530
23:27 A8F530.

2019
2020

drwxrwxr-x 2

drwxr-xr- 23
® /home/nrajkhan/Downloads/_demo.bin-2.extracted
squashfs-root

/home/nrajkhan/Downloads/_demo.bin-2.extracted

/home/../Downloads/_demo.bin-2.extracted/squashfs-root/thirdlib
dcrypto.so.

not availableCIPHER Bad
ER Input data contair invalid padding and jected PHER
ull blockCIPHER — Authentication failed Lfnr AEAD modes)CIPHER
se it was fr YedDHM Bad input param to functionDHM
dDHM Making of the DHM parameter i1edDHM Reading of the
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secp256k1+brainpoolP256ribrainpool256ri+$
id-mdSMDS+Jid-shalSHA-1" @Heid-sha224SHA-224 @Heid-sha256SHA-256 @Heid-sha384SHA-384 @Heid-sha512S
HA-512+@HO©
pbeWithSHAANd3-KeyTripleDES-CBCPBE with SHA1 and ey 3DES+@HO€
pbeWithSHAANd2-KeyTripleDES-CBCPBE with SHA1 and Key 3DES%d.%d.%dProc-Type: 4,ENCRYPTEDDEK-Info
: DES-EDE3-CBC,DEK-Info: DES-CBC,DEK-Info: AES-DEK-Info: AES-128-CBC,DEK-Info: AES-192-CBC,DEK-In
*QHOYES-256-CBC, invalid PKrsa.Nrsa.ERSAeckey.QECEC_DHECDSARSA-alt+*@HO €
i passwordpasswordpasswordpasswordPASSWORDpasswordpassword$saltsaltsaltsaltSALTsaltSALTsaltSAL
TsaltSALTsaltsalt
0000050

©799.%09 PBKDF2 (SHA1) #%d: failedpassedrb BEGIN *@H@=-+@HO©
——BEGIN RSA PRIVATE KEY———END PRIVATE KEY———BEGIN EC PRIVATE KEY————EN
D EC PRIVATE KEY———BEGIN PRIVATE KEY————END PRIVATE KEY———BEGIN ENCRYPTED PRI
VATE KEY——————END ENCRYPTED PRIVATE KEY—————BEGIN PUBLIC KEY—————END PUBLIC KEY——
——BEGIN PUBLIC KEY——
—END PUBLIC KEY
——BEGIN RSA PRIVATE KEY——
——END RSA PRIVATE KEY——

BEGIN EC PRIVATE KEY——

END EC PRIVATE KEY——
@aabcme digestabcdefghijklmnopqrstuvix cdecdefdefgefghfghighijhijkijkljklmklmnlmnomnop
nopqABCDEFGHI JKLMNOPQRSTUVWXYZabcdefghi jklmnopqrstuvy 4567891234567890123456789012345678901

OIOOHLIIFOO00) 0201000002

@)
GOIOOOI 00010 GV 60 01, 000(6(cOp065310
9001 G000b0+ 06

1149 € : @0y POOU. EN-KIO V92O 2k® RIPEMD-1

failedpassed 453063D803DD60@3D5E777D7888ED1D5BF35786190FA2F23EBCO848AEADDAS2C
C4D109BEOF36D6A ED7. F54CFC SAC14EEBAB93A89813FBF3C4F 6D2D800F7C38AB1AE319429
BOAB3D3D3EOSEES7CO6F5F5606FB5D4BC6CD34EEOBOIASES4BB77B07507233A0BC7BACSF90F791000124BF6
6FDD303083D25E64EFCE66C BC44D253102F8B4A9D3BFA75091386C0077937FE33F 28855837AE1B48
34F99E8CDDF7 e F123142198 234CABB724CF78B8173B9F880FC863
31A1521E071513A1E85B5DFAQ31F21ECAE91A34DC36DOEB7FCD285223CFB5AABASBD
8 7EA43 3 5500FCB2005! DD6EC4ACO23CDA285 5
AE8D7C7370C1FF55B69E211C2BIESDB1EDOBF61DODI899620F4910E4168387E3C3 A 339A795088452DD96A9
DIDCA68DA636032AFCIACFS FBO7AOBBADSD26E2983C94 D763FD8ES600ED4A702DF84198A5F06
AE490CI3FO7F83CC55 D1CA488811730BB57254959CBF6F 6
A 2F517B407A1BD76C164B93DA2D32A383)
96FC239EADAEF 282 D F4411F5A3B2A5D33605AEBBCCBA7 FEBI!
4BFS5ABC50D6F48BEAD8 A failedpassed
PKCS#1 encryption :

: passed PKCS#1 data sign : passed
@abcabcdbedec fgefghfghighijhijkijkljklmklmnlmnomnopn

Here are some configuration files:

./usr/share/udhcpd_wpse
hostapd_w
olv.conf

QLOOPSVOIOUH @
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Here is a network port 80 configuration, Server name and address are available.

/home/nrajkhan/Downloads/_demo.bin-2.extracted/squashfs-root
/boa.conf

isten 192.68.0.5
User @
Group 0

#ServerAdmin root@localhost

#Uselocaltime

#VerboseCGILogs

verName www.your.org.here
#virtualHost
DocumentRoot /tmp/w
UserDir public_html
DirectoryIndex index.html
DirectoryMaker /usr/lib/boa/boa_indexer

# Director

‘'mime.types
DefaultType tex
CGIPath /bin
#AddType appli

Alias

Here is some information about wireless Pre-shared Key (PSK).

® /home/nrajkhan/Downloads/_demo.bin-2.extracted/squashfs-root
usr/share/hostapd wpa2.conf
interface=wlan0
ctrl_interface=/var/run/hostapd
channel=6
driver=nl180211
beacon_int=100
hw_mode=g
wme_enabled=1
wpa_key_mgmt=WPA-PSK
wpa_pairwise=CCMP
max_num_sta=8
wpa_group_rekey=86400
#ssid=rtwap
#wpa=2
#wpa_passphrase=87654321
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Here is the UDHCP configuration file with IP addresses.

® /home/nrajkhan/Downloads/_demo.bin-2.extracted/squashfs-root
./usr/share/udhcpd_wp conf

# Sample udhcpd configuration file (/etc/udhcpd.conf)

# Values shown are defaults

# The start and end of the IP lease block
start 10.42.0.100
end 10.42.0.251

# The interface that udhcpd will use
interface wlan@

The maximum number of leases (includes addresses reserved
by OFFER's, DECLINE's, and ARP conflicts). Will be corrected
if it's bigger than IP lease block, but it ok to make it
smaller than lease block.
max_leases 254

The time period at which udhcpd will write out a dhcpd.leases
file. If this is 0, udhcpd will never automatically write a
lease file. Specified in seconds.
auto_time 7200

# The amount of time that an IP will be reserved (leased to nobody)
# if a DHCP decline message is received (seconds)
#decline_time 3600

# The amount of time that an IP will be reserved

# if an ARP conflict occurs (seconds)
#conflict_time 3600

# How long an offered address is reserved (seconds)
#offer_time 60

# If client asks for lease below this value, it will be rounded up
# to this value (seconds)
#min_lease 60

# The location of the leases file
#lease_file /var/lib/misc/udhcpd.leases

# The location of the pid file
#pidfile /var/run/udhcpd.pid

# Every time udhcpd writes a leases file, the below script will be called
#notify_file # default: no script
#notify_file dumpleases # useful for debugging

# The following are bootp specific options

# next server to use in bootstrap

#siaddr 192.168.0.22 # default: 0.0.0.0 (none)
# tftp server name

#sname zorak # default: none

# tftp file to download (e.g. kernel image)

#boot_file /var/nfs_root # default: none
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n the line, or multiple

subnet
router
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domain
# default
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e Here is the entropy result that shows that there this firmware image is having some
encryption.

/home/nrajkhan/Downloads
demo.bin

DECIMAL HEXADECIMAL ENTROPY

Rising entropy edge (0.9

Falling entropy edge (0.47

Rising entropy edge (0.9919
0x533000 Falling entropy edge (0
0x551000 Rising entropy edge (0.996314
0xSDE00O Falling entropy edge (0.45691
0x5F0000 Rising entropy edge (

Falling entropy edge (0.781254

entropy edge (0.987080)

8456192 g
9861120 0x967800 Falling entropy
00 Rising entropy edge (0.9
0x99F000 Falling entropy edge (0
0x981000 Rising entropy edge (0
0x9B7000 Falling entropy edge (0.
Rising entropy edge (0.971957)
Falling entropy edge (0.454122
Rising entropy edge (0.9613
Falling entropy edge (0.427326)
Rising entropy edge (0.990403)
Falling entropy edge (0.440366)
Rising entropy edge (0.989939)
Falling entropy edge (0.453481)
entropy edge (0.990590)
0xA60000
0xA69000

1107558
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» Using Firmwalker on the filesystem that already curved using Binwalk tool:

This tool shows that there are some emails, IP addresses, Keys, password locations, configuration
files, etc. all these files and directories are vulnerable and could cause serious damage if explored.

Q® /home/nrajkhan/Downloads/firmwalker

1 /home/nrajkhan/Downloads/_demo.bin-2.extracted/squashfs-root
**xFirmware Directoryx*x
/home/nrajkhan/Downloads/_demo.bin-2.extracted/squashfs-root
***Search for password filesx*x
tHHHHH tt HHHE passwd
t/usr/bin/passwd
t/etc/passwd

SRR shadow
t/etc/shadow

R L S S S S e sl

**%Search for Unix-MD5 hashes*x

**xSearch for SSL related files#***
R R

lated files#*x
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admin

root

for web server

lighttpd

alphapd

httpd
/httpd




**xSearch for important binariesx*x

important binaries

ssh
#t sshd
t scp
# sftp

t tftp

dropbear

busybox
telnet

telnetd
t/sbin/telnetd
t/usr/sbin/telnetd

t openssl

ip addresses

.1
13581
.0.22
.0.44
.0.54
c .1.80
.68.0.5
.255.255.0

http://ww.iana.org

**xSearch for emaills ***

andersengcodepoet.org
TimaRikers.org

emails
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Appendix C

This survey has three main sections that focus on supporting the main goals that are
described in advance. Here are the sections and questions about IoT smart home devices
security, privacy, and firmware label survey for experts:

Please go through below definition of smart home devices and the labels | have created
so far carefully, before answering the rest of the questions. The definition of an ™ loT smart
home device” is any single-purpose internet-connected device that is designed for a home or a
hub, like a device that is designed to connect and control more than one single-purpose device.
There are different types of it, along with different functions that it provides such as security
cameras, smart thermostats, Google and Amazon assistants, smart lights, and so on.

References:

Text: [14] N. Apthorpe, D. Reisman, and N. Feamster, "A smart home is no castle: privacy
vulnerabilities of encrypted loT traffic”, Computer Science Dept. Princeton University, pp. 1-
6, 2017.

Picture: https://www.mhealthtalk.com/smart-home-technologies-mature-homeowners/

I am designing two 10T smart home device labels that cover the most critical security

and privacy aspects.
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Firstly, the summarized label will be presented on the device's packaging (box) to
help consumers to know more about it and to make better purchase decisions. Here are my
two designs for the summarized label so far.

Summarized Label design A:

Security, privacy and firmware
label for IoT smart home devices

General Information
Name : Warranty lifetime:
Brand: 0S Compatibility:
Version: Fireware version:
Storage Type: Firmware update lifetime:

Security, privacy factors scores
Symbol Factor Score

@ Internet pairing
% Configuration and
e Authentication
W Update mode
% Exposed service
- Firmware
@ Vulnerabilities
@a Protocols

Network encryption

Label barcode

| ooy

O




Summarized Label design B:

Security, privacy and firmware
label for IoT smart home devices

General Information

Name: Warranty lifetime:
Brand: 0S Compatibility:
Version: Firmware version:

Storage Type:

Firmware update lifetime:

\v
S

Security, privacy factors scores

)
)
o

Symbol Factor Score

Internet pairing

Configuration and
Authentication

Update mode

Exposed service

Firmware
Vulnerabilities

Protocols

SRS [EE2E

Natwork encryption

Label barcode

L BT

II
For detailed El!,ml
information E EF

Secondly, the detailed label presents in detail all security, privacy, firmware features
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information that consumers might need when looking for certain details. This could be bigger

and has more written details rather than numbering or graphical information. This label

would be accessed by scanning the QR code on the summarized label.



Here is my design for the detailed label so far.

Security, privacy and firmware
label for IoT smart home devices

General Information

Name: Warranty lifetime:
Brand: 0S Compatibility:
Version: Firmware version:

Storage Type:

Firmware update lifetime:

Securitv. pbrivacv and irmware factors scoring
# Factor Symbol Description Used method
Establishment of network connection | Wi-Fi, Bluetooth, Zigbee.
1 Internet pairing @ between the IoT device and the local
network to provide Internet connection.
Configuration and authentication | Use default, customized or
2 | configuration and %" procedures that are required to set up |Manual.
R ERER Rt the IoT smart home device for operation
The procedure that is used to install |Permission required (Push
3 Update mode S the latest updates for the IoT smart [mode), Manual (Pull Mode),
home device firmware. Automatic.
P Total number of services that a user of |video, audio, temp,
a Exposed service l' the smart home device could access|presence, carbon monoxide
— |using a 1local network connection to | (fire).
this device.
5 Firmware @ The shortcomings in the mini system |Password Exploitation,
Vilnerabiidties @ running on the IoT smart home device. Rogue Recordings, Outdated
Software.
The set of rules that format the data |non-standard custom
6 Protocols .,/ transmission over the local network an |protocol, 3rd party DNS,
Internet. UPNP, HTTPS, NTPv3.
Encryption techniques or procedures [Device to Cloud, Mobile
7 Network that are used in the data transmission | Application to Cloud,
in the IoT smart home ecosystem|Mobile  Application  to
encryption
network. Device.
Data Data Shared
Type storage retention or Collection
location time sold recurrence
o]
Camera @
Microphone |'»
: e
=
Temperature
Movement w
Technical specifications
Specifications Description

Power and max power consumption

Certificate awarded

Data Codecs

SDRAM or Flash Memory

Combined applications

Smart Assistance

Network Ports

Label Barcode

L DT

Privacy Policy
‘ www.Privacy.sa
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Section 1: Label's content and sections questions

QL. In the general information section of all label designs, | have included 4 default categories:
Name, Warranty Lifetime, Firmware version, and Firmware update lifetime. Please choose 4

additional categories to include based on your expertise:

o 10T device's Brand and Model number, such as Philips, Model RT57

e |oT device's version, such as the 4th or the 5th version

e Storage Type (Internal or cloud), such as SD card or google drive

o Operating system compatibility, such as Android or iOS

e Available sensors, such as cameras, microphones

e Privacy policy; provides a link to the device's manufacturer document about the privacy
policy

o Virtual assistance (Alexa, Siri, Bixby)

e Types of the collected data (MP4, MP3)

e Other:

Q2. For the detailed label's technical specification section, do you prefer to know about any of the

followings?

e Power options and consumption, such as any built-in rechargeable battery or DC power
supply

e Any awarded prizes or certificates by this Model, such as Amazon Web Services for best
consumer 10T Solution

e Provide supportive combined applications, such as Samsung home or Brilliant

o Network Port availability (RJ-45)

e Other:




Here are the security and privacy factors with descriptions in the proposed detailed label

design:

# Factor

1 Internet pairing

2 Configuration and
Authentication

3 Update mode

4 Exposed service

5 Firmware
Vulnerabilities

6 Protocols

7 Network

encryption

Section 2: Security and Privacy Factors questions

‘Symbol

oo

IBB> 'gg {i?

N\
]
N

(
&

b
ar

{1
X

P

Description
Establishment of network connection
between the loT device and the local

network to provide Internet connection,

Configuration and authentication
procedures that are required to set up
the loT smart home device for

operation
The procedure that is used to install the

latest updates for the loT smart home
device firmware.

Total number of services that a user of
the smart home device could access
using a local network connection to this
device.

The shortcomings in the mini system

running on the loT smart home device,

The set of rules that format the data
transmission over the local network an
Internet.

Encryption techniques or procedures
that are used in the data transmission in

the loT smart home ecosystem network.

Used method
Wi-Fi, Bluetooth, Zigbee.

Use default, customized

or Manual.

Permission required {Push

mode), Manual (Pull
Meode), Automatic,

video, audio, temp,
presence, carbon
monoxide (fire).

Password Exploitation,
Rogue Recordings,
Outdated Software,
non-standard custom

protocol, 3rd party DNS,
UPnP, HTTPS, NTPv3,

Device to Cloud, Mobile
Application to Cloud,
Mobile Application to

Device.
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Q3. Which security and privacy factors do you prefer to see on the IoT smart home device’s label, to
assist consumers to make better purchase decisions? Pick the best 5 useful and understandable factors
based on your expertise.

e Internet Pairing

o Configuration and Authentication
e Update Mode

e Exposed Service

e Firmware Vulnerabilities

e Protocols

e Network Encryption

Q3.1 Do you have any security or privacy factor that you want to add to the loT smart home device's

label that | may have missed?
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Section 3: Labels designing and formatting questions

Here are the security and privacy factor's score representations, using a scale of 5 levels:

A. Emoji representation:

Symbol Factor Score
ged Internet pairing .
Configuration and ey
Authentication )
UPDMEE Update mode =y
~
o Exposed service =
g P 5
||h Firmware ‘
& Vulnerabilities
Protocols An
o et
Network encryption ‘

B. Numbers representation:

Symbol Factor Score
Internet pairing 1
Configuration and )
Authentication
@m—k-i Update mode
/ﬁ}m Exposed service
oo Firmware 5
(&) Vulnerabilities
T Protocols
O .
Network encryption 1




C. Letters Representation:

Symbol Factor Score
Internet pairing F
Configuration and D

Authentication
Update mode
Exposed service
Firmware A
Vulnerabilities
Protocols
Network encryption F

Q4. Which representation do you prefer for describing the factor's score?

Emoji representation

Numbers representation

Letters representation
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Here are different representations for the final score for 10T smart home device's security and privacy
factors:
A. The Big numbers (5 is the best score).

Final Score Final Score
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C. The big letters (A is the best score).

Final Score Final Score
out of 5 out of 5

levels levels

Q5 which representation do you prefer for the final security and privacy score?
e Design A, the big numbers
e Design B, the colorful Bar graph
e Design C, the big letters
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Appendix D

This survey has three main sections that focus on supporting the main goals that are described in
advance. It has two identical version with Arabic and English languages to reach larger segment
participants. Here is all sections and questions of loT smart home devices security, privacy, and

firmware label survey for regular consumers:
SECTION 1 Security and Privacy Awareness Check

This section will give me an overview of your computer and technical security and privacy
background. Additionally, the collected data will emphasize the content and the design of the loT

smart home devices label.
Q1. How familiar are you with computer security and privacy issues?

o Not familiar at all

o Slightly familiar

o Moderately familiar
o Very familiar

e Extremely familiar

Q2. How often do you change your passwords?

o Weekly
e Monthly
e Yearly

e | do not change it until it has its expired
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Q4. How often do you check for device's software updates?
o Very often (1)
e Sometimes (2)
e Never (3)
e | rely on automatic updates (4)
Section 2 1oT smart home devices labels

Please go through below definition of smart home devices and the labels | have created so far

carefully, before answering the rest of the questions.

The definition of an " IoT smart home device” is any single-purpose internet-connected device
that is designed for a home or a hub, like a device that is designed to connect and control more than
one single-purpose device. There are different types of devices, along with different functions that
they provide such as security cameras, smart thermostats, Google and Amazon assistants, smart
lights, and so on.

References:

N. Apthorpe, D. Reisman, and N. Feamster, "A smart home is no castle: privacy vulnerabilities of
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encrypted iot traffic", Computer Science Dept. Princeton University, pp. 1-6, 2017. Picture:
https://www.mhealthtalk.com/smart-home-technologies-mature-homeowners/

I am designing two 10T smart home device labels that cover the most critical security and
privacy aspects

Firstly, the "summarized label" will be presented on the device's packaging (box) to help
consumers learn more about the device quickly and to make better purchasing decisions.

Summarized Label design:

&

Security, privacy and firmware
label for IoT smart home devices

General Information

Name : Warranty lifetime:

Brand/Model :

0S Compatibility:

Available Sensors:

Firmware version:

Storage Type:

Firmware update lifetime:

Security, privacy factors scores

Symbol Factor Score
@ Internet pairing -
% Configuration and ~
¥ Authentication ()
F“ED Update mode -
% Exposed service ._'
Firmware
a Vuinerabilities -
@ Protocols e
T = ) m Network encryption L
0 N N % W —
o)
Label barcode g i
For detailed EI!.'E
LA RN infornation [ gtk

Secondly, the "detailed label" will present detailed information on all security, privacy,
firmware features that consumers might need when looking for certain details. This label would
be bigger and has more written details rather than numbering or graphical information. This label

would be accessed by scanning the QR code on the summarized label.



Detailed Label design:

Security,
label for

privacy and firmware
IoT smart home devices

General Information

Warranty lifetime:

Brand/Model:

0S Compatibility:

Available Sensors:

Firmware version:

Storage Type:

Firmware update lifetime:

Security, privacy and firmware factors scoring

~ Factor

Description Used method

1 | Internet pairing

Extwslishment of netwerk ~i-FL,

Detwewn the Zal device and the local

2 | Configuration and
Authentication

Zigbes.

Contigwrat lon and authent Leation |Use detauit,
procedures thet sre reguired to set up | Memal,
hw ZoT smart home dewice for operation

tustomlend or

3 Update sode

Automatis,

4 | Exposed service

The procodure That is used to Isatell [Permission required (Fesh
the letest spdetes for the InT ssect [more), Marwal (Pull Mode),

using & local  network  comection  to | (Fire).
Ihis devite,

Total nuaber of services That & wser of | video, audto, tenp,
The “wart Noew Bevice coula BCCHRE | Presance, Cartion sosaxide

D %8 21 »8

s Firmare Tow shortcomings In the wminil systes | Paveword Crplotesticn,
Vulmerabilities rening on the IoT smart homo dewice. Soguw Recordings, Outdated
= Saftwate.
Thee st 0f rules THAT format tThe data | son standare AUt
. Protwcels Transaission over the loral setwors an |protocel, Jed party NS,
Antecnst YOre, WIIPS, MIPyd
Encryption 6neoopr e |Owvice o Clows, Moblile
v Metwork THAT Are ueed S0 the dars transslssion | application e Clowd,
I the 107 smarT heee  edosystes | Mokl e 2oplloation “w
Susyspsion netes Owvice.
Data sensor practices
Data Data Shared | Collection
Type Symbol storage retention or
location tine sold recurrence
Camera @
Microphone "
fire @
Temperature R
Movement/Location *
Technical specifications

Specifications

Description

Power and max power consumption

SDRAM or Flash Memory

Combined Applications

Smart Assistance

Connectivity Information
Label Barcode

L BT

Privacy Policy
www.Privacy.sa
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Q5. In the summarized label, which section do you think would help you the most in purchasing
decision?
e General information section
e The Factors score table
e The final score bar graph

Q6. Based on the information provided by the summarized label, if all security, privacy and firmware
features about an 10T smart home device matches what you need, would you still look for the detailed

label or would you directly make a purchasing decision instead?
o | will make a final purchasing decision without looking for the detailed label
o | will look for the detailed label to make a better purchasing decision

Q7. There are four sections in the detailed label. Which section are you going to look for the most in
this label?

e Security, Privacy and Firmware factor scoring table
e Data sensor Practices section
e Technical specifications section
e Privacy policy section
Q8. When purchasing an IoT smart home device, will you look for the product’s detailed label?

o Definitely not
e Probably not

e Might or might not
e Probably yes

o Definitely yes



120

Q9. Will you trust a IoT smart home devices label if it was created by: (Select all that apply)
e A government authority such as SASO

e Atechnical or computer devices distribution companies such as best buy, Extra, Jarir,

Walmart
e An loT smart home devices manufacturers

e Other:

Q10. If you own a smart doorbell that is equipped with a camera and microphone sensors, how often

do you think these sensors would sense or collect information?
e Always sense or collect information
e Sense only when someone is present
e Sense only when | press a button

e Not sure how the device works

Q11 If you see that an 10T smart home device has a full score on its security, privacy and firmware

attributes, how confident would you be in your purchasing decision?

e Not At All Confident

e Somewhat Confident

e Very Confident

SECTION 3 IoT smart home devices purchase decisions

Q12 What 10T smart home devices are you willing to buy? (Select all that apply)
e Security camera
e SmartTV.

e Smart light or bulb.
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e Smart Thermostats

e Smart doorbell

e Other:

Q13 What privacy, security, or firmware issues are you most afraid of when purchasing an 1oT smart

home device?
Selling my personal information to other companies
Breach of personal information to be used for blackmail
Recording video or audio without consent

Other:

Q14 How do you typically research for 10T smart home devices that you purchase?

I read the information presented on the package.

I ask the salesperson at the store.

I watch a YouTube review about the product.

| read the device's user manual.

e Other:

Q15 Please order the factors that you usually consider when purchasing 10T smart home devices?

(1st factor is the highest priority in the list)
Price
_ Warranty
Software update lifetime.
Brand name
Easy installation

advertisements on social media or TV
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Q16 If the device that you are about to purchase is in the right budget range and comes from a
well-known manufacturer, but it does not have trustworthy security and privacy characteristics,

will you still purchase this 10T smart device?
o Definitely not
e Probably not
e Might or might not
e Probably yes

o Definitely yes



