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Abstract 

 

 A smart home is one of the most popular Internet of Things (IoT) implementations. It is widely 

used because of the autonomous functions it provides to homeowners. It is equipped with smart IoT 

devices designed to automatically perform unique and specific functions. The IoT smart home network 

has different types of connections based on the application’s requirements. Any attacks or unauthorized 

access to IoT smart home systems or connected devices could harm the system and lead to unauthorized 

access to the homeowner’s information. Therefore, IoT smart home devices' security, privacy, and 

firmware vulnerabilities are getting more attention from researchers because of the danger that comes 

from attacking such devices that collect personal information about an individual’s lifestyle and 

behavior.  

 This research aims to provide an IoT labeling system that covers the IoT smart home devices' 

security, privacy, and firmware factors. This label will target the Saudi Arabian market. The label will 

help IoT smart home device consumers make better decisions on which device to purchase and increase 

their awareness of the attacks and, therefore, use the devices more safely. Based on a review of the 

literature on IoT smart home devices’ security, privacy, and firmware aspects, a data collection and 

analysis process is used to demonstrate the importance of the factors on the label. A scoring system is 

designed to provide a weight for all chosen factors. An online survey is conducted and distributed 

among computer science and security experts, regular IoT consumers, risk management and 

communication experts, and label designers across Saudi Arabia and the United States to develop a 

better labeling system for the devices. This survey produces the best quality of the IoT smart home 

device’s security, privacy, and firmware label. The proposed label is expected to help the IoT smart 

home device’s consumers be educated and aware of the potential issues associated with the smart home 

devices, hence protecting them from being a victim of many problems and attacks when using the 

devices.   
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Chapter 1: Introduction 

Nowadays, most of the human industries’ developments and innovations that have been used 

to simplify and facilitate any simple or complex tasks are supported by technology procedures, 

especially the tasks performed daily. Internet of Things (IoT) deals with connecting devices and 

physical objects, also known as “things.” The IoT devices are usually embedded with sensors, 

software/firmware, or other technologies to automatically connect and communicate with other devices 

or the control system in the network to exchange information. IoT is one of the most valuable and 

exciting technologies in recent years because of the great makings of the connected automated systems 

and its ability to be adopted and combined with other technologies [1]. This technology opens a new 

field to create solutions for many obstacles that lack affordable solutions that regular people can adopt 

and purchase. 

IoT smart home is a home automation system that utilizes IoT devices. It collects data from 

smart home devices for monitoring and controlling the devices via the internet. Under certain situations, 

it can automatically activate or deactivate a smart home device. For example, smart lights can be turned 

on or off based on the room occupancy and the location of the individuals inside the room. IoT smart 

homes present a spectacular improvement in quality of living and intelligent benefits from using its 

customized applications to save time, money, and human interactions. If a smart thermostat is installed 

at home, homeowners can turn the heating and cooling system on and off to adjust room temperature 

via phone or voice, even if the user is not at home. Some smart thermostats can even learn the owner’s 

habits and automatically set unique environment customization before they arrive.  

Moreover, IoT smart homes are supported by other advanced technologies to provide a better 

user experience for homeowners. For instance, the intelligent personal assistant “Alexa,” developed by 

Amazon, has been installed in many IoT smart home devices. It provides a service center that connects 

and controls IoT smart home devices in the same network [4]. “The smart floor” aims to identify the 

individual’s identity and exact location inside the IoT smart home environment based on their footsteps 

[5]. 

IoT smart home research has been adopted internationally since the early 2000s. The 

enhancement of smart technologies makes our lives easier and more comfortable, and people are 

interested in spending money to keep up with modern and intelligent technologies. Therefore, IoT smart 

home market is growing enormously. A report estimates that by 2024 more than 53% of North 

Americans will live in IoT smart homes [2]. Famous global companies such as Samsung Electronics, 

Amazon, and Google provide different types of IoT smart home services and products to take advantage 



2 
 

of this rapidly growing market. The Compound Annual Growth Rate (CAGR) of this market in Saudi 

Arabia from 2017 to 2022 is 28.69% which was 25.76% from 2012 to 2017 [26].  

 

1.1   IoT Smart Home challenges and concerns  

 Most IoT smart home devices are the “stand alone” kind, such as a smart bulb or smart plug, 

which ought to be safe, secure, and do not have any limitations. Unfortunately, this is not true. IoT 

smart home devices have certain restrictions, and there are some challenges associated with using them. 

Table 1 summarizes the IoT smart home challenges and concerns [1]. 

Table 1: IoT Smart Home applications challenges [1] 

IoT smart home applications challenges 

 

Hardware 

limitation 

• Motion sensors. 

• No RAMs. 

• Remote controlling. 

• Handling expiration of DHCP IP address. 

Device 

connectivity 

• A huge number of new devices from manufacturers. 

• No standards. 

• No standard communication protocols. 

Data management • Interpretable by machines. 

• Collect personal information about human life and behavior. 

 

Machine learning 

• Decision-making capabilities. 

• Status of the device. 

• Data prediction. 

Habit and lifestyle • Record user behavior. 

• Classify patterns based on position and energy information. 

 

 Unfaithful manufacturers: Seeking a secure and safe home is challenging these days 

because of the amount of information collected from individuals. Most social media and search engines 

contain user preferences to support their business. The situation worsens when the user is not aware of 

the sensitive data collected from unsecured devices. Security and privacy are the individuals’ 

responsibilities in the first place. Allowing permission for any untrusted application or device to access 

personal information should be denied. The IoT smart home device vendors are accelerating their 

business by developing new products that support human beings’ quality of life. However, not all of 

them follow the high security and privacy standards that meet the end users' expectations.  

 Sensitive information in the IoT smart home systems: Many things could happen by 

attacking IoT smart home devices. The amount of information that could be accessed is enormous. The 

data often includes sensitive personal information about homeowners such as email addresses, phone 
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numbers or contact lists, private pictures and videos, valued documents, messages, etc. The situation 

might worsen if the hacker uses this accessed data to blackmail the owner for any reason. 

 Controlling the IoT smart home devices: IoT smart home systems connect the devices to 

the central control center. By collecting data from different smart home devices, the central control 

center can analyze the collected information, make decisions, and control devices in this environment. 

For example, if the device collected room occupancy information and learned that nobody is at home 

then the central control center may alert the homeowner and shut down the air conditioner to save 

energy. Because the central control center is powerful and can control many smart home devices, if 

someone hacks into the system, the intruder can do many things, such as control certain smart home 

devices to mess up the home environment or even cause problems and harms to the system. For 

example, a hacker hacked into a stuffed cat which was equipped with Alexa with a Bluetooth device 

and speaker to order cat food [18]. 

 Lack of international standards in IoT smart home devices manufacturing: The IoT 

smart home devices market is growing rapidly and internationally. There are large scale manufacturers 

such as Samsung Electronics, Amazon, and google who follow the ISO/IEC 30141 standards in their 

designs. ISO/IEC 30141 provides a standardized IoT reference architecture using a common IoT 

vocabulary and reusable development designs along with industry best practices [51]. Their products 

are highly adopted among IoT smart homeowners because of the enormous numbers of IoT devices 

using the same system as their embedded features such as Samsung speakers that could be accessed by 

Alexa, a product from another manufacturer. However, there are no international standards available 

for IoT smart home devices. No international organization monitors the launched products for any 

security and privacy aspects. So, vendors can sell their products without showing that they meet specific 

standards or proving they have implemented a security mechanism to protect sensitive data collected 

by the device. In addition, vendors are selling their products locally and internationally through a low-

cost market and leaving the consumers at their own risk without any protection.  

 

1.2 Security issues related to IoT smart homes 

Individuals and organizations around the world recognize Cyber attacks. These attacks happen 

every minute and may not be noticed from the hacked systems [20]. These attacks could be identified 

and counted using special software in influential organizations. According to the United States FBI, on 

the 1st of January 2015, there were 42 committed random attacks in just an hour, 1000 in a day, 3000 

in a month, and 0.36 million in a year. The surprising fact is that these numbers increased by 300% in 

https://www.iso.org/obp/ui/#!iso:std:65695:en
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January 2016. Additionally, annual Cyber crime reports that 1.1 million web attacks were committed 

in just one day [20]. This significant number of attacks estimates today’s massive numbers of 

cyberattacks; as IoT smart homes are widely used, many cyberattacks also target the IoT smart homes 

systems.  

This section summarizes the major security issues related to IoT smart homes, such as weak 

node authentication and identification, weak security and privacy protection. 

 

1.2.1 Weak or bypass-able node authentication and identification 

Node authentication and identification are essential in the IoT smart home environment because 

it is considered the first stage of network protection and an essential security requirement for IoT smart 

home network connection. Weak authentication techniques may lead to easy and harmful attacks. IoT 

smart homes should adopt the highest standards of security to prevent such attacks because of the 

sensitive information that could be exposed, such as owners’ names, addresses, and financial accounts. 

IoT smart homes connect heterogeneous smart devices that support different automated functions such 

as smart lights and smart security cameras. Any successful attack on a single smart home device might 

harm the whole system because IoT smart home devices are all connected to the same network. The 

authentication process during this heterogeneity is a dilemma in the IoT smart homes industry that 

requires attention from IoT security researchers and manufacturers [17]. 

The IoT smart home devices suffer from weak authentication and identification techniques. 

Many IoT devices do not require any authentication or identification to establish a connection to the 

combined application or to join the home network [28]. The heterogeneity of the IoT smart home 

devices and the resource constraints are two significant shortcomings of the IoT smart home system 

that prevent a fixed or general authentication approach from being adopted in all IoT smart home 

devices. Besides, the environment has a significant impact on adopting authentication and identification 

techniques and methods. The smart home is considered crucial because of the sensitive information that 

these devices would observe and collect [28]. 

There are different threats against authentication in smart devices such as DoS, eavesdropping, 

physical attacks, tracking, and cloning attacks. Smart devices have some crucial vulnerabilities which 

can happen by using weak user credentials, un-encrypted or un-scanned data transmissions or 

downloading un-encrypted updates. Here is a classification of the IoT authentication threads and attacks 

on smart homes. Table 2 lists the common threats at the device, network, and application levels. 
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Table 2: Classification of Authentication threats and attacks [12] 

 

Layer 

 

Threats 

Attacks 

In Transit At Rest 

 

Device Level 

• Limited Resources 

• Architecture 

• Interfaces 

• Software 

• Firmware 

• Brute force 

• Defraud 

• DoS 

 

• Firmware 

• Physical 

• Credentials 

 

 

Network Level 

 

 

• Architecture 

• Openness 

• Protocols 

 

• Eavesdropping 

• Device scan 

• Spoofing 

• MITM 

• Reply 

• Unknown key 

• Sharing 

 

 

• Device scan 

• Brute force 

 

 

 

Application Level 

• Interactions 

• Constrains 

• Environment 

• Human 

• Impersonation 

• Malware 

• Insider 

 

 

1.2.2 Weak security and privacy protection to the end users 

Consumer behavior is different from one to another; some decisions or actions might differ 

based on the individual’s knowledge and evaluation of the current situation of the problem. Some IoT 

smart home devices come with weak default credentials that are easy to guess or find online. This issue 

gets worse when the end users leave these default credentials unchanged. Malware exploitation could 

result from such security issues. Most IoT smart home device configuration processes require end users 

to enter information about the home network, create a new account, set up some customizations, and 

allow access permissions. Naive users may click “next,” “continue,” or “allow” for any screen prompt 

without understanding the consequences of doing so. Such unresponsive actions due to high trust in 

such technologies could harm the users because not all IoT devices are equipped with security and 

privacy specifications that protect the end user’s information [25]. 

 

1.2.3 Lack of security, privacy, and firmware information for users 

The IoT smart home devices need some attention by monitoring the market to protect 

consumers from weak security and privacy products. Therefore, the number of cyberattacks would 

decrease, and the consumers would trust this technology and buy more devices for a better quality of 

living in their homes [41]. In the IoT smart home devices market, there is no information provided to 
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consumers about security, privacy, and firmware update lifetime information. This missing information 

makes naive consumers suffer from bad purchases. Blink, Amazon’s smart security camera, is an 

example of an IoT smart home device. As presented on the website, there is no information about any 

security, privacy, and firmware update lifetime information and it is rated by 85,889 with 4.5 stars [27]. 

Companies design and implement their product with careful considerations about security and privacy 

throughout the whole process. On the other hand, some companies develop their products without 

thinking about security. However, consumers cannot tell this before they make the purchase. 

 

1.3  The research problem statements and objectives  

 This section discusses the problems on which the research will focus. The research objectives 

are later introduced to show what is planned to solve the issues. 

 

1.3.1 Problem statements 

Problem 1: No international standard on security and privacy requirement in IoT smart 

home devices 

The issue of weak security and privacy aspects in IoT smart home devices might need a lot of 

time until the government assigns this problem to a particular organization that focuses on fixing this 

kind of problem to overcome the massive loss in money and resources by suffering the consequences. 

There is no international organization that provides security and privacy standards that could be adopted 

by IoT smart home device manufacturers to guide them in providing secure products. On the other 

hand, Saudi Arabia has a special organization called the Saudi Arabian Standards Organization 

(SASO), responsible for all product standards in their market. This organization adopts the highest 

international standards and forces all the manufacturers targeting the Saudi market to sell their products 

to follow these standards and receive a certificate of proof about this specific product. SASO follows 

the international regulations international Accreditation Forum IAF, ISO, and IALC [19].  

 

Problem 2: Lack of security and privacy awareness among consumers 

Today, there is a lack of security and privacy awareness among many internet users, especially 

IoT smart home device consumers. Devices and applications access permissions required more 

attention to avoid privacy and security breaches. This issue is getting worse if the adopted IoT smart 

home device is purchased and provided with more access permissions to personal and behavior 

information. It is essential to know the provided functions and their vulnerabilities or attacking 

scenarios of all devices. It is considered the first line of self-defense against such attacks. 
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Problem 3: No security and privacy information on the device’s packaging 

So far, this organization has two labels specially designed for water efficiency and electric 

efficiency product labeling systems. The idea of a labeling system helps the consumer for a better and 

trusted purchase decision because of the government enforcement over the products manufacturers 

companies. All water and electricity products must present this label on the product’s packaging for 

proof of passing the SASO standards and to show all the user expected information about the desired 

product. Here are the available labels in the Saudi market, which are the water efficiency label and the 

energy efficiency label: 

Figure 1: The water efficiency label and the energy efficiency labels [19] 

       

 

However, there are no IoT smart home devices security or privacy labels in the Saudi market. 

The Saudi market is highly adopting the technology of IoT smart home devices, but there is a lack of 

information labeling on them. This high adoption encouraged different researchers to create such useful 

labels. 

The security and privacy information is usually not listed on the product packaging. Hence 

there is no way that consumers could use or read about IoT smart home devices' security and privacy 

aspects before purchasing. Therefore, consumers are not aware of buying products' security and privacy 

issues. Moreover, most companies will present their devices in the best way to avoid any exposure to 

weak aspects of any kind. Most IoT smart home devices come with usage, connectivity, electricity 

information, troubleshooting, etc. They never tell the purchaser anything about security, privacy, and 

firmware characterizations. There is a need to analyze such devices and explore their functions to 

understand their functionality better and test all possible vulnerabilities used to hack such machines to 

gain unauthorized access to the owner’s personal information. This testing could be done by creating a 
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new technical committee or organization funded and trusted to do all possible security and privacy 

testing and provide a “security and privacy standards certificate” for all IoT smart home devices in the 

market [24]. Unfortunately, creating this type of responsive organization could take so much time. On 

the other hand, IoT smart home device manufacturers are rapidly developing new devices and launching 

them in the international market.  

 

1.3.2 Dissertation objectives 

To solve the previous problem statements, new IoT smart home devices’ security, privacy, and 

firmware labels were developed. These labels have major security and privacy information about the 

IoT smart home device such as firmware analysis, device’s technical specifications, different security 

or privacy factors, sensor practices, IoT smart home devices security and privacy general score or grade, 

along with general information about the model, brand, and privacy policy. By developing such labels, 

the problem of lack of security and privacy awareness among consumers should be solved. Moreover, 

this research is presenting a new IoT smart home device security privacy and firmware labels that were 

never used in the Saudi Arabian market. The adoption of these labels would help the Saudi Arabian 

standards organization to have powerful standards that they can create and force the IoT smart home 

devices manufacturers to follow to sell their products in the Saudi Arabian market. This will control 

the rapid selling of IoT smart home devices in the market. General IoT smart home devices consumers’ 

education and outreach plans would help in widely recognition and usage of the labels. 

 This dissertation introduces two complementary versions of the IoT smart home devices’ 

security, privacy, and firmware labels. The first version is the summarized label. It provides bullet 

points about the IoT smart home devices’ security and privacy aspects that any consumer should be 

aware of before purchasing. It represents each security and privacy factor and its score to provide 

adequate information about each analyzed factor and its importance in analyzing and testing procedures 

of the IoT smart home device. Also, it includes a graph that represents the final grade that the IoT smart 

home device achieved after analyzing its security and privacy factors. 

The second version is the detailed label. It provides a bigger picture about all security and 

privacy features that any consumers may look for about the IoT smart home device. It represents 

information about the available sensors and their practices in collecting the data from the surrounding 

environment, technical specifications, privacy policies, and a detailed description of the analyzed 

security and privacy factors’ that were represented on the summarized label.  

 The IoT smart home security, privacy, and firmware summarized, and detailed labels should 

be put together by a government agency or organization such as SASO or any cyber security or IoT 
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organization. Usually, these organizations follow high security and privacy standards to protect 

different types of consumers from bad devices. This would help in solving the problem of there being 

no international standard on security and privacy requirement in IoT smart home devices. Therefore, 

the Saudi Arabian organizations would state their standards for all IoT smart home devices in their 

market. This adoption would encourage different vendors to make sure that they pass any test or 

certificate requirements to sell their products in the Saudi Arabian market. Moreover, it will gain the 

trust of the IoT smart home devices’ consumers because they usually trust the government 

organizations. These labels will be presented on the product’s packaging to inform the consumers about 

the security, privacy, and firmware features and to understand more about the devices they are 

purchasing. By doing so, the problem of no security and privacy information on the device’s packaging 

will be solved because these labels would present major security and privacy features about the device 

along with scores for seven security and privacy factors that derive a final score or grade for the IoT 

smart home devices. 

There are several benefits of using these labels; the main goal is to provide helpful information 

about the product that covers privacy, security, and firmware update lifetime information. Also, the 

labels will give some general information that supports the purchaser's needs and expectations for a 

knowledgeable and wise purchasing decision [24]. Moreover, the labels will encourage the market’s 

manufacturers to provide better devices because of the high awareness level consumers developed by 

reading and understanding such labels. Also, these labels could provide an additional link for more 

information about the product features or some extra explanation about its features that not every 

consumer looks for [41]. Finally, this would lead to a knowledgeable community that knows how to 

deal with such powerful technologies [24]. 

 The development of the IoT smart home devices’ security, privacy, and firmware labels has 

three phases. It starts by presenting basic information about major security and privacy aspects that any 

consumers might look for before purchasing. The security and privacy features in the IoT smart home 

devices are different from one type to another. Therefore, it is important to choose the important ones 

to describe the device properly. There is a need to find resources to collect information about the 

security and privacy aspects to create the prototype of the labels. The available resources are the IoT 

smart home device’s manufacturer or third-party websites, user manual, firmware analysis, and network 

analysis. Moreover, there is a need to analyze the device’s security and privacy features along with its 

firmware vulnerabilities to better evaluation of the IoT smart home devices and to provide a final 

security and privacy grade or score. Therefore, in phase two a scoring system is designed to solve this 

part. There are seven security and privacy factors that are evaluated, and each factor is assigned with 

an individual calculated score. This scoring system helps in better presentation of the IoT smart home 
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devices’ security and privacy aspects. After the second phase, the initial designs of the IoT smart home 

devices’ security, privacy and firmware labels are ready to be used in the final phase of the development 

process. Finally, phase three is about conducting surveys. This phase is designed to collect comments 

from IoT smart home experts, consumers, label designers, and risk management professionals. These 

comments help in creating the content and finalizing the design of the labels. A detailed explanation 

can be found in Chapter Three (Research Methodology). 

 

1.3.3 Dissertation Contributions and Timeline 

First contribution: Enhance IoT smart home devices consumers’ security and privacy 

awareness. Reading such labels will educate the community of the IoT smart homeowners and make 

them understand the device’s functionality, security, and privacy features along with different attacks 

that they could easily avoid. Increasing security and privacy awareness will protect the IoT smart home 

community from different types of attacks that could be easily avoided. 

Second contribution: Developed new security, privacy, and firmware labeling system that 

supports the consumer’s knowledge for better purchase decisions. The proposed IoT smart home device 

labels would help the consumers in better and more confident purchasing decisions because they will 

read all security and privacy information about the target IoT smart home device. Along with the 

evaluation score that will help in comparing different devices based on different security and privacy 

factors. 

Third Contribution: Encourage IoT smart home device manufacturers to produce better and 

safer products. Because they know that there will be a label that presents all the security and privacy 

features after a detailed evaluation. This would require them to produce better products. This will 

protect the IoT smart home consumers from bad devices. 

 Fourth Contribution: The IoT smart home device label will help the government agencies 

to adopt higher standards of IoT smart home devices in their market. This IoT smart home devices label 

could be adopted by any standards organizations or government agencies and help them derive the 

standards for all the IoT smart home devices that will be sold in their markets. This will help them come 

up with standards based on all the evaluated factors that these labels present. This will force the 

manufacturers who target their market to ensure that all presented factors that this label evaluates should 

be in the best shape in order to sell their products in that market.  

 Fifth Contribution: Enhance the security of IoT smart home system by not introducing 

insecure devices into it. Such IoT smart home labels would be used to determine the minimum score 
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for any devices that could be added to IoT smart home systems. This will ensure that all used devices 

in a specific IoT smart home are in the very good range to be added to that IoT smart home system. 

  

1.3.4 Dissertation Overview  

The remainder of this dissertation is organized as follows. Chapter one provides a 

comprehensive introduction to IoT technology and its implementation of smart home devices. Also, it 

discusses the IoT smart home device challenges, environment architecture, and its security and privacy 

concerns. Moreover, presenting the problem statements that this dissertation is trying to solve along 

with its objectives and contributions. Chapter two presents a detailed background and related work 

about the IoT smart home devices’ security and privacy labels. It discusses the evaluation of the IoT 

smart home devices along with the creation of such labels to be used in the IoT smart home devices 

market. Chapter three presents the methodology for this dissertation. It describes the three phases of 

the IoT smart home devices security and privacy creation along with the technical work results. Chapter 

four presents the survey implementation and all the stages processed to conclude the final IoT smart 

home devices security, privacy, and firmware labels. Chapter five discusses the implementation of the 

created labels and the procedures to fill the labels with the information about the testes IoT smart home 

device. That includes a full evaluation of the seven security and privacy factors. Chapter six concludes 

the IoT smart home devices security, privacy, and firmware labels work that has been done. It is 

followed by the future work section, which proposes the possible future work. Finally, the Appendix 

section has four appendices that present the firmware technical work on two different IoT smart security 

cameras along with the surveys that target the IoT smart home devices experts and regular consumers. 

In summary, this dissertation proposes IoT smart home devices’ security and privacy labels. 

These labels would help the consumers to better understand the technology and have confident purchase 

decisions. These labels target the IoT smart home devices market in Saudi Arabia. The dissertation 

describes the process of creating the security and privacy factors that should be evaluated to understand 

the device’s features. In addition to the development of a scoring system to better describe the results 

of the factors’ evaluation procedures and to derive a final grade for the IoT smart home devices’ security 

and privacy aspects. Also, the conducted surveys that support the creation of the labels’ design and 

contents. This label can be adopted by any standards organization in the country to gain the trust of the 

IoT smart home device’s consumers.  

1.  

2.  

3.  
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4. Chapter 2: Background and Related Work 

The Internet of Things (IoT) is a special network that connects heterogeneous smart and digital 

devices, such as sensors and actuators, to the internet and allows the devices to communicate and share 

information through wired or wireless connections [8]. One of the most popular and globally used 

implementations of IoT is smart homes. It is a combination of heterogeneous automation systems or 

regulations that can be managed or customized through a remote user with the help of the internet to 

ease communications [9]. 

Different smart devices are widely used in smart homes; each smart home device is responsible 

for a particular task that it was manufactured to do, such as Security-Smart Door Locks (e.g. August 

Smart Lock Pro 3rd), Entertainment-Smart TVs (e.g. Apple TV), Electricity-Smart Plugs (e.g. Amazon 

Smart blogs.). IoT smart home automation environments have a high risk for cyber threats because of 

the heterogeneous smart devices that power the smart home, which are automatically based on the 

available information from the communications in the surrounding environment [1]. It's a double-edged 

sword. Although, the wireless remote access and control via smartphones and web applications, which 

raises the risk of unauthorized access to IoT devices in smart homes. 

This chapter presents the background of IoT technology and smart home systems. A related 

work section is summarized at the end of this chapter. 

2.1 Background 

This section discusses the IoT smart home system background and its devices. 

 

2.1.1 IoT smart home architecture 

Smart homes are one of the best examples of the specific and crucial application of the IoT. 

They implement network communication, automation, control technologies, and artificial intelligence 

in one integrated platform [35]. As shown in Figure 2, IoT smart homes system architecture can be 

divided into three layers [36]:  

1. The sensing layer: usually called the perception layer, it consists of adaptors that collect 

information from the surrounding home environment.  

2. The network layer: is responsible for data communications and transmission using 

different media types within the environment. It also works as a multi-protocol aggregator 

and convertor. 
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3. The management layer: all data is managed and processed by this layer using the home 

information service terminal. The end-user presents the results using the IoT devices’ 

companion applications through mobile applications or web services. 

Figure 2: IoT Smart Home Architecture [36] 

 

 

IoT device authentication is the first security aspect considered when designing an IoT device 

that uses communication methodology (e.g. user authentication) [12]. It is an essential part of the 

perception layer of IoT smart home architecture because these devices must be authenticated to use and 

share accurate data. IoT network connects a large scale of heterogeneous devices that cooperate for 

different goals, and any unauthorized device would harm the network at different levels. There are two 

authentication types: 1) Source authentication guarantees that the source object is the one that it claims 

to be and is well known to everybody in the domain of the IoT network, and 2) Data authentication 

guarantees that this message is original, and not a replay of the original one [37]. 

An intelligent interactive IoT device can control and affect the adaptors/sensors in smart homes 

for any changes in the environment parameters [36]. An IoT-based smart home has five components to 

achieve the best intelligent automation environment: 

1. IoT devices: sensors that collect information and actuators to execute actions. 

2. Coordinators: control all processes and report everything to the IoT service provider. 

3. IoT services: a cloud-based service accessed by users at any time.  

4. Controllers: control the IoT system. 

5. Sensor bridge: the connection between the local IoT network and the IoT cloud services 

[14]. 

 

2.1.2 Communications in IoT smart home systems 

Smart homes use different wireless technologies to manage communications using different 

standards that vary based on the implemented applications [17]. The standard technologies include Wi-

Fi, ZigBee, Z-Wave, Bluetooth LE (Low Energy), etc. 
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The communication between the IoT-based smart home devices is a critical issue because of 

the personal and sensitive information that these devices pass to each other to make crucial decisions 

in the IoT environment.  

Four Communication Models are used by IoT-based smart home devices in general [38]: 

1. Device to device communications: The communication is established when two or more 

IoT devices are directly connected, without any intermediary object (e.g. server).  

2. Device to cloud communication: Communication is established when a connection 

between the device and the IP network using Wi-Fi or an ethernet cable such as the 

Samsung Smart Kit. 

3. Device to gateway communication: Application Layer Gateway service establishes a 

connection between the IoT device and the cloud service. It is an intermediary between 

them and acts as a local gateway for data translation and security, such as a fitness tracker 

watch. 

4. Back-end data sharing model: This model uses an architecture that helps users export 

data and smart object data analyzing from different sources (service clouds). All data are 

collected from IoT sensors and utility systems then uploaded to multiple application service 

providers.  

 

2.1.3 Node authentication mechanisms in smart homes 

The authentication of IoT smart devices is essential. The current IoT device authentication 

schemes that are used in smart homes could be categorized as the following [14]: 

• One-time password: create a new passcode used once for each time there is a communication 

or transaction. This scheme is wildly used in international banking systems and e-Commerce.  

• Zero-knowledge proof: This technique verifies information between the communicator parts 

without revealing any sensitive information. 

• Mutual authentication: two-way authentication, both entities authenticate each other.  

• Public-key cryptography: It's asymmetric encryption by generating public and private key 

pairs used between the IoT devices.  

• Digital signature: use the private source key, widely used in authentication technology.  

 

The IoT device should be authenticated before any data transmission or communication. This 

authentication should be done from the IoT device source. Any cryptographic keys generated in this 

transmission should not make any overhead for the IoT devices in the IoT system. IoT authorization 

and access control are two different things [39]. 



15 
 

2.1.4 IoT smart home devices 

The definition of a “smart home device” is any single-purpose Internet-connected device 

designed for a home or a hub, like a device designed to connect and control more than one single-

purpose device [10]. The smart IoT devices are in almost half of the houses in each continent, with at 

least one smart IoT device per home [11]. These devices increase the owner's time efficiency and save 

money. However, safety and security may be reduced when using low-quality standard devices because 

of the high breach affection probability. There are different types of this kind of device, all based on 

the provided functions and services, such as smart cameras, smart bulbs, smart air conditioners, smart 

thermostats, etc.  

Table 3: IoT smart home devices examples  

# Types Description Product Example 

1 Security Cameras A standalone system with vision sensors to monitor the 

surrounding environment. 

Blink Mini 

2 Smart Thermostat Monitor and adjust the surrounding environment 

temperature. Some are equipped with smoke sensors. 

Google Nest 

Thermostat 

3 Smart Plugs Wi-Fi outlet that works with smart home assistants such 

as “Alexa.” It provides run-time and usage tracking 

features. 

Kasa smart Plugs 

4 Smart TV Traditional TV with integrated internet to stream 

pictures or videos and browse the web. 

Samsung Smart TV 

5 Smart Lights A personal wireless lighting system that provides light 

control and ambiance adjustments. 

Philips Hue 

6 Smart Doorbell Answer the doorbell from any authorized smartphone. 

Most of them are equipped with security cameras. 

Ring Doorbell 

7 Smart Lock Manage doors (lock or un-lock) from any location using 

authorized smartphones. 

August Smart Lock 

 

8 

 

Smart Virtual 

assistance and 

speaker 

It is a stand-alone system equipped with microphone and 

speaker to analyze user’s commands and make decisions 

or actions over any connected devices on the network.  

 

Amazon Echo 

2.2 Related work 

 This section has two subsections. The first subsection discusses the different evaluation 

techniques to analyze the IoT smart home device’s security and privacy aspects. It presents different 

test beds and cyber security forensics tools to help in the firmware analysis procedures. The second 

subsection is about the current IoT smart home devices’ security or privacy labels. It discusses different 

approaches of developing the labels along with different designs and standards used in the 

developments. 

2.2.1 IoT smart home devices analysis procedures 

 There are different testing methodologies to evaluate IoT smart home devices. Each 

methodology has its own procedures to ensure the best results. In the following studies, one of the 
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researchers attacks the IoT smart home device after recognizing its vulnerabilities. Another researcher 

designed a testbed to analyze the device and to find any available vulnerabilities.  

Bjørneset et al. [21] developed a testing methodology that has been used for testing five 

different IP cameras through various methods, including ethical hacking. This author's approach started 

by gathering some information about the target device. Then, the authors scan the target for 

vulnerability. Finally, attack the target and report results. For analysis, they exposed some of how 

hackers use to find IoT smart home devices. One of the common vulnerabilities that they found among 

the tested IP cameras is the default user credentials (username and password). This issue would affect 

the IoT smart home system if the user did not fix it before the hacker reached him. Their testing 

methodology starts by performing an attack based on previously done ones, using some of the ethical 

attacking tools embedded in the Kali Linux penetration testing platform. This paper demonstrates 

different tools such as Nmap, Ncrack, Patator, Medusa, and Wireshark. 

Abdalla et al. [22] targeted another IP camera called “Intelligent Onvif YY HD” to be a case 

study of their testing methodology to explore the security and privacy vulnerabilities. This device 

records the surrounding environment continuously, knowingly and unknowingly. They found that 

several problems might be exposed in almost all IP smart cameras. These are the default login username 

and password, guessable and straightforward keys, and low encryption techniques in data collection 

and transmission. They followed an approach that started with data collection traffic analysis and finally 

checked flaws in the application that works with this IP camera. The pen testing of the IP camera 

methodology starts from defining the area describing the experiment scope. Then, the implementation 

of the process summarizes all gaps and vulnerabilities that may put the entire system to risk. Finally, 

the researchers conclude the whole procedure in a report that contains the following: 1) all device 

vulnerabilities, 2) classify all possible threats and assign their levels (low, medium, high), 3) Present 

all vulnerabilities, threats, and weaknesses on the target, 4) provide information about the weaknesses 

and strengths of the target’s security system. This paper uses several tools such as Wireshark, 

Netdiscover, Bettercap, Nmap, and Kali Linux platform. After using the designed bed test, the authors 

found several issues with this IP camera. There is a weak Identifier Default number that is easily 

guessable, a lack of encryption in all transmissions, and the combined Android application is storing 

the user-sensitive information in plain text, which is a crucial issue.  

A testbed was designed to combine hardware and software with exploring the IoT devices in 

basic and advanced approaches [23]. This testbed is fully functioning to test IoT devices for security 

requirements. This testbed supports multiple penetration tests such as scanning (data traffic, IP, and 

port scanning), fingerprint, data leakage, data protection, and breaking encrypted traffic. This testbed 

found that it is hard to test all IoT devices because of the heterogamy of this field. The IoT devices are 
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different in hardware and software. Daily updates and developments are another challenges to state that 

this presented method will work on all IoT devices in the market. This testbed applies several 

approaches for better testing mechanisms. This testbed can simulate the real environment of the IoT 

device to identify possible context-based attacks after the comptonization of the target. Also, a machine 

learning approach is applied to better IoT device identification after analyzing the device’s network 

traffic. This testbed could be used on many IoT devices with a bit of modification to follow the target 

features for the best results. 

 

2.2.2 IoT smart home devices label 

The IoT smart home devices are growing internationally. The market is expected to grow at a 

compound annual growth rate of 28.30%, in value terms, during 2017 – 2022, on account of higher 

gross domestic product per capita of the countries like Qatar, the United Arab Emirates, and Kuwait 

[26]. This growth is never monitored for any security and privacy aspects by many countries worldwide, 

especially in the middle east region. Some countries like the U.K. adopt the Labeling System, and some 

regulations are applied in this approach for better security and privacy implementations that satisfy the 

need of consumers.  

Emami-Naeini et. al. [24] have designed an IoT smart devices labeling system that presents 

information about security and privacy effortlessly and clearly that consumers would easily define and 

understand. This design is developed after surveying 22 security experts and 15 IoT consumers. It uses 

the three-round Delphi method to understand the consumer needs better and engages some expert 

knowledge from people with a solid technical background. This paper proposes two types of labeling 

systems, summarized and complete information. The summarized label contains the most important 

information that all IoT consumers usually look for when purchasing IoT smart home devices. This 

label has a website link or QR code that presents all other information that is not presented on the 

summarized one. Using this approach, the size of the label would fit on most IoT smart home device 

boxes [24]. The survey audience is not enough and needs to expand and include more regular consumers 

and people with a limited technical background.  

Emami-Naeini et al. [41] followed the previous research with a survey conducted with 1371 

Mechanical Turk (MTurk) participants to test the effectiveness of each of the privacy and security 

attribute-value pairs proposed in that prior work along two key dimensions: the ability to convey risk 

to consumers and impact on their willingness to purchase an IoT device. They proposed some 

recommendations for effective presentation of privacy and security aspects on the IoT smart home 

devices labels to better communicate risk to consumers. For example, they recommend that 
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manufacturers should provide additional information about the following: 1) specify the use of the 

security and privacy practice in the device, 2) determine what could harm or protect the user by using 

these security and privacy practices, 3) specify the controls related to the security and privacy practices, 

4) provide customization steps for any security and privacy options if applicable. The researchers 

decided to add a plus sign next to any information on the detailed label in case the consumer wants to 

know more details about the factor. This label does not provide any rating for the security and privacy 

aspects at all; rather it provides the information that a consumer should know about the device before 

purchasing.  

From Germany; Morgner et al. [25] state that most IoT smart home devices are suffering from 

the firmware update lifetime information. IoT smart home device manufacturers are doing their best to 

launch new products in the early stages without mentioning the lifetime of that product, leaving the 

consumer bared without any help after discontinuing that model. This issue makes this consumer 

unprotected because they will no longer have any updated patches for their IoT smart home device. 

Thus, higher risk of vulnerabilities, and he would be considered an easy target of attack. Therefore, this 

paper proposes a firmware update lifetime label that should be presented on the IoT smart home box to 

inform the user about the security patches period that he will be receiving manually or automatically. 

This result came after 1400 participants agreed about the need for such a labeling system. Also, 

provisioning time information is included on the same label to prove the time frame that this product is 

going to be patched in case of any bugs or vulnerabilities exposure found. This proposed label has three 

design goals that are 1) It can be easily understood by IoT smart home devices consumers. 2) It can be 

easily used for products comparison 3) It does not require third parties testing or analyzing. 

Hosein F. Badran [48] supports the IoT smart devices labeling system. The Internet Society 

(ISOC) in the Asia Pacific Region conducted a survey in which they found that 81% of participants are 

concerned about personal information being leaked, 73% are concerned about hackers who can take 

control over their devices to commit crimes and 71% are concerned about being recorded without their 

consent. These outcomes indicate the need for an educational label that could be used for a better 

understanding of the security and privacy aspects of IoT smart devices. IoT consumers’ trust is highly 

desired for the adoption of such technologies.  

Moreover, the certification of IoT smart devices is required for products and services. Thus, 

the certification would encourage consumers to purchase more devices. The Netherlands adopts the 

Cybersecurity Act (CSA) and the active development of a European Cybersecurity Certification 

Framework for IoT smart devices. This adoption is supported by the Dutch government, and it’s a 

mandatory certification for products that have high risk and insecure practices. Also, the certification 

of IoT smart devices in the United Kingdom is supported by the government. This certificate is awarded 
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after a set of tests and measures to ensure the safety of the IoT devices. There are different types of BSI 

Kitemark (product and service quality certification) for IoT devices, which will be awarded according 

to the device’s usage: residential, commercial, and enhanced. In addition, IoT product certification in 

Australia encourages manufacturers of IoT products to submit their new products for testing by an 

accredited test laboratory-like the National Association of Testing Authority (NATA) or Australasian 

Information Security Evaluation Program (AISEP). If the device passed the test, it is awarded a security 

certificate. Lastly, The Canadian Standards Association (CSA) Group Cyber Verification Program is 

designing a standard to address the IoT smart devices' security aspects. It aims to test the organization 

to ensure that a security organization would develop a secure product. These standards consider 6 

domains and 18 practices areas within these domains. Once the test is completed, the organization will 

be provided with a maturity rating. 

Hosein F. Badran proposed an IoT smart devices label that covered the main security aspects 

after testing. The proposed label includes 1) identification of the organization overseeing the 

certification and formal testing. 2) QR code or URL (web site) link that provides updated information 

about the product that includes, A) Product model and version, B) firmware version number, C) recent 

vulnerability information, D) testing framework, E) security configuration guide, F) declare what data 

is collected and how it will be shared.  

Yun Shen et al. [49] adopted a new approach to secure IoT smart home devices, which is 

“security by design.” The main idea is to ensure that security and privacy are built-in IoT devices so 

that they are secured at all system levels. The proposed security and privacy label was designed based 

on the idea of the “food nutrition facts” label created by the Food and Drug Administration (FDA). 

They used similar sectioning and grouping for major security and privacy aspects to present the 

information in an informative way that regular IoT smart devices consumers could understand. This 

label has five categories, each category of the label provides a set of guidelines to consumers to consider 

from their perspective in terms of security and privacy, which are called factors. The categories and 

their factors are as follows: 1) system (security) category, which has the following factors: certificate, 

secure boot, firmware, password, remote access, and authentication, 2) communication (security), it 

has the following factors: encryption, internet access and talk to other devices. 3) data (privacy), it has 

the following factors: Personal information, telemetry data, and data storage, 4) sensory (privacy), it 

has the following factors: audio, video, motion, location, environment, 5) connectivity (information), 

it has the following factors: Ethernet/LAN, Wi-Fi, Bluetooth, Zigbee, Z-Wave. They used three 

techniques to extract information from the device that are passive discovery, active probing (fuzzing), 

and hardware and software analysis. However, there is a shortcoming in this design: the proposed IoT 

smart home devices label is only one label that presents all information, and there is no additional label 
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that contains extra information about the technical characteristics of the device. Also, this label design 

does not provide any testing results for the tested security and privacy factors that have been tested to 

generate the content of this label. Such results would provide a better vision for consumers so they can 

make confident purchase decisions. 
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5. Chapter 3: Methodology 

 This chapter presents the development of the IoT smart home devices’ security, privacy, and 

firmware labeling system in detail. It discusses all phases and their stages to achieve the best outcomes 

for the labels. Overall, there are three phases in this development. The first phase is the IoT smart home 

device security, privacy, and firmware information collection. There is a need to find the best resources 

to create the content of some of the label sections such as general information and technical 

specifications sections. Moreover, firmware analysis tools are required to test the IoT smart home 

device’s firmware for any vulnerabilities and to monitor its network performance. This phase has two 

stages: (1) the information resources such as the manufacturer or third-party websites, user manual, 

firmware analysis, and network analysis and (2) the types of useful information such as internal storage 

availability and connectivity methodology. All outcomes of this phase are used in the next phase. The 

second phase is about choosing security and privacy factors to be evaluated along with designing a 

scoring system to better represent the evaluation results. This phase uses the CVSS calculator to ease 

the evaluation and factors score calculation. Finally, the survey phase (third phase) is about conducting 

surveys that target different groups of IoT smart home device’s experts and consumers. This phase 

helps in creating of the labels’ content and final designs. It has four stages that complement each other. 

These stages start with the IoT smart home devices expert’s survey. Then, the IoT smart home devices 

consumers survey. After that, the data analysis, and label designers short survey. Finally, the final 

versions of the IoT smart home devices’ security, privacy, and firmware labels are created. The 

following is a presentation of the general architecture of the proposed design and development of the 

IoT smart home devices labeling system: 

• Phase one: Information collection. 

1. Stage one: information resources. 

2. Stage two: types of useful information. 

• Phase two: The scoring system. 

1. Internet pairing. 

2. Configuration & authentication. 

3. Update modes. 

4. Exposed services. 

5. Vulnerabilities. 

6. Protocols. 

7. Network encryption. 
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• Phase three: The survey. 

1. Stage one: A survey that targets the IoT smart home devices experts. 

2. Stage two: A survey that targets the IoT smart home devices 

consumers. 

3. Stage three: A short survey that targets social data analysis, risk 

management researchers, and label’s design experts. 

4. Stage four: final version for the IoT smart home device labeling 

system 

 

3.1 Phase 1: Information collection 

 This is the first phase of the development procedures of the IoT smart home devices security, 

privacy, and firmware labels. It is designed to collect data about the IoT smart home device to be used 

as contents of the labels. There is a need to determine the useful information resources that provide the 

useful information about the targeted IoT smart home devices, along with the best cyber security 

forensics tools to analyze the firmware of the IoT smart home devices. 

3.1.1 Collecting information from different sources 

After choosing the IoT smart home device target, information collection is needed to explore 

the device features and to understand all provided functions to check all possible security, privacy, and 

firmware vulnerabilities in it. This phase contains two stages that are described in detail in the 

following: 

 

1. Information resources 

 Most of the IoT smart home devices share the same information resources that are 

manufacturers, the third-party website, user manuals, firmware analysis, network analysis, consumer 

experience, and feedback. However, firmware and network analysis require more technical work to 

extract the important details that are not presented in other resources and are hidden usually from 

consumers because it might change their purchase decisions if weak firmware is used. 

2. Useful information 

The amount of information that could be collected and analyzed is big, depending on how weak 

or open is the IoT smart home device designed and manufactured. Here is a list of all possible 

information that could be collected from each resource of the targeted IoT smart home device: 

IoT smart home device website (manufacturer) & third-party seller website: 
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1. Last revision date and time. 

2. Notification methodology (push or pull). 

3. Cloud services and storage. 

4. A Combined application or/and web access availability. 

5. OS support options (iOS, Android, Microsoft). 

6. Connectivity methodology (wi-fi, Bluetooth, wired). 

7. Compatibility with other IoT smart home devices assistants (Alexa or Google). 

8. Warranty specifications and lifetime (software, hardware, updates, vulnerability fix). 

9. Wi-Fi Ethernet Technology: Fast Ethernet Protocols (DDNS Protocols: DHCP 

Protocols) 

10.  Network ports (RJ-45) 

11.  Internal storage (MicroSD). 

 IoT smart home device user manual: 

1. Firmware version without any updates. 

2. Networking platforms supportive (TCP/IP, HTTP, Intranet/internet) 

3. Web configuration option. 

4. Is there any human interaction needed to install the device or just plug and play? 

5. Default username and password. 

6. Default IP addresses. 

7. Wireless security mode “encryption” (None, 802.11b/g/n Wireless with   

                 WEP/WPA/WPA2/WPS security). 

8. Built-In Protocol (10/100BASE-TX Fast Ethernet, 802.11b/g/n WLAN). 

9. Emission (EMI), Safety & Other Certifications (FCC Class B, IC, C-Tick, CE). 

 Firmware analysis: 

1. Passwords 

2. API endpoints (URLs) 

3. Vulnerable services 

4. Backdoor accounts 

5. Configuration files 

6. Source code 

7. Private keys 

8. How data is stored 

9. Hidden emails. 
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 Network analysis: 

1. Authentication process issues. 

2. Network data flow issues. 

3. Data encryption. 

 

3.1.2 Firmware Security and Privacy Analysis 

 There are different types of vulnerabilities in the IoT smart home devices. It is important to 

understand the short comings of such devices to better evaluate the security and privacy features. Some 

of the technical information cannot be found online or from the device package such as the information 

about the firmware and its vulnerabilities. Therefore, to understand the firmware and its related 

information, firmware analysis needs to be conducted with the help of cyber security tools. There are 

different types of vulnerabilities to look for in this analysis such as hidden username and passwords, IP 

addresses and default configurations. This section provides two examples of the firmware analysis 

work.  

3.1.3 Experimental Environment Setup 

This section presents the Firmware security and privacy analysis process for two popular IoT 

smart home device cameras. This type of IoT smart home device is one of the most popular devices 

that consumers purchase. However, this type of camera is connected to the Internet all the time to 

provide the best live surveillance for the surrounding environment. Lack of security and privacy in such 

devices might cause serious problems, especially if the devices are not presenting any privacy or 

security information, such devices must be avoided. This problem influenced many security researchers 

to explore and analyze such technology for a safer future. This study is adopting two of the powerful 

tools that support this kind of security and privacy analysis, which are Binwalk and Firmwalker tools. 

These tools are working on Kali Linux OS v2021.1 on VMware workstation player 16. This section 

presents all the steps and methods that result in finding vulnerable security, privacy aspects in the tested 

firmware. The detailed analysis can be found in Appendix A and Appendix B. Meanwhile, the 

preparation of the analysis of the results will be carried out on a machine with Intel(R) Core(TM) i7-

1065G7 CPU @ 1.30GHz   1.50 GHz and 16GB RAM [33] [34]. 
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A. First firmware security and privacy analysis results (Details in Appendix A) 

• The image uses U-Boot as the bootloader by tracing the uImage file which is a Linux 

Kernel type (image header at address 327680 0x50000  and compressed bootloader 

image at address 327744 0x50040). Based on the uImage header at address 327680  

0x50000, we know the CPU architecture is MIPS. This firmware is using a 

compression type of “lzma” archive. 

• This firmware uses an old version (Linux kernel versions 2.6.21). however, the product 

itself is younger than the version used in it. Here are some statistics about it from [32]: 

Figure 3: Linux kernel versions 2.6.21 vulnerabilities [32] 

 
• (account.htm) shows how to create a new account. The user password max length is 

“8” and the username max length is “12”. All user credentials are encrypted. 

• (Upgrade.htm) shows that this device is following push mode updates in which a 

manufacturer's server sends a notification to the devices and requires users to accept 

the new update installation. 

• Network usernames and passwords default credentials and DHCP IP addresses. 

• Default configuration information. 

• The FTP setup file. 

• The firmware image has some encryption. 

• Firmwalker tool shows that there are some emails, IP addresses, Keys, password 

locations, configuration files, etc. All these files and directories are vulnerable and 

could cause serious damage if explored. 

B. Second firmware security and privacy analysis results (Details in Appendix B) 

• The image uses U-Boot as the bootloader by tracing the uImage file which is a Linux 

Kernel type (image header at address 64 0x40 and compressed bootloader image at 

address 128 0x80). Based on the uImage header at address 64 0x40, we know the CPU 

architecture is MIPS. This firmware uses a compression type of “lzma” archive. This 
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firmware is using “kernel Linux3.10.1” which has a high rate of DoS vulnerabilities 

[32]. 

Figure 4: Linux kernel versions 3.10.1 vulnerabilities [32] 

• Some of the cryptography information and configurations. 

• Network port 80 configuration information, Server name, and address are available. 

• Information about wireless Pre-shared Key (PSK). 

• UDHCP configuration file with IP addresses. 

• The firmware image has some encryption. 

 

3.1.4 Current IoT smart home devices labeling system’s content 

This IoT smart home devices labeling system has two versions for each IoT smart home device 

which are summarized and detailed labels. There is a need for two versions because the summarized 

label will be presented on the IoT smart home device’s box or packaging. Usually, these boxes are 

small and might not fit all details about all security and privacy features. A scan of the QR code on this 

summarized label will direct the purchaser to the second version of the IoT smart home devices label 

for extra details. The detailed label has information that is not presented on the summarized label. These 

two labels should cover the most important security and privacy aspects that any consumer would like 

to know about before purchasing. These labels should provide enough information for safer and more 

confident purchasing decisions. 

The first one should be a summarized label that covers the most important security and privacy 

of the IoT smart home device. The information is described in scored factors. Each factor represents 

the main security, privacy, or firmware feature that any consumer should be aware of when purchasing. 

It has five main sections: 1) general information that presents basic information about the IoT smart 

home device such as name and version number, 2) security privacy factors scores that represent all 

security and privacy factors that are evaluated to calculate the final score of the IoT smart home device, 

3) label barcode that is created specifically for this summarized label to provide a unique ID for the IoT 

smart home device’s security and privacy evaluation details, 4) detailed label QR code is presented to 

access the second version of the IoT smart home devices label to read extra information about the 
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security and privacy features, 5) final device score is a graph or chart that represents the final security 

and privacy score after the evaluation of the seven security and privacy factors. Overall, each section 

would represent some information that should help the IoT smart home devices consumers, to make 

confident and knowledgeable purchase decisions. This label will be presented on the IoT smart home 

device's packaging (box) to help consumers to know more about it and to make better purchase 

decisions. This label should contain the basic information about the IoT smart home device and gives 

clear information about the security and privacy in an easy way to understand by different types of 

consumers. Table 4 refers to the recommended information for the initial design of the summarized 

label. 

Table 4: Summarized label overview 

Section 

Number 

First label 

 

 

 

1 

 

 

 

General information 

• Type 

• Brand/model ID/name 

• Version 

• Operating system options (iOS, Android, Microsoft) 

• Warranty lifetime 

• Firmware version 

• Storage type (internal, cloud) 

 

 

 

 

2 

 

 

 

 

Security factors (scored) 

• Internet pairing 

• Configuration and authentication 

• Update mode 

• Exposed service 

• Firmware Vulnerabilities 

• Protocols 

• Network encryption 

3 Final Device score • Grade, graph, or emojis based on the calculated 

factors 

4 Label barcode number/ID • Specifically, for this device 

5 Link to more detailed label • QR code, URL link 

 

  Secondly, the detailed label presents in detail all security, privacy, and firmware features 

information that consumers might need when looking for certain details. This could be bigger and have 

more written details rather than numbering or graphical information. It has five main sections that 

represent some accurate information about the smart home devices' security and privacy concerns that 

consumers might need to know about for purchase decisions. These sections are the 1)general 

information, security, privacy, and firmware factors scoring description table (describe all scored 
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security and privacy factors represented on the summarized label), 2)data sensor practices (provide 

information about all device’s sensors and their work methods), 3)technical specifications (provide 

information about major technical characteristics and usage of the device beside network and storage 

details), 4)label barcode (is created specifically for this detailed label) and 5)privacy policy 

(documented from the device’s manufacturer). This label would be accessed by scanning the QR code 

on the summarized label. 

This label is designed to provide better picture than the previous label about security and 

privacy information that any consumers should be aware of before purchasing. It provides a detail 

description about the evaluated security and privacy factors that derive the final score of the device that 

is presented on the summarized label. Moreover, this label has additional sections that are not presented 

on the summarized label such as the data sensor practices section. This section describes the sensor 

behaviors and the data collection scenarios along with the storing location of the collected data. Also, 

a technical specification section that represents information about hardware or software features such 

as the connectivity information, power consumption, and any smart assistance (e.g. Alexa). Table 5 

refers to the recommended information for the initial design of the detailed label.  
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Table 5: Second label overview 

 

 

Section 

number 

Second label 

 

 

 

1 

 

 

 

General information 

Type 

Brand/model ID/name 

Version 

Operating system options (iOS, Android, 

Microsoft) 

Warranty specifications (software, 

hardware, updates, vulnerability fix). 

Firmware version 

Storage type (internal, cloud) 

 

 

2 

 

 

Security factors 

(summarize factor’s 

details) 

Internet pairing 

Configuration and authentication 

Update mode 

Exposed service 

Firmware Vulnerabilities 

Protocols 

Network encryption 

 

 

 

 

 

 

 

 

 

 

3 

 

 

 

 

 

 

 

 

 

 

Technical 

specifications 

 

 

  

 

      

        Sensor data practices: 

• Sensor data collection 

(camera, audio, 

presence, temperature, 

carbon monoxide) 

• Data storage location 

and reiteration time. 

• Shared with the third 

party or sold to the third 

party or for children’s 

practices 

Power and Max power consumption 

Any certifications awarded such as 

(CE,IC,FCC class B) 

SDRAM and Flash Memory 

Data Codecs (JPEG, MUPEG) 

operation environment temperature 

limitation and humidity. 

Combined application 

Compatibility with other IoT smart home 

devices assistants (Alexa nor google) 

Network Port (RG-45) 

4 Privacy policy URL link or documentation 

5 Label barcode 

number/ID 

Specifically, for this device 
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3.2 Phase 2: Scoring system 

There is a need to present the result of the security and privacy factors evaluation along 

with the final device score that is represented in the summarized label. It is important to choose 

the best common security and privacy factors to be evaluated and ensure they will help the IoT 

smart home consumers in their purchasing decisions. Therefore, a scoring system is designed 

based on the Common Vulnerability Scoring System (CVSS) version 3 [30]. This scoring system 

provides a universal way to help evaluate different security and privacy factors of the IoT smart home 

devices such as internet pairing that represent the method that the IoT smart home device is using to 

connect to the internet, configuration and authentication that discusses if there is any manual or 

automatic configuration required to launch the IoT smart home device, update modes that describe the 

updates scenarios to update the IoT smart home device’s firmware, exposed services that discuss the 

services that this IoT smart home device accessing or controlling using the smart home network, 

vulnerabilities that analyze all IoT smart home device limitations in the hardware and software, 

protocols that present all the network protocols and standards used in communications by the IoT smart 

home device, network encryption that discusses the availability of the encryption in any data 

transmission inside and outside the home environment. It also helps in evaluating vulnerability severity 

in software, hardware, and firmware by setting metrics and formulas to calculate the score that helps in 

determining the urgency and priority of responses. Moreover, it provides a standard for reporting 

vulnerabilities and threats that could be used by anyone. This scoring system has a calculator that could 

be used to evaluate the vulnerability and provide a score for it based on three metric groups (base, 

temporal, environmental). Also, it uses a score range from 0/no-risk to 10/critical-risk [31].  

 

3.2.1  Scoring Rubric 

Seven factors will be examined, and values will be assigned for them to calculate the score for 

each factor and for the device to represent security, privacy, and firmware grade/score. This scoring 

rubric presents the weight for each scored factor in the IoT smart home labeling system. The calculated 

points are configured to emphasize the importance of the factor’s attributes across the environment of 

the IoT ecosystem besides the CVSS support. 

Device (total 57 Points): is for all scored factors. The higher the total the better grade it 

deserves. Here is a description of each factor in detail. 
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1. Internet Pairing Technology (max of 3 points): it describes the establishment of the network 

connection between the IoT smart home device and the local smart home network to provide 

internet connection and configuration to the IoT smart home device. The detailed points are 

shown in Table 7. Based on the connection technology, devices get different points. 

Table 6: Internet pairing technology 

Technology Description Points 

Wi-Fi The device is using a Wi-Fi connection to connect directly 

to the local network without any user interaction or 

network customization. 

0 

Low Energy The device is connected to a combined mobile application 

for configuration and internet access (e.g Bluetooth). 

1 

Wired/cable The device is connected to a local network router using a 

wired medium. 

2 

Manual network setup The user is required to fill up the network credentials into 

the device to enable internet connection and 

configuration. 

3 

2. Configuration and Authentication (max of 7 points): This category refers to the 

configuration and authentication procedures that are required to set up the IoT smart home 

device for operation. As shown in Table 8, if the device is using a build-in default username 

and password, it gets 0 points. If no default configuration is involved, it gets 7 points. 

Table 7: Configuration and authentication 

Setup type Description Points 

Default Configuration The device is using the build-in default 

configuration such as the default 

username/password. 

0 

Manual configuration The device required user interaction to set up the 

configuration such as creating a new user 

account with active email. 

7 

3. Update Modes (max of 3 points): A newly purchased device comes with firmware running 

on it. However, people usually reveal vulnerabilities and bugs in the firmware later. Good 

manufacturers can keep track of this and launch security updates regularly to fix the bugs. This 

requires the user to update the device’s firmware when an update is available. The update 

modes refer to the procedure that is used to install the latest updates for the IoT smart home 

device’s firmware. The scores are shown in Table 9. Devices that require a manual check and 

update to the firmware get 0 points. If a device can automatically install updates, it gets 3 points, 

which is the best update mode. 
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Table 8: Update modes 

Technology Description Points 

Manual Updates are using the pull mode (the user is required to check for 

update and install it). 

0 

Permission required Updates are using the push mode (the user will receive a 

notification for update downloading and installation). 

2 

Automatic Updates are installed without user interactions. 3 

4. Exposed Services (max of 3 points): Exposed services refer to the total number of services 

that a user of the smart home device could access using a local network connection to this 

device. Table 10 shows the number of exposed services of a smart home device and their 

corresponding points. 

Table 9: Exposed services 

Total services  Description Points 

More than 5 Such as video, audio, temp, presence, carbon monoxide. 0 

3 to 4 services Such as video, audio, temp, presence. 1 

1 to 2 services Such as video, audio. 2 

No services No services could be accessed or controlled using any local network 

access. 

3 

5. Firmware vulnerabilities (max of 24 points): A firmware is a mini system running on the 

IoT smart home device. Some of them may be very simple, and some of them are much more 

complex than others. Multiple vulnerabilities are often found in the firmware. Based on the 

CVSS list, each vulnerability is assigned to a risk level from critical to low. From a list of 

vulnerabilities for a smart home device, the numbers of critical risk vulnerabilities, high-risk 

vulnerabilities, medium risk vulnerabilities, and low-risk vulnerabilities can be found. One 

score is assigned based on the number of vulnerabilities of each risk level (see Table 11). 

Therefore, 4 scores are given to the device. The sum of the 4 scores is calculated to be the final 

score for vulnerabilities. For instance, if there are 4 vulnerabilities of critical risk level, 1 at 

high-risk level, 3 medium risk level vulnerabilities, and 5 low-risk vulnerabilities. Then the 

score will be 3, 6, 6, and 3 separately, and the total score is 18 (out of 24) points. 
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Table 10: Vulnerabilities 

Risk Level Description Points 

7 or more 4 to 6 1 to 3 

Critical Refer to the CVSS vulnerabilities 

list to check the risk level of the 

targeted vulnerability. 

 

 

0 

 

 

3 

 

 

6 

High 

Medium 

Low 

6. Protocols (max of 8 points): Table 13 shows that the smart home devices get scores based on 

the protocols it uses. The protocols in this category include non-standard custom protocol, 3rd 

party DNS, UPnP, HTTPS, NTPv3. 

Table 11: Protocols 

Protocol Description Points 

Standard custom protocol Such as IEEE wireless standards. 1 

3rd party DNS Using the DNS of the vendor or smart home 

assistance. 

1 

UPnP universal plug and play protocol. 2 

HTTPS Hypertext transfer protocol + SSL 2 

WPA/WPA2/WPA3 security standards that protect wireless 

networks 

2 

7. Network Encryption (max of 9 Points): The category refers to the encryption techniques or 

procedures that are used in the data transmission in the IoT smart home ecosystem network. As 

shown in Table X, it is divided into three categories to cover all communication types. Full 

data encryption means the data is encrypted when stored in the device and at transmission. Half 

data encryption indicates the data is only encrypted during transmission. And none means the 

data is not encrypted to protect its confidentiality at rest and in transmission. 

Table 12: Network encryption 

Communication 

parties 

Description Data encryption 

Full Half None 

Device-to-Cloud The data between the IoT smart home device and the cloud 

service is encrypted when transmitted. 

2 1  

0 Mobile Application-

to-Cloud 

The data between the IoT smart home device’s combined 

mobile application and the cloud service is encrypted when 

transmitted. 

3 2 

Mobile Application-

to-Device 

The data between the IoT smart home device’s combined 

mobile application and the IoT device itself is encrypted 

when transmitted. 

4 3 
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3.2.2 Security, privacy, and firmware factors scoring description 

 The table below represents all the detailed descriptions of the security, privacy, and firmware 

factors that are represented on the summarized label. Thus, provide factors information for the IoT 

smart home devices consumers for a better understanding of the evaluated factors.   

Table 13: Security, privacy, and firmware factors scoring 

# Factor Symbol  Description  Used method 

1 Internet 

pairing 

 

Establish of the network connection between 

the IoT device and the local network to 

provide an internet connection. 

Wi-Fi, Bluetooth, 

Zigbee. 

2 Configuration 

and     

Authentication 
     

Configuration and authentication procedures 

that are required to set up the IoT smart 

home device for operation 

Use default, 

customized or 

Manual.  

3 Update mode 
 

The procedure that is used to install the latest 

updates for the IoT smart home device 

firmware. 

Permission required 

(Push mode), 

Manual (Pull 

Mode), Automatic. 

4 Exposed 

service  

The total number of services that a user of 

the smart home device could access using a 

local network connection to this device. 

video, audio, temp, 

presence, carbon 

monoxide (fire).  

5 Firmware 

Vulnerabilities  

The shortcomings in the mini system running 

on the IoT smart home device. 

Password 

Exploitation, Rogue 

Recordings, 

Outdated Software. 

6 Protocols 

 

The set of rules that format the data 

transmission over the local network and 

Internet. 

non-standard 

custom protocol, 

3rd party DNS, 

UPnP, HTTPS, 

NTPv3. 

7 Network 

Encryption 
 

Encryption techniques or procedures that are 

used in the data transmission in the IoT smart 

home ecosystem network.  

Device to Cloud, 

Mobile Application 

to Cloud, Mobile 

Application to 

Device. 

 

3.2.3 Scoring grades range 

 The scoring range has five levels. Each level has its own range. To find the right grade, it is 

required to calculate the total points that the IoT smart home device got after the evaluation of all 

security and privacy factors. Table 14 shows the scoring grades range in detail. 
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Table 14: Scoring grades range 

Range Grade 

90-100 A 

80-89 B 

70-79 C 

60-69 D 

0-59 F 

 

3.2.4 Example: Device “XY” 

 To illustrate the points calculation process, an example is presented here. In the device 

category, it got a total of 49 points based on the following factors: (1) Internet pairing ”3”, (2) 

Configuration and authentication “7”, (3) Update mode “3”, (4) Exposed service “3”, (5) Firmware 

vulnerabilities ”21”, (6) Protocols “5” and (7) Network encryption “7”. Then, the scores are the 

following: Device score: 49/57 = 0.86. Finally, the grade assignments are the following: 0.86 => 86% 

gets a “B” based on the following scoring grades range: A is for 90% to 100%, B is for 80% to 89%, C 

is for 70% to 79%, D is for 60% to 69% and F is for all lower than 60%. 

3.3 Phase 3: Survey 

The main goal of conducting the survey is to collect comments and feedback from IoT smart 

home devices experts, consumers data analysts and label designers to create a useful, powerful design 

and content for IoT smart home devices labeling system. Different factors should be considered and 

covered when designing the label to provide a high-quality labeling system that could be easily adopted 

and implemented by vendors or standards organizations. This phase is totally online [29]. This survey 

will be using Qualtrics [40] because of its powerful survey mailer to track, remind, online data 

collection, and thank respondents. 

The survey should help in answering many questions that lead to the best decision in creating 

the high informative labeling system for IoT smart home devices. Some questions that could be 

answered are consumer awareness checks such as, what are IoT smart home consumers looking for 

when purchasing and are they afraid of such new technologies that are collecting sensitive and personal 

information about their lifestyle or environment [29]. 

There is a need to survey IoT smart home consumers, experts, and researchers to create a high-

quality labeling system that could be adopted by IoT regulation organizations, specifically SASO. One 

of the survey methods that present a high-quality result and helps to create wise purchasing decisions 

is the probability sample survey. This type of survey is conducted if a researcher wants to generalize a 

result with statistical confidence from a few individuals who represent a larger number of people. This 
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survey must overcome or minimize four errors (coverage, sampling, nonresponse, and measurement) 

to improve the survey estimates for the best outcomes. A mixed-mode framework is applied if needed. 

The surveys are web-based questionnaires because of the many benefits that internet service 

provides for both the surveyor and the researcher. Currently, internet access through computers and 

smartphones or tablets allows the questionnaire to be answered by a larger audience than before. 

Therefore, the survey design should meet all screen types and resolutions to avoid any issues when the 

user views the survey to answer. Mobile optimization is required for this survey. The survey will be 

distributed in Arabic and English languages to facilitate understanding and to reach a larger segment 

of participants. 

 

This phase has four stages that are working in sequence to provide or output the desired results 

for the next stage inputs. Here are the stages with descriptions to show the expected output information: 

 

1. Survey for experts and scientists with a computer science background: This stage targets 

Ph.D. degree holders who have a solid background in computer science or security. This stage 

helps in designing the prototype of both labels and provides a full picture about what is the 

content of the IoT smart home labeling system. The expert’s feedback would help in choosing 

the best content to cover the main security and privacy factors. Also, it would help in choosing 

the best presentation of the information on the labels. This stage should cover: 

• What factors/features should be on the label, and which should not (provide a range of 

factors to choose from or add if the surveyor wants). 

• Specify a weight or value for each factor (a range from high, medium, or low). 

• The provided information from this factor is for (consumers with technical 

backgrounds, experts in IoT devices, manufacturers, etc.). 

• The place for each factor in the appropriate section. 

• What is the right order for the sequence of the section on the label (general information, 

security, privacy, technical specifications)? 

• The factors should be on the first label and the second label. 

 

2. Survey for regular consumers: This survey narrowed the results of the outcomes from the 

consumers and provided a solid base to create a better version of the first prototype version of 

the IoT smart home device label. This stage should cover: 

• Consumer’s security and privacy awareness check. 
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• When purchasing; do they look for the IoT product details document or do they trust 

the store’s salesman representative or website? 

• What do they look for when purchasing (security and privacy, price, functions 

provided, etc.)? 

• Do they compare between the IoT devices when purchasing, what do they compare 

(price, brand name, etc.), or what piece of information helped in purchasing? 

• Is security, privacy, and firmware label going to help you with better purchasing 

decisions? 

• What will make you trust this label? Is it trusted if it is enforced or managed by (device 

manufacturer, government committees such as SASO, third party store or distributer)?  

• Which are the most IoT devices that they are up to buying (security cameras, bulbs, 

sockets, etc.)? 

• What privacy, security, or firmware issues that they are most afraid of when purchasing 

(selling their information, hacked, no privacy, etc.). 

• What is the best information presentation (grades “A, B, C, D”, Numbers, Emojis, 

Graphs)? 

• What is the preferred layout and format for the IoT label (for both labels)? 

• Do they recommend one label or two labels (summarized, detailed)? 

 

The layout and content for IoT smart home devices labeling system prototype’s is created. 

This uses the data collected from the previous two stages to create an updated prototype of the 

IoT smart home label system. It should match the previous surveys’ results and expectations. 

 

3. Short survey for social data analysis, risk management researchers, and label design 

experts: This phase targets expert individuals in risk management and communication. This is 

the final stage that results in the final version of the IoT smart home security, privacy, and 

firmware labeling system. 

• Test the final version of the designed IoT smart home labeling system and examine all 

the sections and factors for general understanding, usability, and adaptability. 

• Are there any arguments that they need to address or change in any section/factors? 

• Is there any preference for grouping all the factors under one section or separating them 

into different sections would be better? 
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4. The final version for the IoT smart home device labeling system after the previous stage 

researchers and scientist examination and recommendations comments. 

 All the survey details are in chapter four (the survey implementation). Also, the 

distributed surveys could be found in appendix section (C,D). 
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Chapter 4: The survey implementation 

This chapter is discussing the third phase of the development of the IoT smart home 

devices security, privacy, and firmware labeling system. It presents the four stages in detail and 

reflects their conclusions on the content and the design of the labels. There is a need to ask 

different groups of people who are familiar with the IoT smart home devices to have a good 

understanding of their needs and expectations from such new labels that discuss security and 

privacy features of IoT smart home devices. Therefore, the first survey is designed to ask IoT 

smart home devices experts about the major concerns about any security and privacy features 

that they believe should be covered in the new labels. Also, the best presentation of the 

information to make sure that all IoT smart home devices consumers will easily understand the 

labels and use them for better purchasing decisions. The result of this experts’ survey helped 

in creating the first draft of the initial versions of the IoT smart home devices labels. These 

drafts are used in the second survey. After that, the second survey is targeting the IoT smart 

home devices consumers in Saudi Arabia and the United States. This helps in evaluating the 

consumers’ security and privacy awareness and determining the need for such labels in the 

Saudi Arabian IoT smart home devices market. This survey collects data about the content and 

the purchasing scenarios to better group the information to fit them in the best section that 

describes them properly. This survey should update the first initial labels and provide better 

versions that will be discussed by IoT smart home devices data analysts, risk management 

professionals, and labels designers in the third stage. The third stage helps in adding the final 

comments on the design and the contents of both labels to output the best IoT smart home 

devices security, privacy, firmware summarized, and detailed labels. The conclusion of this 

phase is two versions of IoT smart home devices security, privacy, and firmware labels that 

complement each other. The first label is the summarized one and will be presented on the IoT 

smart home devices boxes with a QR code to be scanned to direct the consumer to the second 

version of the IoT smart home devices detailed label for extra information about different 

security and privacy features about the target device.  

All surveys were conducted electronically and distributed in Saudi Arabia and the 

United States using shared direct links Through Whatsapp application and emails. Qualtrics 

application help in providing a smooth multiple access to the surveys in the same time by 

different participants. 
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4.1 Survey for experts and scientists with computer science backgrounds: 

 

This survey is targeting IoT and computer security experts to provide their feedback 

on IoT smart home devices' privacy and security aspects. This survey is designed to support 

some major concerns about the content and design of the IoT smart home devices' security, 

privacy, and firmware label, which should describe the IoT smart home device from different 

points of view to help consumers with brief security and privacy characteristics about it. Also, 

the technical aspects covered about the IoT smart home device, in the detail labels technical 

specification section, are created to provide information about IoT smart home devices like 

power consumption, network connectivity, and any supportive combined applications. 

Moreover, for the security and privacy factor’s development and usage, these factors are 

considered the main purpose for calculating the device’s final security and privacy score. This 

score would help in providing a confident purchase decision by the IoT smart home devices 

consumers. In addition, the best representation for the security and privacy factor’s score and 

the IoT smart home devices’ security and privacy final score. Experts are familiar with the 

security and privacy issues that IoT smart home devices are suffering from. Therefore, their 

feedback on the score’s representation would have a great impact on the label’s design.  

Moreover, one of the IoT smart home devices' label design concerns was the best 

presentation of the device’s final security and privacy score and the individual score for each 

security and privacy factors.  However, different representations are widely used 

internationally on electricity and water efficiency labels. For example, Australia uses the star 

shape to represent the energy rating result. Brazil uses face emojis to represent the energy 

rating; a smiley face for good devices or black straight face for below-average rated devices. 

Canada uses a bar graph numbered with the final score that ranged from 0 to 100. The Kingdom 

of Saudi Arabia uses a bar graph with letters that ranged from A to F where A is the best and F 

is the worst [42] [19]. After reviewing the different representations around the world, it is 

important to ask the IoT smart home devices experts about IoT smart home devices’ preferred 

final security and privacy score representation and the individual security and privacy Factor’s 

score representation. 

The IoT smart home devices security, privacy, and firmware survey for experts is in 

the appendix section C. 
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A. Survey for experts with a computer science background results and 

analysis: 

This survey was distributed through emails and shared links on the Whatsapp application. 

The total number of participants in this survey is 71 IoT smart home devices experts. 90% of 

participated experts are from King Abdul-Aziz university from the faculty of computer science 

and information technology in Saudi Arabia and 10% are from different Saudi Arabian 

universities. Here are two Figures 5 and Figure 6 for their highest completed level of education 

and their experience in the Computer Science or Data Security field (in years): 

Figure 5: Highest completed level of education 

 

Figure 6: Experience in the Computer Science or Data Security field (in years) 

 

 

• Data analysis for Q1: 

Which representation do you prefer for describing the factor's score? 

The three provided options (Emoji, numbers, and letters representations) are very common 

in different label information representations. The choice should provide clear and quick 

information for the reader to understand the label’s information in seconds. Based on the chart 

below, 32 experts believe the Emoji representation is the best representation of the security and 

6%

31%

31%

32%

Master's candidates Master's Degree

Ph.D. candidates Ph.D. Degree

17%

28%

23%

32%

0 to 3 years 4 to 6 years 7 to 9 years 10+ years
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privacy factor’s score, making up 45% of the vote. Figure 7 below shows experts' answers 

about the three options: 

Figure 7: Security and privacy factor's score representation 

 

 

• Data analysis for Q2: 

In the general information section of all label designs, I have included 4 default categories: 

Name, Warranty Lifetime, Firmware version, and Firmware update lifetime. Please 

choose 4 additional categories to include based on your expertise? 

This question provided options for the label’s content that will be presented in the 

general section of the summarized and detailed labels. Experts are allowed to choose more than 

one answer to facilitate the need for each label’s content and to prioritize the top-rated ones to 

be added to the label's content. Four default types of information are already added to the labels 

which are the device’s Name, Warranty Lifetime, Firmware version, and Firmware update 

lifetime. The four highest-rated choices by the experts will be added to the default ones to 

conclude the general information section by having 8 different information types related to the 

security and privacy aspects. This Figure 8 represents the experts’ answers and their 

preferences. 
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Figure 8: General information section content  

 

• Data analysis for Q3: 

For the detailed label's technical specification section, do you prefer to know 

about any of the followings? 

This question provided 5 options to select the best content that will be presented in the 

technical specifications of the detailed label. Experts are allowed to choose more than one 

answer to facilitate the need for each label’s content and to prioritize the top-rated ones to be 

added to the label's content. There are three default types of information that are already added 

to the labels which are the device’s SDRAM or Flash Memory, Smart assistance, and Network 

ports availability (connectivity information). The two highest-rated choices by the experts will 

be added to the label’s default ones to conclude the technical specifications section by having 

5 different information types related to the device’s technical security and privacy aspects. 

Figure 9 represents the experts’ answers and their preferences: 
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Figure 9: Technical specifications section content  

 

• Data analysis for Q4: 

Which security and privacy factors do you prefer to see on the IoT smart home device’s 

label, to assist consumers to make better purchase decisions? Pick the best 5 useful and 

understandable factors based on your expertise? 

This question has a major impact on the development of the IoT smart home devices' 

security, privacy, and firmware labeling because it reflects the understanding of each factor’s 

purpose in examining the final security and privacy score. Each factor is designed to assess 

specific security or privacy aspect that should make a big change in a consumer’s purchase 

decision. Experts are allowed to pick more than one answer to reflect their preferred security 

and privacy factors that they believe would help IoT smart home devices consumers choose 

the best available device. Figure (10) represents all factors that experts choose, and higher 

percentage means more remarkable security and privacy factors 
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Figure 10: Security and privacy factors 

 

 

• Data analysis for Q5: 

Which representation do you prefer for the final security and privacy score? 

One of the important features of this label design is to provide a clear and quick 

understanding of the IoT smart home device from reading the IoT security and privacy label. 

The design of the summarized label should reflect the security and privacy aspects of the IoT 

smart home devices in seconds. This would help the consumer in comparing different IoT smart 

home devices quickly and save some time in finalizing their purchasing decision after reading 

the detailed label if that is required for an extra confident purchase. Therefore, three different 

representation of the final security and privacy score are represented for the experts to choose 

from. Their choice should reflect the intention of the IoT smart home devices consumers. More 

than half of the experts preferred the bar graph representation and after calculating the mean 

(1.87) and the trend direction, it is the majority choice. The bar graph is widely used in different 

countries such as the Kingdom of Saudi Arabia [19]. It provides a clear vision of different 

levels of scores besides the colors that reflect the final score of the device. Figure 11 that 

represents the experts’ choices about the final security and privacy score: 

Figure 11: Final security and privacy score 
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B. Survey for experts with a computer science background conclusions and 

decisions: 

After analyzing the IoT smart home devices security and privacy survey for experts, 

there is a need to update the design and content of the proposed summarized and detailed labels. 

After calculating the mean (1.73) and the trend direction of the collected data for Q1, we found 

that IoT smart home experts preferred the Emoji representation for the security and privacy 

factors score representations. This choice will provide a quick and clear appearance for the 

labels to be recognized and understood by different types of consumers.  

 

Based on the collected data from Q2, the highest four choices that experts preferred to 

see on the general sections of both labels are the IoT device's Brand and Model numbers, such 

as Philips, Model RT57, IoT device's version, such as the 4th or the 5th version, Storage Type 

(Internal or cloud), such as SD card or google drive, and Operating system compatibilities, such 

as Android or iOS. This information would provide a powerful insight that should be known 

by IoT smart home devices consumers before any purchase because they are considered 

important components for any safe purchase. These choices will be added to the label in 

addition to the default information of this section on the summarized and detailed labels.  

The technical specifications section is located only on the detailed label. It is designed 

to provide answers for major technical concerns that a regular IoT smart home device consumer 

would like to know about for a safer and more confident purchase decision. Therefore, based 

on Q3, IoT smart home devices experts’ preferred choices that they believe would provide the 

IoT smart home consumers with the best answers. This section has three default information 

types that are SDRAM or Flash Memory, Smart assistance, and Network ports availability 

(connectivity information). In addition, the experts’ added Power options and consumption, 

such as any built-in rechargeable battery or DC power supply, and provide supportive 

combined applications, such as Samsung home or Brilliant to the default information. 

Based on data collected from Q4 about the IoT smart home devices' security and 

privacy factors, the importance of the factor’s differs for each expert. Their preference helps in 

understanding which factors they believe will have a great impact on the IoT smart home 

consumers' purchase decisions. The data collected shows that all factors are preferred by 

different experts because all choices have been selected by them.  
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The main section that the summarized label is designed to present is the final security and 

privacy score. This score should provide a great impact on the IoT consumer's preference when 

purchasing. Therefore, it should be presented in a clear and understood way to save more time 

for the purchaser to compare different devices or continue reading through the summarized 

label and look for the detailed label for extra information. The collected data shows that IoT 

smart home experts believe that the Bar graph is the best presentation of this important 

information. Therefore, this choice will be added to the summarized label along with the Emoji 

representation for security and privacy factors that are calculated and presented in the 

following. 

 

In the beginning, the range of security and privacy factors representation has five levels. 

Each level has an assigned emoji for it as shown in the following table (15), where level 1 is 

the best condition or score and 5 is the lowest and worst level. 

Table 15: Factors Range levels  

 

1. Internet Pairing Technology (max of 3 points): 

Table 16: Internet Pairing Technology ranges 

 

2. Configuration and Authentication (max of 7 points): 

Table 17: Configuration and Authentication ranges 
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3. Update Modes (max of 3 points): 

Table 18: Update modes ranges 

 

4. Exposed Services (max of 3 points): 

Table 19: Exposed services ranges 

 

5. Firmware Vulnerabilities (max of 24 points): 

Table 20: Firmware Vulnerabilities ranges 

 

6. Protocol (max of 8 points): 

Table 21: Protocol ranges 

 

7. Network Encryption (max of 9 points): 

Table 22: Network encryption ranges 
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 It is important to mention that If any of the security and privacy are in poor level (red 

color) it is not encouraged to purchase this IoT smart home device because it is very easy to 

gain access to the information that this factor presents. After discussing the survey’s data 

collected from IoT smart home devices experts, this is the updated version of the IoT smart 

home security, privacy, and firmware labels. These labels will be presented and discussed with 

regular consumers of IoT smart home devices for different goals and better development 

procedures for the labels. Both labels are translated into Arabic languages for non-English 

speakers.  

• The smart home security, privacy, and firmware summarized label: 

Figure 12: The IoT smart home security, privacy, and firmware summarized label (experts 

version) 
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• The IoT smart home security, privacy, and firmware detailed label: 

Figure 13: The IoT smart home security, privacy, and firmware detailed label (experts 

version) 
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4.2 Survey for regular consumers: 

This survey targets the IoT smart home devices, regular consumers because they are 

the main subject that this label is designed for. Therefore, this step requires engaging them in 

the development of it and to request their feedback about the content, design, and adaptability 

of such a new label that focuses on enhancing their security and privacy knowledge to create 

an educated society that knows how to use this technology. The survey is designed based on 

the outcomes of the previous survey to ensure the best development procedures for the labels. 

There are several goals that this survey aims to support. Firstly, a consumer’s security 

and privacy awareness check to assess the IoT smart home consumers' security and privacy 

understanding and practices. Secondly, the purchasing scenarios that regular consumers follow 

to purchase IoT smart home devices. Thirdly, the comparison factors that are considered by 

regular IoT smart home devices’ consumers without the availability of labeling ideas. This 

should support the selection of the presented security and privacy factors on the label. Finally, 

measuring the level of acceptance for this label, and understanding the real need for such a one.  

The IoT smart home devices’ security, privacy, and firmware survey for regular 

consumers are in appendix D. 

A. Survey for regular consumers results and analysis: 

This survey was distributed through direct shared links on the Whatsapp application 

with two language options (Arabic and English) in the United States and Saudi Arabia. Both 

versions are identical but with different languages. This survey targets all IoT smart home 

devices in different universities, technology companies, friends, and families who are using 

this technology. The total number of participants in this survey is 382 IoT smart home devices 

consumers. 86% of them are from Saudi Arabia. Figure 14 shows that 55% of the participants 

are between the ages of 30 and 49 years. It proves that this technology is widely adopted among 

this segment and their participation in this study will increase their confidence in the IoT smart 

home products because they are supporting the creation of the IoT smart home security, 

privacy, and firmware labels. In addition, Figure 15 shows the highest completed level of 

education for this survey participants. It shows that 42% of them completed a bachelor’s 

degree. 
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Figure 14: Age 

 

Figure 15: Highest completed level of education 

 

• Data analysis for S1/Q1: 

How familiar are you with computer security and privacy issues? 

By calculating the average and the segment direction, the participants are slightly 

familiar with computer and security issues. This shows that they have some background in IoT 

technology and its privacy and security issues that this label mentions for consumers. Figure 

16 shows the analysis statistics for this question.  

Figure 16: Familiarity with computer security and privacy issues 
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• Data analysis for S1/Q2: 

How often do you change your passwords? 

Figure 17 shows that 64% of the participants do not change their passwords until it 

expires. This is a security issue because the participants’ familiarity with their passwords would 

eventually lead them to being compromised if they did not change their passwords regularly.  

Figure 17: Passwords changing period 

 

• Data analysis for S1/Q3: 

Do you change your default username and password that come with the 

device? 

The participants believe that changing the default username and passwords for any new 

accounts is important. The segment direction of this question is always changing the default 

user credentials. Figure 18 shows that 43% of the participants care about their information 

privacy and security, and they will appreciate any service that could provide support to this 

area. 

Figure 18: Changing default username and password 
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• Data analysis for S1/Q4: 

How often do you check for the device's software updates? 

Figure 19 shows that only 25% of the participants rely on automatic updates to ensure 

that their devices are up to date. Thus, a need for automatic updates to be the default mode is 

required by IoT smart home devices manufacturers, because almost 40% of the participants are 

sometimes checking for new updates. It is very important to ensure that IoT smart home devices 

are up to date to ensure the highest security and privacy levels for homeowners.  

Figure 19: Software updates check 

 

 

• Data analysis for S2/Q1: 

In the summarized label, which section do you think would help you the most 

in purchasing decisions? 

This question focuses on the most important section that IoT consumers would look 

for on the label to have quick and adequate information about the IoT smart home devices' 

security and privacy aspects. Figure 20 shows that 46% of the participants think that a factors’ 

score table would help them the most in having the required amount of information for a 

purchase decision. They believe that the representation of a score for each factor would show 

the strength and weaknesses of each factor. Therefore, they might prefer some factors to be 

higher than others to create a purchase decision. 
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Figure 20: Summarized label most important section 

 

• Data analysis for S2/Q2: 

Based on the information provided by the summarized label, if all security, 

privacy and firmware features about an IoT smart home device matches what 

you need, would you still look for the detailed label or would you directly 

make a purchasing decision instead? 

Figure 21 shows that 56% of the participants would look for the detailed label for extra 

confident purchase decisions. This shows the need for extra details about the IoT smart home 

devices that should describe additional characteristics of IoT devices. The detailed label 

presents important information that most IoT smart home consumers would like to know about 

before purchasing such as the available sensor types and how they record and store the collected 

data. 

Figure 21: Summarized label is enough 
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• Data analysis for S2/Q3: 

There are four sections in the detailed label. Which section are you going to 

look for the most in this label? 

The detailed label is considered the last source of information that provides security 

and privacy aspects for the IoT consumer. It has sections that are designed to explain any 

conflicts or missing information that were not presented on the summarized label. Figure 22 

shows that there is no specific section that is preferred by IoT smart home devices’ consumers 

because there is no adoption that they agreed on the most or even more than 40%. Therefore, 

all sections look important to the participants, and they feel that all should be provided in this 

label. However, the privacy policy section has the minimum preference of 16%, because it 

provides information that is provided by the manufacturer and could not provide a direct impact 

on the IoT devices consumer’s purchase decision. 

Figure 22: Detailed label preferred section 

 

• Data analysis for S2/Q4: 

When purchasing an IoT smart home device, will you look for the product’s 

detailed label? 

Figure 23 and the statistical analysis for this question show that the segment direction 

answer is willing to read the detailed label. Their desired need is based on the IoT device that 

they are willing to purchase. However, if the device has no sensor to collect data, the need to 

read this label will decrease and vice versa. Therefore, all IoT smart home devices should have 

this label even if they have basic functions to perform such as smart bulbs.  
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Figure 23: Reading the detailed label 

 

• Data analysis for S2/Q5: 

Will you trust a IoT smart home devices label if it was created by: (Select all 

that apply) 

Consumer trust is hard to achieve, especially when it deals with sensitive information 

about them. There are different ways that IoT smart home devices’ manufacturers use to 

influence consumers to purchase their products, such as YouTube videos that show the 

product’s functionality or by presenting their products in use by celebrities around the world. 

However, different kinds of consumers would appreciate any government support for any 

product because they assume that governments would not support any weak devices of any 

kind. Therefore, Figure 24 shows that 51% of the participants (most of them are participants 

from Saudi Arabia) agreed to have a government sponsor for the label to trust it. Besides, the 

idea of this label is not implemented yet in Saudi Arabia. It is important to be presented and 

sponsored by a trusted authority to be adopted and used by IoT consumers.  
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Figure 24: Labeling sponsor 

 

• Data analysis for S2/Q6: 

If you own a smart doorbell that is equipped with a camera and microphone 

sensors, how often do you think these sensors would sense or collect 

information? 

IoT smart home devices consumers are adopting these devices and installing them in 

their environment such as homes or offices which ought to be safe and secure places, to perform 

a specific function that these devices were designed to do so. However, different stories or 

videos on the internet show some bad or tragic experience that prevents some people from 

adopting such technology. Understanding the way that these devices work would help in feeling 

comfortable. This question aims to measure the understandability of the IoT consumers on the 

way that these devices work and collect data from their surrounding environment. This 

understanding would help simplify the need for the label to present all available sensors that 

each device has and how they are functioning. Figure 25 shows that 42% guessed the right 

answer that doorbells will sense data when someone is presenting in front of the door, this 

shows that the participants are familiar with the IoT smart home devices functionality. 

However, 20% of this question’s participants state that they are not sure how these devices 

work. Therefore, one of the major goals of this label is to educate this type of IoT smart home 

device’s consumers and help them understand the functionality of the targeted devices before 

purchasing to be safe, secure and to protect their home environment. 
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Figure 25: Data sensing procedures 

 

• Data analysis for S2/Q7: 

If you see that an IoT smart home device has a full score on its security, 

privacy and firmware attributes, how confident would you be in your 

purchasing decision? 

The IoT smart home security, privacy, and firmware label is new and has never been 

implemented in many countries around the world. Adopting such new ideas to the huge 

electronic market in the kingdom of Saudi Arabia and influencing regular IoT smart home 

consumers to accept it and trust it is a big challenge. However, when they read this label and 

use it to support their purchase decisions and see that the label is providing scores for different 

security and privacy factors, they will trust it and look for it whenever they purchase such 

devices. Figure 26 shows that segment direction with a 49% of this question participants feel 

some confidence to see this label when purchasing. Their feeling proves the need for such ideas 

to help IoT smart home devices’ consumers to be safe and protect themselves from non-secure 

IoT devices. 

Figure 26: Trusting the label's information 
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• Data analysis for S3/Q8: 

What IoT smart home devices are you willing to buy?  (Select all that apply) 

Figure 27 shows that the smart security camera is the first device that participants are 

willing to purchase, by having 27% of the answers among other options. This is because the 

wide adoption of security cameras provides the same functions but with limitations such as no 

motion detection and cloud storage on the regular smart security cameras. However, this type 

of smart home device is crucial because of the personal data that could be collected about the 

homeowner and his environment if this device is hacked. It is very important to use the best 

security and privacy aspects in such devices because of the sensitivity of the data that could be 

breached.  

Figure 27: IoT smart home devices preferences 

 

• Data analysis for S3/Q9: 

What privacy, security, or firmware issues are you most afraid of when 

purchasing an IoT smart home device? 

Figure 28 shows that IoT smart home devices’ consumers are afraid of different types 

of personal data breaching and usage. The results show that 35% of the participants are afraid 

of being recorded without their consent, which is the worst-case scenario that any homeowner 

is afraid of. The main reason for this fear is that they know that these devices are connected 

24/7 with internet service to function, this would make them easy targets if weak security and 

privacy network protocols are used. Shodan.io [43] is a library that presents a lot of weak IoT 

smart devices around the world that could be accessed without any authorized access. Thus, it 

is very important to choose the best smart home security camera that is equipped with the best 

security and privacy aspects.    
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Figure 28: Security and privacy fears 

 

• Data analysis for S3/Q10: 

How do you typically research for IoT smart home devices that you 

purchase? 

Today, there are different resources to find information about any topic. The internet 

eases this by providing different data presentations such as articles, audio, or video that could 

be freely accessed. One of the most popular channels that provide video content about different 

topics is YouTube. Figure 29 shows that 36% of the participants are watching YouTube videos 

about any IoT smart home devices that they are about to purchase. These videos normally show 

how to install the device, provided functions, configuration, or troubleshooting, they don’t 

discuss any security or privacy issues that homeowners suffer. Moreover, 24% of the 

participants prefer to read the information that is displayed on the device’s package. This 

information may not mention anything about security or privacy aspects too. In addition, 21% 

of the participant ask the salesperson in the stores, this could be misleading for different 

reasons. Only 2% of them mentioned that they look for devices rating on third party websites 

such as Amazon or BestBuy, others mentioned that they ask their friends about their 

experience. Therefore, it’s important to educate regular IoT smart home devices’ consumers 

and provide them with some important information that they can rely on to have a confident 

purchase decision.  
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Figure 29: Get information about the device 

 

• Data analysis for S3/Q11: 

Please order the factors that you usually consider when purchasing IoT 

smart home devices? (1st factor is the highest priority in the list)  

Different factors influence IoT devices’ consumers to purchase them. However, Figure 

30 shows that the price factor is playing a major role in their purchase decision with 49% among 

other factors. Budget imitation is always important, but it is important to make sure that saving 

money on such technology should not be at the expense of the bad consequences that might 

cost more than the saved amount such as personal bank account breaching. Furthermore, 28% 

of the participants believe that the software update lifetime availability is considered in their 

purchase decisions. It is good to know that participants are not trusting the advertisement on 

social media or TV. This factor is the lowest with only 3%. 
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Figure 30: Purchase factors 

 

• Data analysis for S3/Q12: 

If the device that you are about to purchase is in the right budget range and 

comes from a well-known manufacturer, but it does not have trustworthy 

security and privacy characteristics, will you still purchase this IoT smart 

device? 

Figure 31 shows that the segment direction for the answers is going towards not buying 

the IoT smart home devices if they are in the budget range, but the label presents weak security 

and privacy scores. This proves that they care about the security and privacy aspects of their 

devices and the protection of their data too.    

Figure 31: Purchase non-secure IoT devices 
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B. Survey for regular consumers conclusion and decisions: 

The answers provided in this survey are providing a good example of the concerns and 

interests of regular consumers of the IoT smart home devices. However, there are some 

important points that this survey concludes that help in understanding the need for the IoT 

smart home devices’ security, privacy, and firmware labels, and the adoption of such ideas by 

regular consumers. Here are the points that this survey concludes: 

The IoT smart home devices’ consumers understand the need for their data protection, 

and they believe that it’s important to ensure the highest standards in any IoT smart home 

devices they adopt. Additionally, they have some basic technical background about the IoT 

smart home technology that helps them in choosing the proper way to update and control their 

devices. 

 The factor score table in the summarized label is providing the most important 

information that helps the IoT smart home consumers to make purchase decisions about any 

IoT smart home devices they target. This section should be easy to read and have some symbols 

that provide a hint about the security and privacy factors in case the reader does not understand 

the meaning of the factor. However, they appreciate the need for extra details that are provided 

on the detailed label. Therefore, more than half of the participants will look for the QR code in 

the summarized label to read more about the device that they are about to purchase.  

The detailed label has more information that would help the IoT smart home devices’, 

consumers to better understand the target device and have a confident purchase decision. 

However, all label sections are important to be read because every section is providing special 

information about the device that is not available in the summarized label. Besides, the 

participants do not have a preference for one section over another, because of the importance 

of the presented information in each section.  

 The idea of the IoT smart home devices' security, privacy and firmware labels is new. 

It needs time to be used and recognized by the IoT smart home devices consumers. However, 

a sponsor with a powerful reputation would help the adoption and the distribution of this idea 

to reach the Saudi Arabia market soon. This is clear because more than half of the participants 

recommend that this label is managed and created by government authority. This procedure 

will gain the trust of the consumers and make them accept all the presented information on the 

labels. 
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The adoption of IoT smart home technology is increasing around the world. However, 

this adoption will increase if the consumer's fear about this technology is explained and 

reduced. This could be done using the IoT smart home devices' security, privacy, and firmware 

labels. This will also provide honest feedback on any IoT smart home devices for others 

(consumers or manufacturers) to help in protecting the community and to force the 

manufacturers to develop better IoT smart home devices with the most updated security and 

privacy standards without expensive prices to help more people to try this great and powerful 

technology. 

The distributer stores such as BestBuy should educate their salespersons about the 

security and privacy aspects that IoT smart home devices should be equipped with. This would 

also assist in consumers understanding the way that these devices work and the used procedures 

that these devices follow to collect data from their surrounding environment, to warn the 

purchasers if they are not comfortable with these procedures.  

The survey’s results affected the design and the content of the IoT smart home security, 

privacy and firmware labels (summarized and detailed) will be presented for the social data 

analysis, risk management researchers, and label’s design experts for any comments and 

feedback. 

4.3 Social data analysts, risk management researchers, and label design experts: 

This stage of the survey section is created to ensure that the final versions of the IoT smart 

home devices' security, privacy, and firmware labels are complete and ready to be published and 

used. Therefore, Social data analysis, risk management researchers, and label design experts were 

requested to review them to ensure the best outcomes for both labels. Overall, the participants of 

this survey are two label designers, one Risk management, and two data analysts. That concludes 

the sample size of five participants. 

A short online survey was distributed among social data analysts and risk management 

experts through emails and Zoom meetings to get feedback about the content of the final versions 

of the labels. Also, they were requested to evaluate the amount of the information in both labels’ 

different sections to ensure their understandability of them. They found that the information 

provided was enough and grouped them in the right section. Also, they evaluate the importance of 

each section of the labels and the average time to read them, especially the summarized label’s 

security and privacy factor section and final scores section. Moreover, they provided a list of all 

popular types of sensors that are used by IoT smart home devices that are temperature, humidity, 
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pressure, proximity, level, accelerometers, gyroscope, gas, infrared, and optical sensors. The data 

sensor practices section in the detailed label will be edited based on the available sensors that are 

used by the IoT smart home device in the evaluation process. 

 

Moreover, label designers were requested to evaluate the coloring of the label to ensure 

that consumers’ eyes will target the important section (e.g bar graph in the summarized label) first. 

Also, they have changed the shape of the emojis used on the summarized label to be brighter and 

easily recognized. Also, they have added a 3D shape (Pyramid) that presents the IoT smart home 

device’s final score in a clear and informative way by describing the different levels and ranges of 

each score.  
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4.4 The final versions for the IoT smart home devices security, privacy, and firmware 

labels: 

• Final IoT smart home devices security, privacy, and firmware Summarized 

label: 

Figure 32: The IoT smart home security, privacy, and firmware summarized label (final 

version) 
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• Final IoT smart home devices security, privacy, and firmware detailed label:  

Figure 33: The IoT smart home security, privacy, and firmware detailed label (final version) 
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Chapter 5: The Implementation of the IoT smart home devices security, 

privacy, and firmware label  

Here are detailed procedures to create the IoT smart home devices security, privacy, 

and firmware label for a Mini Wi-Fi Smart Plug (DSP-W118) from the D-LINK brand. The 

content of the general information section, technical specification section, and privacy policy 

is collected from the device’s user manual [44], firmware documentation [45], D-LINK privacy 

policy [46], and manufacturer website and customer service [47]. All security and privacy 

factors scores are calculated in the following: 

1. Internet pairing: 

This device requires some network information to be added to provide an internet 

connection to the IoT smart plug. This mini smart plug is providing a local network that is 

designed to give access and control to the device without the internet service, by accessing the 

network with the information provided in a small sticker provided inside the device’s package 

(Figure 34). However, controlling the device if the owner is out of home requires configuring 

the local network information using the combined application and setting the network 

credentials to provide an internet connection to the IoT smart plug. Therefore, this device 

deserves 3 points because of the manual network setup and emoji ( ).  

Figure 34: Local Wi-Fi network credentials 

 

 

Figure 35: Choose the smart home Wi-Fi network and enter the password 

  

         

https://support.dlink.com/resource/PRODUCTS/DSP-W118/REVA/DSP-W118_REVA_DATASHEET_v1.00_US.pdf
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2. Configuration and Authentication: 

This factor is important to ensure the highest security mechanisms for a secure 

installation and customization of the IoT smart home device. It requires some authentication 

and configuration steps that must be accomplished by the owner to use the device. This stage 

requires some account creation, account authentication through email, setting up passwords, 

and downloading a combined application that provides full control on the device. Therefore, 

this device deserves 7 points, and this emoji representation ( ) 

because of the manual authentication and configuration required to use the device. 

• Download mydlink application: 

Figure 36: Install the combined application 

 

• Add the device by scanning a QR code that is printed on the IoT smart home devices 

itself and provided on a special label inside the IoT device’s package. 

Figure 37: Add the device using the QR code inside the box 

 



71 
 

• Create a new account that links to all your D-link IoT smart home devices. 

Figure 38: Create a new account 

 

 

 

• Authenticate the email address through an authentication link sent to the owner’s email 

address: 

Figure 39: Activate the new account 
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• Grant permission to access network and location: 

Figure 40: Access permission request 

 

 

3. Update mode: 

This device is using the Automatic update mode and provides time options that could 

be customized by the owner to download and install it. Therefore, it deserves 3 points, and this 

emoji representation ( ) 

Figure 41: Auto-update mode availability  

 

 

4. Exposed service: 

This IoT smart plug connects to the internet through the local home network. It could 

be accessed and controlled locally using the application or from any place around the world 

using the internet. This device provides one service to be accessed which is switching on or off 

the devices to provide the connected device with electricity. Therefore, the device deserves 2 

points, and this emoji representation ( ). 

Figure 42: All device’s functions 
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5. Firmware Vulnerabilities 

This factor requires the use of CVSS V3.1 calculator to analyze the available vulnerabilities 

in this device. The calculator will provide a risk level that will be used to derive the factor’s 

score. In the following is the description of the available vulnerabilities and their calculations: 

A. Default network credentials: 

This device is providing default network credentials that should be used to have access to 

the network to control the IoT smart home device. This information is provided in a sticker 

inside the device’s package as you can see on figure 34.  

 This vulnerability should be addressed and examined. Here is the calculated risk score 

for it and its CVSS v3.1 vector which details each metric: 

Figure 43: CVSS for default network credentials vulnerability 

 

CVSS v3.1 Vector: 

AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:U/RL:W/RC:X/CR:X/IR:X/AR:X/MAV:A/MAC:L/

MPR:X/MUI:X/MS:X/MC:H/MI:H/MA:H 

As presented in the picture above, the final score for this vulnerability is 7.8, which is in 

(high) risk level. 

B. UPnP can not be disabled:  

This feature is important to protect the device’s local network from accepting any device 

that tries to have connection to the same network. The temporary local network does not 

provide this option and it will be always enabled. it provides no configuration to establish a 

connection. Ports will automatically be forwarded to establish a connection when they receive 

any UPnP request. This vulnerability should be addressed and examined. Here is the calculated 

risk score for it and its CVSS v3.1 vector which detail each metric: 

 

https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:U/RL:W/RC:X/CR:X/IR:X/AR:X/MAV:A/MAC:L/MPR:X/MUI:X/MS:X/MC:H/MI:H/MA:H&version=3.1
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:U/RL:W/RC:X/CR:X/IR:X/AR:X/MAV:A/MAC:L/MPR:X/MUI:X/MS:X/MC:H/MI:H/MA:H&version=3.1
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Figure 44: CVSS for UPnP cannot be disabled vulnerability 

 

CVSS v3.1 Vector: 

AV:N/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:H/E:U/RL:U/RC:X/CR:X/IR:X/AR:X/MAV:A/MAC:H/MP

R:L/MUI:N/MS:C/MC:H/MI:L/MA:L 

As presented in the picture above, the final score for this vulnerability is 6.5 which is in 

(medium) risk level. 

C. MAC address access:  

This device labels the serial number and the MAC address on the device’s package. This 

type of information is vulnerable and should be hidden. As represented in the picture below, it 

is very clear that anybody can see the MAC address (MAC ID ECADE0525C89) and perform 

a deauth attack or intercept your traffic by posing as the network router. 

Figure 45: MAC ID sticker 

 

 This vulnerability should be addressed and examined. Here is the calculated risk score for 

it and its CVSS v3.1 vector which detail each metric: 

 

 

 

https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:H/E:U/RL:U/RC:X/CR:X/IR:X/AR:X/MAV:A/MAC:H/MPR:L/MUI:N/MS:C/MC:H/MI:L/MA:L&version=3.1
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:H/E:U/RL:U/RC:X/CR:X/IR:X/AR:X/MAV:A/MAC:H/MPR:L/MUI:N/MS:C/MC:H/MI:L/MA:L&version=3.1
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Figure 46: CVSS for MAC address access vulnerability 

 

CVSS v3.1 Vector: 

AV:L/AC:H/PR:H/UI:N/S:C/C:L/I:L/A:N/E:X/RL:W/RC:U/CR:X/IR:X/AR:X/MAV:L/MAC:H/MP

R:H/MUI:N/MS:C/MC:L/MI:L/MA:N 

Therefore, the device has 1 high-level vulnerability which deserves 6 points, 1 medium 

vulnerability which deserves 6 points, and 1 low vulnerability which deserves 6 points. The total 

score for this factor is 18 points and the emoji representation is ( ) 

6.  Protocols: 

The device is providing a local Wi-Fi network that could be accessed using the network 

credentials on the sticker found inside the device’s package as presented in Figure 34. After 

connecting with the device using this local network, the device uses UPnP (Universal Plug and 

Play) to allow the user to find the IoT device and add it to his smart home devices list on mydlink 

application. However, there is no way to disable the UPnP feature. In addition, this device is using 

a 3rd party DNS that is provided by the vendor to be identified and controlled by the combined 

application or smart home assistance such as Alexa. 

Figure 47: Local device’s network access 

 

https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:L/AC:H/PR:H/UI:N/S:C/C:L/I:L/A:N/E:X/RL:W/RC:U/CR:X/IR:X/AR:X/MAV:L/MAC:H/MPR:H/MUI:N/MS:C/MC:L/MI:L/MA:N&version=3.1
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:L/AC:H/PR:H/UI:N/S:C/C:L/I:L/A:N/E:X/RL:W/RC:U/CR:X/IR:X/AR:X/MAV:L/MAC:H/MPR:H/MUI:N/MS:C/MC:L/MI:L/MA:N&version=3.1
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Moreover, this device is using Wi-Fi Protected Access WPA/WPA2 security standards 

that protect wireless networks. This is found in the user manual document. This technology 

supports powerful encryption and authentication. The WPA2 is using AES encryption, 

dynamic session keys, automatic distribution availability, and using 802.1x & EAP (advanced 

encryption standards) for authentication procedures [50].  Furthermore, the device is using 

“IEEE 802.11n/g” standards, it's usually called Wi-Fi 4. It was developed in 2009 to improve 

the speed, reliability and extend the range of the wireless transmission. This standard is using 

MIMO (Multiple-Input Multiple-Output) technology for the first time. This technology helps 

in receiving more data for faster data transmission. This standard uses 2.4 GHz and 5GHz radio 

frequencies to be compatible with 802.11/g devices such as this one. It supports a bandwidth 

speed of up to 600Mbps with a theoretical range of 230 ft indoors. Besides, this device is using 

HTTPS (Hypertext transfer protocol) protocol as presented in the installation procedures Figure 

48 below. 

Figure 48: HTTPS protocol availability  

 

By analyzing this factor, this device is using the following protocols: IEEE 802.11n/g, UPnP, 

WPA/WPA2, and HTTPS, 3rd party DNS. This protocol factor has a total point of 8 and deserves this 

emoji representation ( ). 
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7. Network encryption: 

This device does not transmit data directly to the cloud. It uses its combined application to 

send it. On the other hand, this device is accessed and controlled by the application that is accessed 

by username and password that are linked with the device. This application is using secure sockets 

layer (SSL), Transport layer security (TLS), Hypertext Transfer Protocol Secure (HTTPS), File 

transfer protocol (FTP), Wi-Fi Protected Access WPA/WPA2, and UDP to transfer and encrypt the 

data transmission between the device and the application and between the device and the cloud 

directly or through the smart home network router. Therefore, this device's data transmissions are 

fully encrypted and get 9 points and deserve this emoji representation ( ). 

  

After analyzing the security and privacy factors of this IoT smart home device, here are the 

final scores: 

Table 23: Final scores calculations  

Factor Score 

Internet pairing 3 

Configuration and 

Authentication 

7 

Update mode 3 

Exposed service 2 

Firmware Vulnerabilities 18 

Protocols 8 

Network encryption 9 

 

The final IoT smart home device’s score is calculated as following:  

Total security and privacy factors score: 50/57 = 0.87. Finally, the grade assignments are the following: 

0.87 => 87% gets a “B” 
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The final IoT smart home devices’ security, privacy, and firmware labels are as follows: 

A. The IoT security, privacy, and firmware summarized label: 

Figure 49: The IoT smart home security, privacy, and firmware summarized label 

(smart plug). 
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B. The IoT security, privacy, and firmware detailed label: 

Figure 50: The IoT smart home security, privacy, and firmware detailed label 

(smart plug) 
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C. The summarized label represented on the Mini Wi-Fi Smart Plug (DSP-W118): 

Figure 51: The IoT smart home security, privacy, and firmware summarized label on the 

package. 
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Chapter 6: Conclusion and Future Work 

6.1 Conclusion 

IoT smart home devices’ security and privacy characteristics are different and hard to be 

determined, especially when the consumers are not familiar with this powerful technology that collects 

personal information about the owners. In this study, an IoT smart home device’s security, privacy, and 

firmware labeling system is designed to provide detailed security, privacy, and firmware information 

about any IoT smart home device in the Saudi Arabian market. Also, it helps compare different factors 

between the target options to conclude better and more knowledgeable purchase decisions. Moreover, 

this labeling system would increase the regular IoT smart home device’s consumer’s security and 

privacy awareness and encouraged them to educate themselves about such new and sensitive 

technologies. 

The proposed label consists of three phases in sequence, which are information collection, the 

scoring system, and the survey. The information collection phase presents the security, privacy, and 

firmware factor’s information along with the procedures to collect them manually or technically 

(Firmware analysis). The second phase is the scoring system which represents the scoring value or 

weight for each factor that is going to be represented in the final version of the label. The third phase 

is the survey which is about collecting field information that would help in creating the content, design, 

and layout of the final version of the labeling system. This would provide confident decisions to 

increase the quality of the label outcomes. 

6.2 Future Work 

Creating security and privacy labels for IoT smart home devices is still challenging, and there 

is much work to be done. In this dissertation, the tools that were used to analyze the IoT smart home 

device’s firmware were useful and powerful on two devices out of three, there is a need for a new 

testing bed to access the firmware and explore it for any vulnerabilities. This could be done by adopting 

the Fuzzing technology. In addition, government adoption of the IoT smart home device’s security, 

privacy, and firmware labeling system would encourage the IoT smart home device manufacturers to 

post it on their product’s packaging. This would make it used by different types of IoT smart home 

devices consumers in the Saudi Arabian Market. Moreover, there is a need for security and privacy 

standards that all IoT smart home devices manufacturers should implement in their products. 

Researching this area would maintain the highest level of security and privacy for homeowners along 

with higher adoption of such technology. Additionally, identical versions of the IoT smart home 

device’s security, privacy, and firmware labels could be designed for people with visual impairment, 

and this version could be an audio version or use the Braille language. Moreover, a YouTube channel 
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could be created to go through the evaluation of the IoT smart home devices and the procedures of 

creating the labels would be useful because a large number of second survey participants (IoT smart 

home devices regular consumers) declared that they watch YouTube videos to know more about their 

target IoT smart home devices. Reviewing the security and privacy features of the IoT smart home 

devices will help the consumers in their safer purchases. 
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4 Appendices 

5  

6 Appendix A 

 

Here are all the tools, steps, and commands that have been used to discover and analyze 

the Firmware.  

1. Download the last firmware version of the DCS-932L IoT smart camera from 

(legacyfiles.us.dlink.com - /DCS-932L/REVA/FIRMWARE/) on the Kali Linux. 

2. The firmware folder name is (DCS-932L_REVA_FIRMWARE_1.14.04.ZIP) needs to be 

“unziped” to work on the firmware file only. The “File” command shows that there is data in 

the extracted file. 

 

3. The “strings” command shows some of the important information about the extracted 

firmware such as u-boot 1.1.3. (universal bootloader) 

 
4. Now, let us Binwalk the firmware to explore more information. This tool finds the location of 

the files to provide some access to them. 

http://legacyfiles.us.dlink.com/DCS-932L/REVA/FIRMWARE/
http://legacyfiles.us.dlink.com/DCS-932L/REVA/FIRMWARE/DCS-932L_REVA_FIRMWARE_1.14.04.ZIP
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The image uses U-Boot as the bootloader by tracing the uImage file which is a Linux Kernel type 

(image header at address 327680 0x50000  and compressed bootloader image at address 327744 

0x50040). Based on the uImage header at address 327680  0x50000, we know the CPU architecture is 

MIPS. This firmware is using a compression type of “lzma” archive. 

5. Crave it for more exploring directories and files using “dd” command. Then use “file” 

command to check the results. 

 

 

6. Use Binwalk again on the craved kernel. 
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This firmware is using an old version (Linux kernel versions 2.6.21). however, the product 

itself is younger than the version used in it! Here are some statistics about it from [32]: 

 
7. We can look for (CPIO) files that contain important information about the file system. Most 

manufacturers store this data here. So, using “dd” and “lzma” commands would help in finding 

the CPIO. It is going to be a big filesystem. Therefore, creating a directory to store everything 

in is highly encouraged. Using the “—no-absolute-filenames” command would avoid any 

overwriting on the workstation. 

 

 
 

 
8. Now, we have access to all directories in the firmware filesystem. This would help in 

exploring all the directories and looking for vulnerabilities. Here are the vulnerability 

findings: 

 

• Let us take a look at web application vulnerabilities: 

 
 

 

 

 

 

 



89 
 

• account.htm file shows how to create a new account. It is clear that the user password 

max length is “8” and the username max length is “12”. All user credentials are 

encrypted. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



90 
 

• Upgrade.htm file shows that this device is following a push mode update in which a 

manufacturer's server sends a notification to the devices and require users to accept the 

new update installation. 
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• Here are some network Username and Passwords default credentials and DHCP IP 

addresses: 

 
 

 

 

 

 

• Here is some default configuration information, all “.sh” files are human-readable: 
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• Here is the FTP setup file: 

 

• Detecting the entropy of a given firmware image. This can help you identify whether 

a firmware image is compressed or encrypted. To perform entropy analysis, 

run Binwalk with the -E flag followed by the firmware name as shown in the following 

screenshot: 

 

The large variations prove that this firmware image is having some encryption. 
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➢ Using Firmwalker on the filesystem that is curved already using Binwalk tool: 

This tool shows that there are some emails, IP addresses, password locations, configuration files, etc. 

all these files and directories are vulnerable and could cause serious damage if explored. 
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Appendix B 

 

Here are all the tools, steps, and commands that have been used to discover and analyze 

the Firmware. 

1. Download the last firmware version of the Wyze cam v3 IoT smart camera (Webcam 

Firmware Instructions – Wyze (zendesk.com)) on the Kali Linux. 

2. After Binwalk the firmware (demo.bin). Here are the findings: 

 
 

 

The image uses U-Boot as the bootloader by tracing the uImage file which is a Linux Kernel type 

(image header at address 64 0x40  and compressed bootloader image at address 128 0x80). Based on 

the uImage header at address 64 0x40  , we know the CPU architecture is MIPS. This firmware is using 

a compression type of “lzma” archive. This firmware is using “kernel Linux3.10.1” which has a high 

rate of DoS vulnerabilities. By executing the Binwalk (-t -vv -e) command, we can locate the file system 

(Squashfs) extracted in the main directory as shown below: 

https://wyzelabs.zendesk.com/hc/en-us/articles/360041605111-Webcam-Firmware-Instructions
https://wyzelabs.zendesk.com/hc/en-us/articles/360041605111-Webcam-Firmware-Instructions
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3. Here are all the findings in the “squashfs-root” file system: 

 

 

• Here is some information about cryptography: 

 
shows some cipher information! 
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• Here are some configuration files: 
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• Here is a network port 80 configuration, Server name and address are available. 

 

• Here is some information about wireless Pre-shared Key (PSK). 
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• Here is the UDHCP configuration file with IP addresses. 
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• Here is the entropy result that shows that there this firmware image is having some 

encryption. 
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➢ Using Firmwalker on the filesystem that already curved using Binwalk tool: 

This tool shows that there are some emails, IP addresses, Keys, password locations, configuration 

files, etc. all these files and directories are vulnerable and could cause serious damage if explored. 
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Appendix C 

This survey has three main sections that focus on supporting the main goals that are 

described in advance. Here are the sections and questions about IoT smart home devices 

security, privacy, and firmware label survey for experts: 

Please go through below definition of smart home devices and the labels I have created 

so far carefully, before answering the rest of the questions. The definition of an " IoT smart 

home device” is any single-purpose internet-connected device that is designed for a home or a 

hub, like a device that is designed to connect and control more than one single-purpose device. 

There are different types of it, along with different functions that it provides such as security 

cameras, smart thermostats, Google and Amazon assistants, smart lights, and so on. 

 

    

 

References:   

Text: [14] N. Apthorpe, D. Reisman, and N. Feamster, "A smart home is no castle: privacy 

vulnerabilities of encrypted IoT traffic", Computer Science Dept. Princeton University, pp. 1-

6, 2017.   

Picture: https://www.mhealthtalk.com/smart-home-technologies-mature-homeowners/     

 

 

 I am designing two IoT smart home device labels that cover the most critical security 

and privacy aspects.    
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    Firstly, the summarized label will be presented on the device's packaging (box) to 

help consumers to know more about it and to make better purchase decisions. Here are my 

two designs for the summarized label so far.     

    Summarized Label design A:    
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 Summarized Label design B: 

    

    

Secondly, the detailed label presents in detail all security, privacy, firmware features 

information that consumers might need when looking for certain details. This could be bigger 

and has more written details rather than numbering or graphical information. This label 

would be accessed by scanning the QR code on the summarized label.     
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Here is my design for the detailed label so far. 
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Section 1: Label's content and sections questions 

Q1. In the general information section of all label designs, I have included 4 default categories: 

Name, Warranty Lifetime, Firmware version, and Firmware update lifetime. Please choose 4 

additional categories to include based on your expertise: 

• IoT device's Brand and Model number, such as Philips, Model RT57   

• IoT device's version, such as the 4th or the 5th version  

• Storage Type (Internal or cloud), such as SD card or google drive   

• Operating system compatibility, such as Android or iOS    

• Available sensors, such as cameras, microphones   

• Privacy policy; provides a link to the device's manufacturer document about the privacy 

policy   

• Virtual assistance (Alexa, Siri, Bixby)  

• Types of the collected data (MP4, MP3)   

• Other: ____________________________________________ 

  

Q2. For the detailed label's technical specification section, do you prefer to know about any of the 

followings? 

• Power options and consumption, such as any built-in rechargeable battery or DC power 

supply  

• Any awarded prizes or certificates by this Model, such as Amazon Web Services for best 

consumer IoT Solution 

• Provide supportive combined applications, such as Samsung home or Brilliant  

• Network Port availability (RJ-45)  

• Other: ____________________________________________ 
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    Section 2: Security and Privacy Factors questions 

Here are the security and privacy factors with descriptions in the proposed detailed label 

design: 
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Q3. Which security and privacy factors do you prefer to see on the IoT smart home device’s label, to 

assist consumers to make better purchase decisions? Pick the best 5 useful and understandable factors 

based on your expertise. 

• Internet Pairing 

• Configuration and Authentication  

• Update Mode  

• Exposed Service  

• Firmware Vulnerabilities  

• Protocols  

• Network Encryption  

Q3.1 Do you have any security or privacy factor that you want to add to the IoT smart home device's 

label that I may have missed? ________________________________ 
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Section 3: Labels designing and formatting questions 

Here are the security and privacy factor's score representations, using a scale of 5 levels: 

 

A. Emoji representation:   

      

B. Numbers representation:   
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C. Letters Representation: 

    

Q4. Which representation do you prefer for describing the factor's score? 

o Emoji representation  

o Numbers representation 

o Letters representation  
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Here are different representations for the final score for IoT smart home device's security and privacy 

factors:   

 A. The Big numbers (5 is the best score).   

 

  

 

B. The colorful Bar graph.   
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C. The big letters (A is the best score).   

 

 

Q5 which representation do you prefer for the final security and privacy score? 

• Design A, the big numbers 

• Design B, the colorful Bar graph  

• Design C, the big letters 
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Appendix D 

This survey has three main sections that focus on supporting the main goals that are described in 

advance. It has two identical version with Arabic and English languages to reach larger segment 

participants. Here is all sections and questions of IoT smart home devices security, privacy, and 

firmware label survey for regular consumers: 

SECTION 1 Security and Privacy Awareness Check 

This section will give me an overview of your computer and technical security and privacy 

background. Additionally, the collected data will emphasize the content and the design of the IoT 

smart home devices label. 

Q1. How familiar are you with computer security and privacy issues? 

• Not familiar at all    

• Slightly familiar   

• Moderately familiar  

• Very familiar  

• Extremely familiar 

Q2. How often do you change your passwords? 

• Weekly  

• Monthly    

• Yearly   

• I do not change it until it has its expired   
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Q4. How often do you check for device's software updates? 

• Very often  (1)  

• Sometimes  (2)  

• Never  (3)  

• I rely on automatic updates  (4)           

Section 2 IoT smart home devices labels 

  Please go through below definition of smart home devices and the labels I have created so far 

carefully, before answering the rest of the questions.  

 The definition of an " IoT smart home device” is any single-purpose internet-connected device 

that is designed for a home or a hub, like a device that is designed to connect and control more than 

one single-purpose device. There are different types of devices, along with different functions that 

they provide such as security cameras, smart thermostats, Google and Amazon assistants, smart 

lights, and so on. 

 

References: 

N. Apthorpe, D. Reisman, and N. Feamster, "A smart home is no castle: privacy vulnerabilities of 
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encrypted iot traffic", Computer Science Dept. Princeton University, pp. 1-6, 2017. Picture: 

https://www.mhealthtalk.com/smart-home-technologies-mature-homeowners/ 

 I am designing two IoT smart home device labels that cover the most critical security and 

privacy aspects    

Firstly, the "summarized label" will be presented on the device's packaging (box) to help 

consumers learn more about the device quickly and to make better purchasing decisions.      

       Summarized Label design:    

      

   Secondly, the "detailed label" will present detailed information on all security, privacy, 

firmware features that consumers might need when looking for certain details. This label would 

be bigger and has more written details rather than numbering or graphical information. This label 

would be accessed by scanning the QR code on the summarized label.   
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Detailed Label design:   
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Q5. In the summarized label, which section do you think would help you the most in purchasing 

decision? 

• General information section   

• The Factors score table   

• The final score bar graph   

Q6. Based on the information provided by the summarized label, if all security, privacy and firmware 

features about an IoT smart home device matches what you need, would you still look for the detailed 

label or would you directly make a purchasing decision instead? 

• I will make a final purchasing decision without looking for the detailed label   

• I will look for the detailed label to make a better purchasing decision  

Q7. There are four sections in the detailed label. Which section are you going to look for the most in 

this label? 

• Security, Privacy and Firmware factor scoring table   

• Data sensor Practices section   

• Technical specifications section   

• Privacy policy section  

Q8. When purchasing an IoT smart home device, will you look for the product’s detailed label? 

• Definitely not    

• Probably not    

• Might or might not    

• Probably yes   

• Definitely yes    
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Q9. Will you trust a IoT smart home devices label if it was created by: (Select all that apply) 

• A government authority such as SASO    

• A technical or computer devices distribution companies such as best buy, Extra, Jarir, 

Walmart  

• An IoT smart home devices manufacturers   

• Other:  ________________________________________________ 

Q10. If you own a smart doorbell that is equipped with a camera and microphone sensors, how often 

do you think these sensors would sense or collect information? 

• Always sense or collect information   

• Sense only when someone is present   

• Sense only when I press a button   

• Not sure how the device works    

 

Q11 If you see that an IoT smart home device has a full score on its security, privacy and firmware 

attributes, how confident would you be in your purchasing decision? 

• Not At All Confident   

• Somewhat Confident 

• Very Confident   

 

SECTION 3 IoT smart home devices purchase decisions 

 

Q12 What IoT smart home devices are you willing to buy?  (Select all that apply) 

• Security camera   

• Smart TV.   

• Smart light or bulb.   
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• Smart Thermostats   

• Smart doorbell   

• Other:  ________________________________________________ 

 

Q13 What privacy, security, or firmware issues are you most afraid of when purchasing an IoT smart 

home device? 

Selling my personal information to other companies   

Breach of personal information to be used for blackmail  

Recording video or audio without consent 

Other:  ________________________________________________ 

 

Q14 How do you typically research for IoT smart home devices that you purchase? 

• I read the information presented on the package.   

• I ask the salesperson at the store.   

• I watch a YouTube review about the product.   

• I read the device's user manual.   

• Other:   ________________________________________________ 

Q15 Please order the factors that you usually consider when purchasing IoT smart home devices? 

(1st factor is the highest priority in the list)  

______ Price  

______ Warranty  

______ Software update lifetime. 

______ Brand name  

______ Easy installation  

______ advertisements on social media or TV  
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Q16 If the device that you are about to purchase is in the right budget range and comes from a 

well-known manufacturer, but it does not have trustworthy security and privacy characteristics, 

will you still purchase this IoT smart device? 

• Definitely not   

• Probably not   

• Might or might not   

• Probably yes  

• Definitely yes    

 

 

 

 

 

 

 

 

 

 


