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Opinion

They Stormed the Capitol. Their

Apps Tracked Them.

Times Opinion was able to identify individuals from a trove of
leaked smartphone location data.
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Design Goals

Any privacy-preserving location sharing platform
should allow a user to:

\& Obfuscate their location

qa Encrypt their location

4 Share their location




Obfuscation

0 50 100m 0 100 m 0 2 4km
A sample of common geomasking techniques
S PLEATIAL



Encryption

Plain-text input Cipher-text Plain-text output

“ The agile white “ akjshffdkg,najf!@%&d “ The agile white

cat jumps over the Ifa fapuw S;lkssdHfjsd% cat jumps over the
sleeping dog ” figznxvsjdfjFD sleeping dog ”

Lem-2t L J

Same key

Figure: Transcend (2022) https://us.transcend-info.com/embedded/technology/aes-encryption



Sharing

My current (encrypted) location:

U2FsdGVkX1/P5/51xQpgG7MmsIBIJI0/p34dLBuQsi9v7ilJIDnM+e
D4k9x10Mj9Cp4Xgdl+15EajGurX5IJ3wAyi5fMMoEMVz ) fHYYUAX3
1U0T7XGp9Sud3EUIJKkJIRIPMGPQ] 7dOVCLabKOB3RbPISMhNPg4NA
P7S/Nhi6/Bb4wPYico045kccl8hYkHVUOMNpDFQONHAKOG+9CTr0E]
CayWyYdEGW5DURfgdaw0x30£ZqrRrGpkFFF3Uej5GO5XSAQ] 9Pt Jh
ToxKkmJIMWWhXgV6gQ5X8QVdwgQdr1mxDB9sWaeC31iL64YSJDU2c+
e2JGFkUOWQWJIzZsvVXiiByoLCnm3VteleTa8+s5hff/8/S10Wce]9
1iDG7ATEUsYHoS8

Publicly share the encrypted information







Location Views
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AADD LOCATION VIEW

NEAREST PROVINCE/STATE

n
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Leafiet | Ope Map | CARTO
ADD LOCATION VIEW
[ Select A View v

Select A View

Geographic coordinates

Randomized point within 1km/100m donut buffer of location
fius random circle that contains location

200m radius random circle that contains location

10km radius random circle that contains location
Nearest city
Nearest province/State

Nearest country

X (] or

1KM RADIUS RANDOM CIRCLE THAT CONTAINS LOCATION

O
X (C] or
GEOGRAPHIC COORDINATES
pensirectiap | CART
X ® or

PUBLISH ENCRYPTED LOCATION




Location Views
Keys

View Key ®

Share the key below with whomever you would like. They will
need this key to unlock your location at the resolution that you
have specified. You can accept the provided key, regenerate the
key, or enter your own. Note: The shorter the key, the less
secure.

Chewbacca

Make public (no key required)

REGENERATE

SAVE

<No Key>

Chewbacca

Skywalker

AAN
]

NEAREST PROVINCE/STATE

1KM RADIUS RANDOM CIRCLE THAT CONTAINS LOCATION

GEOGRAPHIC COORDINATES

(]

PUBLISH ENCRYPTED LOCATION

OpenStrestiap | CARTO

et | OpenStrestMap | CARTO

enStrestiap | CARTO




Location Views

Time

NEAREST PROVINCE/STATE

Temporal Obfuscation X

Sat Jan 08 2022 21:17:43 GMT-0500 (Eastern Standard Time) -
Sat Jan 08 2022 23:17:43 GMT-0500 (Eastern Standard Time)

st | OpenStrestiap | CARTO

O Exact

O Hour

© Buffer by one hour
O pay

O Month

O Year
O Hide Time

1KM RADIUS RANDOM CIRCLE THAT CONTAINS LOCATION

st | OpenStrestMap | CARTO

X (€] or
SAVE

GEOGRAPHIC COORDINATES

enStrestiap | CARTO

X ] or

PUBLISH ENCRYPTED LOCATION




Location Views | |
PUblISh 1227 © A100% M

Published X

Published X

Your encrypted location has been published to the

URL below. Remember to share any view keys if

Your encrypted location has been published to the URL below. z
appropriate. By default the URL loads an HTML page.

Remember to share any view keys if appropriate. By default the ;
Further views of your data can be accessed by

URL loads an HTML page. Further views of your data can be
accessed by appending or

appending or




Location Views

Publish

Single use

Published X

Your encrypted location has been published to the URL below.
Remember to share any view keys if appropriate. By default the
URL loads an HTML page. Further views of your data can be
accessed by appending or

12:27@ 1 100% W

Published X

Your encrypted location has been published to the
URL below. Remember to share any view keys if
appropriate. By default the URL loads an HTML page.
Further views of your data can be accessed by
appending or

Signed in



Name: Quebec, CA, Canada

Spatial Mask: Closest Province/State
Time: No time provided.

Temporal Mask: Hidden

UNLOCK LOCATION




PRIVYTO

PRIVYTO

vy 10

Name
Quebec, CA, Canada
| Spatial Mask
Closest Province/State

Time

Temporal Mask
| Hidden

- Leafiet | OpenStreetMap | CARTO

UNLOCK LOCATION

Name

PrivyTo Geomasked Circle

Spatial Mask

1000 metre circle containing location

Time

Tue Jan 11 2022 22:13:52 GMT-0500
| (Eastern Standard Time) - Wed Jan
] 12 2022 00:13:52 GMT-0500
| (Eastemn Standard Time)
| Temporal Mask
§  Random two hour window that
includes exact time

Smpr—

Leaflet | OpenStreetMap | CARTO

Chewbacca

UNLOCK LOCATION

ROSEMONT-LA

Name
Current geographic coordinates

Spatial Mask
Geographic coordinates returned
through geolocation AP|

Time
Tue Jan 11 2022 23:09:23 GMT-0500
(Eastern Standard Time)

Temporal Mask
No Mask

Leaflet | OpenStreetMap | CARTO

Skywalker

UNLOCK LOCATION

Public

AAN
(] ]

A\ /4

Friend / Colleague




Location Views

https://privyto.me/u/grantdmckenzie/json

"data": [
"{\"type\":\"Feature\",\"bbox\":[-79.765614,44.99803,-57.100331,62.593817],\"properties\":{\"method\":\"Closest Province/

AAN State\",\"name\":\"Quebec, CA, Canada\",\"time\":{\"mask\":\"Hidden\",\"value\":\"\"}},\"geometry\":{\"type\":\
amn Polygon\",\"coordinates\":[[[-79.765614,44.99803],[-57.100331,44.99803],[-57.100331,62.593817],[-79.765614,62.593817]
WY | (.79.765614,44.99803]11}}",

"U2FsdGVkX19u/VUcNfgWNd fCxo+03WEjAHIBFZKzYrit+VjpEUHbnyCD/gB+Yjq@T0SaYsh3WNLZs/YT1x5N7g/Sskmi870yjwddHQ/K/
X5M+rbv5JopUY/9thWeOGtXN4zcnuysgIl/b+rdXJIf7rfvhQayL1FgMQgOu+2uc7FQlgjvbthLdTLnd+/VWr6JyXi/
OUJIh8LpTZtbTTN+BhKyzDNFrgp6aqseGfjnGYQli2vUeM+01i60+PVZs/ZwE11lE/3/kZ+IpwldVgeP5fXaFXwIJRK5/pvV45H/x1MPvo41TRys9fKFdzqz

@ @ nkTm7pUrgjtUlLzs49B8wFlrzeTrlxXsupkeMtHsQ8tzHFThmwLTygglLgMGvAbmwlvdWlosr2s3]fcJPU31IWT71C3GGIORXjK1iVg8HVHsKghdo2hUWLuaMQf

GSEGANbStXTAzxfz+LtfBaf5nVU9yAGATRaHGCc426wS5yIIxqQ+2Mh4anvQTVZQtUgHw6d1l0ewY jNadPdftfL7MILbLXxY323qf2TwN4jelIFWFGgPstS

' ' DBRmkoPMmcjU9ihbEFIbbc3WW6ZIr9oxeWg3vq8ViU22RRTE1ZSUES3+huPTz/
saXiQKMYFCT3RmDtxnukcyrON7mEPOqyyIseHmMtMUtsmeZixqgXottguMiWu24nIbp+M6S rxA7GbRKE2Vu6sd4EOM7tZhh10tX5eJk/
FLQEKOj t5QW4rIJKm7td/BywCTj4sdal0XjMzdiovPau0Z7AeGX+yapg/tOAXN850PwZ52MggtbIMcX/
d+PYTIruZSMnEzy0213+Tyb7565k1HBvkCe35T1ijzNH3d1EriaZVNn7QivH9kV3IftwqBv5BWIHbf11jvuM640C1A3L1AT2S/2NM55WU",
P "U2FsdGVkX1+SwYh2P1d/cYHRIKPGKONNhGclqImO@gilExPH24SHEQ2yuz7+0sSS3bkNpcWn2a5] fmxcrjwuid9IUKf3SzAnJ1InCdfluul/8GNVLPH2jsDtJ4
om 0VIHRqsMRqoQugLObFjQYEHZOxXwNE49QpVdWn7yp6u01J8Yn1XxmMddcMeAbhUYeX7Nw4aD1z/
opQXZSyjwOGRpHbBn789IN3F3rZdoQXksvGOE6GXNE1GXKFF rmFRzYA7 fyxZz3BSjUgc9EUCM/ZAagMGuUNSMmNVmIb3RileUbcf6Y7ggwh6DUeF56ZVBa
"’ +Kinw56ujewvKye65gyN/78fygX7J164pYyNm8yhkrTeYMd71CoDspsDdzgIsHyglL+cfCUjM7H2nEscIdq90jIe7UjKIUvFpzSBD15wUiOkKedafWgnXAldFvi
]

UxDGsellLL9A6/GxGr/I9XD1vzzX9zQESsJzxg=="

"meta": {
"code": 200,
"response": "Success."
}
M PLATIA



Location Views

https://privyto.me/u/grantdmckenzie/qr

AAAAA



How

e Obfuscation and encryption all happen on your device
e Only encrypted location views are published to the server
o PHP
o PostGreSQL
e Leverage existing Javascript frameworks
o Crypto-js (encryption)
o Turfjs (obfuscation)
o Leaflet (mapping)
o jQuery mobile (object manipulation library)

OS2 PLATIAL
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Next steps

e Native applications (via React-native vs. Flutter)

P

e Additional geomasking techniques (e.g., POl and check-ins)

e Android OS integration

AR

e Decentralized storage (distributed ledger)

08 PLATIAL

AAAAAAAA



PRIVYTO still exposes your location to a third party.
Who? How?

AAAAA



Map tile server
(currently CARTO)

1|||



privyto.me
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ADD LOCATION VIEW

‘ Select A View

Select A View

Geographic coordinates

Randomized point within 1km/100m donut buffer of location

i ntains location

200m radius random circle that contains location
10km radius random circle that contains location
Nearest city

Nearest province/State

Nearest country

PUBLISH ENCRYPTED LOCATION

R RISVYTRG

MONTREAL

Leaflet | O

reetMap | CARTO

ADD LOCATION VIEW

NEAREST PROVINCE/STATE

Leafiet | OpenStreet

C]

or

RANDOMIZED POINT WITHIN 1KM/100M DONUT BUFFER OF

LOCATION

Leafiet | Ope

PUBLISH ENCRYPTED LOCATION

View Key X

Share the key below with whomever you would like. They will
need this key to unlock your location at the resolution that you
have specified. You can accept the provided key, regenerate the
key, or enter your own. Note: The shorter the key, the less
secure.

Make public (no key required)

REGENERATE

Temporal Obfuscation

X

Sat Jan 08 2022 21:17:43 GMT-0500 (Eastern Standard Time) -
Sat Jan 08 2022 23:17:43 GMT-0500 (Eastern Standard Time)

O Exact

O Hour

© Buffer by one hour
Ovay

O Month

O Year

O Hide Time

Published X

Your encrypted location has been published to the URL below.
Remember to share any view keys if appropriate. By default the
URL loads an HTML page. Further views of your data can be
accessed by appending or







