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A platform for location sharing and geoprivacy preservation
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Design Goals
Any privacy-preserving location sharing platform 
should allow a user to:

Obfuscate their location

Encrypt their location

Share their location



Obfuscation 

A sample of common geomasking techniques



Encryption

Figure: Transcend (2022) https://us.transcend-info.com/embedded/technology/aes-encryption



Sharing

Publicly share the encrypted information

My current (encrypted) location:

U2FsdGVkX1/P5/5ixQpgG7MmsjBIJI0/p34dLBuQsi9v7ilJDnM+e
D4k9x10Mj9Cp4Xgdl+l5EajGurX5IJ3wAyi5fMMoEMVzjfHYYUAX3
lU0T7XGp9Sud3EUJKkJJR9pMGpQj7dOVCLabKQB3RbP9SmhNPq4NA
P7S/Nhi6/Bb4wPYicoO45kccl8hYkHVUOmnpDFQnH4KoG+9CTr0Ej
CqyWyYdEGW5DURfgdaw0x30fZqrRrGpkFFF3Uej5GO5XSAQj9PtJh
ToxKkmJJMWWhXqV6gQ5X8QVdwgQdr1mxDB9sWaeC3iL64YSJDU2c+
e2JGFkU0wQWJzZsvVXiiByoLCnm3VteleTa8+s5hff/8/Sl0Wcej9
iDG7ATEUsYHo8
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Location Views 
https://privyto.me/u/grantdmckenzie/json



Location Views 
https://privyto.me/u/grantdmckenzie/qr



How
● Obfuscation and encryption all happen on your device

● Only encrypted location views are published to the server

○ PHP

○ PostGreSQL

● Leverage existing Javascript frameworks

○ Crypto-js (encryption)

○ Turfjs (obfuscation)

○ Leaflet (mapping)

○ jQuery mobile (object manipulation library)



Next steps
● Native applications (via React-native vs. Flutter)

● Additional geomasking techniques (e.g., POI and check-ins)

● Android OS integration

● Decentralized storage (distributed ledger)



PRIVYTO still exposes your location to a third party.
Who? How?



Map tile server
(currently CARTO)



privyto.me
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