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Wariness grounded in understanding
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A. Geoprivacy Forecast (2002)

B. Surprises in Location Collection

C. Approaches to Engagement

Overview



DigitalGlobe Quirkbird 61 cm b/w 

2001

SPOT Image 10-meter

Corona’s most advanced successors  

3 inches

Satellites



Dow Chemical Company v. United 

States (1986)

EPA hired aerial survey firms to 

inspect plant for violations of Clean 

Air Act

No reasonable expectation of 

privacy in open field between 

structures

Open Fields Doctrine



“If you think the federal government 

is Big Brother, guess again. p. 151

Marketers thirsting for finer details

Acxiom

Doubleclick

Data Warehouses



If you don’t see the danger, think 

integration…the imminent ease of linking a 

large number of databases rapidly and 

reliably…

p. 2
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Used by Pima County, AZ Sheriff’s 

department to scan for drugs

Characterized as not necessary to 

investigations

UAVs



Hinge on accuracy

Problem of misidentification

Cost-effective for airports

Facial Recognition



Recent removal of Selective 

Availability

Digital fencing/leash

LBS industry eager to sell location 

at high resolution

GPS/LBS



Current Location 

Collection



EVENT SURVEILLANCE

https://www.nytimes.com/interactive/2019/12/21/opinion/location-data-democracy-protests.html

Charlie Warzel and Stuart A. Thompson. 2019. How Your Phone Betrays Democracy. The New York 
Times. Satellite Imagery: Microsoft & DigitalGlobe



https://www.eff.org/pages/cell-site-simulatorsimsi-catchers

Stingrays







SafeGraph



Monmonier’s recommendation

Dread of data vendors

Opt-In Requirements



the r ight  of  indiv iduals  to determine 

the extent  to which their  locat ion is  

shared with others

…..………………………………………..

…..………………………………………..

Duckham and Kulik 2006; Elwood and Leszczynski 2011; Kar, Crowsey, and Zale 2012

Geoprivacy



https://oag.ca.gov/privacy/ccpa









• Income Modeled

• Income Producing Assets

• Income Ratio

• Liquid Assets

• Net Worth Household

• Charitable Contributions

• Discretionary Spending

• Education

• Voter Status

• Children

• Marital Status



Google



Professional Ethics

Avoiding restrictive legislation



URISA GIS Code of Ethics

https://www.urisa.org/about-us/gis-code-of-ethics/



https://ethicalgeo.org/locus-charter/



Scare Tactics







Privacy and mapping are two words that 

rarely share the same sentence. After all, 

what do most of us have to hide that anyone 

would want to map?



…..………………………………………..

…..………………………………………..

the practice of obscuring one’s personal location 

data

Seidl, Jankowski, Clarke, & Nara (2020)

Personal Location Masking





Lowered address 

precision
Provided incorrect 

address

Moved map pin 

away from home

This material is based upon work supported by the National Science Foundation under 

Grant No.1657610.

Seidl, Jankowski, Clarke & Nara (2020) Please Enter Your Home Location: Geoprivacy Attitudes 

and Personal Location Masking Strategies of Internet Users, Annals of the American 

Association of Geographers, 110:3, 586-605

Location Masking by Sample Group



• Mobile Phone Data: change since ’02

• Approaches to Geoprivacy

• Legislation

• Self-regulation / Codes of Ethics

• Personal Location Masking

• Adopt a “measured wariness” as we celebrate

Conclusions



deseidl@coloradomtn.edu

Thank You!

https://ethicalgeo.org/dara-seidl/

Geoprivacy Videos
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